
#BHEU   @BlackHatEvents

Fifty Dollars to Root the Cloud
Low-Cost Memory Interposer Attacks on Confidential Computing

Jesse De Meulemeester & Jo Van Bulck

Collaboration with David Oswald, Luca Wilke, Thomas Eisenbarth, Ingrid Verbauwhede



#BHEU   @BlackHatEvents



#BHEU   @BlackHatEvents



#BHEU   @BlackHatEvents



#BHEU   @BlackHatEventshttps://itsfoss.gitlab.io/post/linux-kernel-source-code-surpasses-40-million-lines/



#BHEU   @BlackHatEvents

Root Cause: Privileged Software Complexity?
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The Case for Confidential Computing

Traditional layered designs: Large trusted computing base
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The Case for Confidential Computing

Trusted execution: Hardware-level isolation and attestation
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The Rise of Confidential Computing CPU Technology
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The Rise of Confidential Computing CPU Technology
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In the near future, 
“confidential computing” 
will just be “computing.”*

* Mark Russinovich, CTO 
Microsoft Azure

Confidential Computing Today, Computing Tomorrow
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Example: WhatsApp Private Processing Confidential AI

https://engineering.fb.com/2025/04/29/security/whatsapp-private-processing-ai-tools/
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Confidential Computing: The Weakest Link?



#BHEU   @BlackHatEvents

Recap: Hardware-Based Confidential Computing

Confidential computing = CPU isolation + memory encryption
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Leaky Processors: SW-Based Microarchitectural Attacks
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Today: Hardware Attacks on Encrypted Memory 
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Road Map

1.  Modern memory encryption designs and where to find them

2.  BadRAM: What if your DRAM lies to you?

3.  Battering Ram: Low-cost physical interposer attacks

4.  Conclusions and takeaways
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● CPU package = trust boundary

Confidential Computing: Trust Boundary
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● CPU package = trust boundary

● Memory encryption to protect 
against physical access:

1. Rogue cloud provider employees

2. Supply-chain adversaries

3. Local law enforcement

Confidential Computing: Trust Boundary
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Idea: Treat attacker-controlled DRAM as untrusted storage

?

Memory Encryption
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Confidentiality

Memory Encryption: Confidentiality
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Confidentiality Integrity

Memory Encryption: Confidentiality + Integrity
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Confidentiality Integrity Freshness

Memory Encryption: Conf. + Integrity + Freshness
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Confidentiality Integrity Freshness

Memory Encryption: Conf. + Integrity + Freshness
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A Brief History of Commercial Memory Encryption

🤩 
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A Brief History of Commercial Memory Encryption

🤩   🤔🤔🤔 
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A Brief History of Commercial Memory Encryption
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A Brief History of Commercial Memory Encryption
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A Brief History of Commercial Memory Encryption

🤩   🤔🤔🤔  🤔🤔  🤔
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Road Map

1.  Modern memory encryption designs and where to find them

2.  BadRAM: What if your DRAM lies to you?

3.  Battering Ram: Low-cost physical interposer attacks

4.  Conclusions and takeaways



#BHEU   @BlackHatEvents

DRAM Addressing 101

?
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DRAM Addressing 101
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• EEPROM

• Contains DIMM configuration
• Size

• Speed

• Manufacturer

• What if we overwrite this data?

Serial Presence Detect
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• EEPROM

• Contains DIMM configuration
• Size

• Speed

• Manufacturer

• What if we overwrite this data?

Serial Presence Detect
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● I2C pins exposed on DIMM
● Trivial to unlock and overwrite

○ Total cost: ~10$

Serial Presence Detect
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Introducing Aliases
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Introducing Aliases
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Introducing Aliases

But there’s memory 
encryption, right?
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Introducing Aliases – Static Memory Encryption 
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Introducing Aliases – Static Memory Encryption 
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Replay cancels out
static memory encryption

Introducing Aliases – Static Memory Encryption 
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Demo
Replaying encrypted memory



#BHEU   @BlackHatEvents



#BHEU   @BlackHatEvents
🌍 https://badram.eu/
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Vendor Response: Boot-Time Firmware Mitigations

https://www.amd.com/en/resources/product-security/bulletin/amd-sb-3015.html
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RISC-V implementation:
● Naive detection: 0.753 s

for each protected page A do:
  write_mem(A, marker)
  for each page B != A do:
    if read_mem(B) == marker:
      terminate system
    end if
  end for
end for

Understanding Memory Aliasing Firmware Mitigations

Idea: Scan for memory aliases at boot time
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RISC-V implementation:
● Naive detection: 0.753 s
● Opt. detection:  5.687 μs 

Understanding Memory Aliasing Firmware Mitigations

for each protected page A do:
  write_mem(A, marker)
  for each DRAM addr bit i do:
    B = A ^ i
    if read_mem(B) == marker:
      terminate system
    end if
  end for
end for

Idea: Scan for memory aliases at boot time
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Idea: Bypassing Boot-Time Aliasing Checking?
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introduce aliases at 
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introduce aliases at 
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Interfering at Runtime: Commercial DRAM Interposers?
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Tampering with Addressing at Runtime
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Road Map

1.  Modern memory encryption designs and where to find them

2.  BadRAM: What if your DRAM lies to you?

3.  Battering Ram: Low-cost physical interposer attacks

4.  Conclusions and takeaways
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Tampering with Addressing at Runtime
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• Boot time: Inactive
o Passes checks

• Attack: Active
o Dynamically switch to GND

Tampering with Addressing at Runtime
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• Boot time: Inactive
o Passes checks

• Attack: Active
o Dynamically switch to GND

Tampering with Addressing at Runtime
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Tampering with Addressing at Runtime

Custom PCB: $18

DDR4 connector: $16
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Tampering with Addressing at Runtime

$4Custom PCB: $18

DDR4 connector: $16
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Tampering with Addressing at Runtime

$4Custom PCB: $18

$4 DDR4 connector: $16
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● Stability
○ Works at any DDR4 frequency

● Feasibility
○ Deterministic memory aliasing

○ Entirely invisible to CPU

● Limitations
○ Unstable memory regions

○ Memory interleaving complicates 

attacks

Tampering with Addressing at Runtime
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Scalable SGX Plaintext Access

Arbitrary plaintext 
read/write access!
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Extracting Scalable SGX Secrets
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Extracting Scalable SGX Secrets



#BHEU   @BlackHatEvents

Demo
Arbitrary plaintext access on Intel Scalable SGX
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🌍 https://batteringram.eu/
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https://www.amd.com/en/resources/product-security/bulletin/amd-sb-3024.html

https://www.intel.com/content/www/us/en/developer/articles/news/more-information-encrypted-memory-frameworks.html
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https://cyber.gouv.fr/en/publications/technical-position-paper-confidential-computing
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 $10M Idea: Confidential Computing in Space…
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Timeline
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Road Map

1.  Modern memory encryption designs and where to find them

2.  BadRAM: What if your DRAM lies to you?

3.  Battering Ram: Low-cost physical interposer attacks

4.  Conclusions and takeaways
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1. Confidential computing is here to stay

2. Challenge your attacker models

3. Hardware attacks are practical

Lessons Learned https://batteringram.eu/
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1. Confidential computing is here to stay

2. Challenge your attacker models

3. Hardware attacks are practical

Lessons Learned

Thank you! Questions?

https://batteringram.eu/
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