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101 / Cloud Se / Cloud Security Breache

Top1O C\oud Securlty o - -
Breaches in 2024 P

The biggest data breach fines, penalties, and
settlements so far

an 8, 2025 « 17 mins

Oracle Cloud Breach Compromises 6
Million Records, Threatening 140,000
Businesses
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MAKE ME A SANDWICH.
1e7 Evolution of Linux Kernel Lines of Code ‘ WHAT? MAKE
4.0 Lines of Code 6.18.24 rc IT YOURSELF.
SUDO MAKE ME /
A SANDWICH.
35} OKaY.
. | 5.18.0 \ /
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= y 3.0.0 .
- Linux kernel source expands beyond 40
1.0} million lines - it has doubled in size in a
. decade
ool 4 100 200 - m By Mark Tyson published January 26, 2025
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e 2004: ARM TrustZone

2015: Intel Software Guard Extensions (SGX)

2016: AMD Secure Encrypted Virtualization (SEV)
2018: IBM Protected Execution Facility (PEF)

e 2020: AMD SEV with Secure Nested Paging (SEV-SNP)
2022: Intel Trust Domain Extensions (TDX)

e 2023: ARM Confidential Compute Architecture (CCA)

e 2024: NVIDIA Confidential Computing
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DARKREADINC

Cloud Providers Throw Their Weight Behind Confidential
Computing

New technologies designed into processors allow enterprises to leverage cloud advantages while meeting privacy
regulations.

dWs

i\  Microsoft
Azure

£Y Google Cloud

lflﬂﬂl (%) Scaleway

W#OVHcloud EQUINIx === 1BMCloud
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Private Processing enables
optional Al capabillities,
while protecting your privacy

@ Meta and WhatsApp can’t access your messages
@ Your messages are never stored

&) Built in the open, verifiable by security experts
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Untrusted Storage
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CLOUD OPERATIONS & MANAGEMENT NEWS

Why Google Cloud Turned to AMD to Solve for Runtime
Encryption

AMD's latest server chips enabled better scalability, less lag, and more memory than Intel SGX, the cloud
provider said.

‘ Maria Korolov
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dl'S TECHNICA

PUTTING ON A BRAVE FACE

Intel promises Full
Memory Encryption in
upcoming CPUs

Intel’s security plans sound a lot like “we’re going to catch up to
AMD.”

JIM SALTER - FEB 26, 2020 8:23 Pm | @ 120

-* Intel Security Architecture and Technology Director John Sell
provided an overview of Intel's mission to provide common
security capabilities across all architectures. credit: Intel Corporation
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0 0x000 Number of Serial PD Bytes Written / SPD Device Size 1,2

1 0x001 SPD Rewvision

2 0x002 Key Byte / DRAM Device Type

3 0x003 Key Byte / Module Type

3520 4 | 0«04 | SDRAM Density and Banks 3
i ( ( 5 0x005 SDRAM Addressing 3
i &RQWDLQV ',OO FRQI LJ;ES'”E;!B?xioﬁR ‘anarySDSAMPackageType 3

7 0x007 DRAM Optional Features 3
;I; 6L ] H 8 0x008 SDRAM Thermal and Refresh Options 3

9 0x009 Other SORAM Optional Features 3
= 6SHHG 10 Ox00A Secondary SDRAM Package Type 3
:t 0D Q XIDFWXUHU 1" 0x008 Module Nominal Voltage, VDD 3

12 Ox00C Module Organization

13 »(_);(-)OD Module Me—mo-q;B;s Width

14 Ox00E Module Thermal Sensor

5| OQ0F | extundes module type

16 0x010 Reserved - must be coded as Ox00

17 0x011 Timebases

18 0x012 SDRAM Minimum Cycle Time (loaygmin) 3

1;) 0x013 1 SDRAM Maximum éycle Time (1(;;:6m—ax) 3
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0 0x000 Number of Serial PD Bytes Written / SPD Device Size 1,2
1 0x001 SPD Rewvision
2 0x002 Key Byte / DRAM Device Type
3 0x003 Key Byte / Module Type
£ ((3520 4 | 0:004 | SDRAMDensity and Banks 3
I &GROQWDLQV '",00 FRQIL JQ@U—E)—Wi‘EﬁR—J;):”maWSDBAMpmg”m -
7 0x007 DRAM Optional Features 3
;I; 6L ] H 8 0x008 SDRAM Thermal and Refresh Options 3
9 0x009 Other SORAM Optional Features 3
= 6SHHG 10 Ox00A Secondary SDRAM Package Type 3
:t 0D Q XIDFWXUHU 1" 0x008 Module Nominal Voltage, VDD 3
12 Ox00C Module Organization
13 h(_);(-)OD Module Me—mo-q;B;s Width
14 Ox00E Module Thermal Sensor
5| OQ0F | extundes module type
16 0x010 Reserved - must be coded as Ox00
17 0x011 Timebases
18 0x012 SDRAM Minimum Cycle Time (loaygmin) 3
1;) 0x013 1 SDRAM Maximum éycle Time (1(;;:6m—ax) 3
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£ ((3520
t &RQWDLQV ',00 FRQILJX

0 0x000 Number of Serial PD Bytes Written / SPD Device Size 1,2

1 0x001 SPD Revision

2 0x002 Key Byte / DRAM Device Type

3 0x003 Key Byte / Module Type

747 70x0047 SDRAM Dens‘irtywarn‘dr Banks 3

W nmaru SDRAM D;I-kam Tuno ] : 3
SBRL@ Addressing

This byte describes the row addressing and the column addressing in the SDRAM device. Bits 2~0 encode the number of

:t 6 L ] H column address bits, and bits 5~3 encode the number of row address bits, These values come from the DDR4 SDRAM
data sheet
:t 6 S H H G Bits 7-6 Bits 5~3 Bits 2~0
Reserved | Row Address Bits [ Column Ad&ms Bits
:I: O D Q X I D F W X U H U .Rnsnrwrd, must be coded as 00 [ Bil [5, 4, 3] ! Bit[2,1,.0]
000 =12 0oD=9
001=13 001=10
010=14 D10=1NM
011 =15 D11 =12
1o =15 All others reserved
107 =17
110=18
All others reserved
17 0x011 Timebases
18 0x012 SDRAM Minimum Cycle Time (!CKAVGmm) 3

19 0x013 SDRAM Maximum Cycle Time ({ogaygmax) 3
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£ ((3520
t &RQWDLQV ',00 FRQILJX

0 0x000 Number of Serial PD Bytes Written / SPD Device Size 1,2

1 0x001 SPD Revision

2 0x002 Key Byte / DRAM Device Type

3 0x003 Key Byte / Module Type

747 70x0047 SDRAM Dens‘irtywarn‘dr Banks 3

W nmaru SDRAM D;I-kam Tuno ] : 3
SBRL@ Addressing

This byte describes the row addressing and the column addressing in the SDRAM device. Bits 2~0 encode the number of

:t 6 L ] H column address bits, and bits 5~3 encode the number of row address bits. These values come from the DDR4 SDRAM
data sheet
i 6 S H H G Bits 7-6 Bits 5~3 Bits 20
Reserved l Row Address Bits Column Addms Bits
:I: O D Q X I D F W X U H U .Rnsnrvnd,mn:d be coded as 00 .1 t[5, 4, 3 .Bil [2.1.0]
000 =9
001=10
010=11
011 =12

All others reserved

17 0x011 Timebases

18 0x012 SDRAM Minimum Cycle Time (!CKAVGmm) 3

19 0x013 SDRAM Maximum Cycle Time ({ogaygmax) 3
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0 0x000 Number of Serial PD Bytes Written / SPD Device Size 1,2
1 0x001 SPD Revision
2 0x002 Key Byte / DRAM Dewvice Type
3 0x003 Key Byte / Module Type
4 0x004 SDRAM Density and Banks 3
1 | W—. Lpnmaru SDRAM é;l;kﬁm Tuno ] 3
T SROQWDLQV ',00 FR QI L JXdgeBXovinsl. SBRAY Addressing

This byte describes the row addressing and the column addressing in the SDRAM device. Bits 2~0 encode the number of

:t 6 L ] H column address bits, and bits 5~3 encode the number of row address bits. These values come from the DDR4 SDRAM
data sheet
+ 6SHHG ‘ Bits 7~6 Bits 5~3 Bits 2~0
? Reserved . Row Address Bits Column Addms Bits
:t O D Q X I D F W X U H U .Rnsnrwrd,mu:d be coded as 00 '1 L[5, 4, 3] .Bil [2.1.0]
000 =9
001=10
010=11
011 =12

All others reserved

17 0x011 Timebases

18 0x012 SDRAM Minimum Cycle Time (loaygmin) 3
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| am 16 GB large
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| am 16 GB large
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lam 16 22 GB large
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Physical DRAM : DRAM |
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Initialized &4-byte menory buffer
“ex Virtual address: Ox7f485¢6e7000
==» Physical address: Dx26f5:044

Buffar snitialized to zero:

B3 00 B2 00 2@ 00 28 00 &3 00 €@ 00 &2 0
B3 60 23 60 24 00 08 00 84 00 &4 00 &3 0

Capture the ciphertext, then press enter

crnes AND: SEV-SNP

o o

Pravileged Sofiware Astocker

Translating victin address
“ox Guest physical address: Dx26r5£860
==> Host physical address: Bx13415£660

Calculating menory alias
-=> Original address: Ox1841%60G00
--» Alias address: Ox%841%8300

Press Enter to capture ciphertext




AMD secure VM tech undone by DRAM

; BadRAM attack breaches AMD secure VMs
meddllng using a Raspberry Pi Pico, DDR socket, and a

Boffins devise BadRAM attack to pilfer secrets from SEV-SNP ¢ 2V battery

m By Mark Tyson published December 11, 2024

A Thomas Claburn Tue 10 Dec 2024

AMD has now issued firmware updates for cloud providers.

dl'S TECHNICA

AMDStIllStEd LLOLERLERE RERen| .
| SECURITY "

execution environment .
blown Wide Open b'Y Malware & Threats ~  Security Operations ~  Security Architesture ~  Risk Management ~  CISO Strategy ~ I1CS/0T ~  Funding/M&A ~  Cyber Al

new BadRAM attack

Attack bypasses AMD protection promising security, even when a

BadRAM Attack Uses $10 Equipment to Break AMD
AT S . Processor Protectmns

Academic researchers ¢ e BadkRAM, a new attack that us 10 equipment to break AMD's latest trusted execution environment

0 [{ m q ] 9 9 O - 3 p - g - 7 .ﬁ) 8y lonut Arghire | December 11, 2024 (10:57 AM ET} u
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Undermining Integrity Features of
SEV-SNP with Memory Aliasing

AMD ID: AMD-SB-3015
Potential Impact: Loss of Integrity
Severity: Medium

Summary

A team of researchers has reported to AMD that it may be possible to modify serial presence detect (SPD)
metadata to make an attached memory module appear larger than it is, potentially allowing an attacker to

overwrite physical memory. | Guest Attestation Report [Attestation method for Guest VM]

ATTESTATION_REPORT Structure PLATFORM_INFO field in Byte offset Oh bit 5 contains indication that the
mitigation has been applied and confirmed.

Byte Bits Name Description
Offset
00h 63:6|- Reserved.

5 ALIAS_CHECK_COMPLETE | Indicates that alias detection has completed since the last system
reset and there are no aliasing addresses. Resets to 0.

Pjjdhe>>qqqe<ZG*E]Z>I[>glh]kgEIh>dg]GKEjYhIEkgQjs>DkYYIjQ[><ZGYhDYAAAAEPjZY
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Genuine New MW-Keysight U4972A DDR4 Protocol Debugging and

Analysis Solution Logic Analyzers Factory Wholesale Price

KEYSIGHT DSOX1204G Digital Stersge On

US$782,016.00

1 Set (MOQ)

4 N\
. () Chat Now ,n
N =

Product Details >
Customization: Available
After-sales Service: 12 Months
O 1 Warranty: 12 Months
L3
w Shenzhen Leading International Trading Co., Ltd. > @

) 0:20/0:44

Gold Member Since 2024

A Audited Supplier

\*; Add Inquiry Basket to Compare
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