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Enclaved execution: Reducing attack surface
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Traditional layered designs: large trusted computing base
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Enclaved execution: Reducing attack surface

Mem HDD

OS kernel

CPU

AppApp

TPM

Hypervisor

 Enclave app

Intel SGX promise: hardware-level isolation and attestation
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Enclaved execution: Privileged side-channel attacks
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Game-changer: Untrusted OS → new class of powerful side channels!
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Enclaved execution: Privileged side-channel attacks
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Xu et al. “Controlled-channel attacks: Deterministic side channels for untrusted operating systems”, S&P 2015
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Enclaved execution: Privileged side-channel attacks
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Privileged adversary model

Lessons for compiling “secure” enclave programs?

1. Interface sanitization (ABI/API)

2. Side-channel hardening

3. Transient-execution semantics



Challenge 1: ABI sanitization



Enclave shielding responsibilities

enclave shielding runtime

EENTER
Tier 3
APP
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API

Tier 1
ABI

Van Bulck et al. “A Tale of Two Worlds: Assessing the Vulnerability of Enclave Shielding Runtimes”, CCS 2019.
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Tier1: Establishing a trustworthy enclave ABI

↝ Attacker controls CPU register contents on enclave entry/exit

↔ Compiler expects well-behaved calling convention (e.g., stack)

⇒ Need to initialize CPU registers on entry and scrub before exit!
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Summary: ABI-level attack surface

Vulnerability

Runtime

SGX-S
DK

OpenEnclave

Graphene

SGX-LKL

Rust-
EDP

Asylo
Keysto

ne

Sancus

#1 Entry status flags sanitization � � G#  G#  # #
#2 Floating-point register sanitization � � # � �  � #
#3 Entry stack pointer restore # # �  # # # �

Tier1

(ABI)
#4 Exit register leakage # # # � # # # #

Relatively understood, but special care for stack pointer + status register + FPU

Van Bulck et al. “A Tale of Two Worlds: Assessing the Vulnerability of Enclave Shielding Runtimes”, CCS 2019.

Alder et al. “Faulty Point Unit: ABI Poisoning Attacks on Intel SGX”, ACSAC 2020.
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Summary: ABI-level attack surface
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x86 CISC (Intel SGX) RISC

Attack surface complex x86 ABI (Intel SGX) >> simpler RISC designs
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x86 string instructions: Direction Flag (DF) operation

• x86 rep string instructions to speed up streamed memory operations

• Default operate left-to-right

1 /∗ memset ( buf , 0x0 , 100) ∗/
2 f o r ( i n t i =0; i < 100 ; i++)

3 buf [ i ] = 0x0 ;
→

1 l e a r d i , buf

2 mov a l , 0x0

3 mov ecx , 100

4 r ep s t o s [ r d i ] , a l
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x86 string instructions: Direction Flag (DF) operation

• x86 rep string instructions to speed up streamed memory operations

• Default operate left-to-right, unless software sets RFLAGS.DF=1

1 /∗ memset ( buf , 0x0 , 100) ∗/
2 f o r ( i n t i =0; i < 100 ; i++)

3 buf [ i ] = 0x0 ;
→

1 l e a r d i , buf+100

2 mov a l , 0x0

3 mov ecx , 100

4 s t d ; s e t d i r e c t i o n f l a g

5 r ep s t o s [ r d i ] , a l

00						0000000000000000000000000000

rdi
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SGX-DF: Inverting enclaved string memory operations

x86 System-V ABI
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SGX-DF: Inverting enclaved string memory operations

Enclave heap memory corruption: right-to-left. . .
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Challenge 2: Constant-time code



Case study: Comparing a secret password

p a s s w o r d

Overall execution time reveals correctness of individual password bytes!

10



Case study: Comparing a secret password

p a s s w o r d

p a s t a

pasta?

No!

Overall execution time reveals correctness of individual password bytes!

10



Case study: Comparing a secret password

p a s s w o r d

p a s t a

Overall execution time reveals correctness of individual password bytes!

10



Case study: Comparing a secret password

p a s s w o r d

p a s t a

Overall execution time reveals correctness of individual password bytes!

10



Case study: Comparing a secret password

p a s s w o r d

p a s t a

Overall execution time reveals correctness of individual password bytes!

10



Case study: Comparing a secret password

p a s s w o r d

p a s t a

Overall execution time reveals correctness of individual password bytes!

10



Case study: Comparing a secret password

p a s s w o r d

p a s t a

Overall execution time reveals correctness of individual password bytes!

10



Case study: Comparing a secret password

p a s s w o r d

p a s s a

Overall execution time reveals correctness of individual password bytes!

10



Case study: Comparing a secret password

p a s s w o r d

p a s s a

Overall execution time reveals correctness of individual password bytes!

10



Case study: Comparing a secret password

p a s s w o r d

p a s s a

Overall execution time reveals correctness of individual password bytes!

10



Case study: Comparing a secret password

p a s s w o r d

p a s s a

Overall execution time reveals correctness of individual password bytes!

10



Building the side-channel oracle with execution timing?

Too noisy: modern x86 processors are lightning fast. . .

60 70 80 90 100 110 120
Execution time (cycles)

0

5000

10000

15000

20000

25000

30000

F
re

q
u

e
n

c
y

100,000 runs, strlen=1

100,000 runs, strlen=2

11



Building the side-channel oracle with execution timing?

Too noisy: modern x86 processors are lightning fast. . .

60 70 80 90 100 110 120
Execution time (cycles)

0

5000

10000

15000

20000

25000

30000

F
re

q
u

e
n

c
y

100,000 runs, strlen=1

100,000 runs, strlen=2

11



Analogy: Studying galloping horse dynamics

https://en.wikipedia.org/wiki/Sallie_Gardner_at_a_Gallop
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SGX-Step: Executing enclaves one instruction at a time

SGX-Step

https://github.com/jovanbulck/sgx-step
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SGX-Step: Executing enclaves one instruction at a time

user space

OS kernel

14



SGX-Step: Executing enclaves one instruction at a time

user space

OS kernel

14



SGX-Step: Executing enclaves one instruction at a time

libsgxstep

user space

OS kernel

14



SGX-Step: Executing enclaves one instruction at a time

libsgxstep

user space

OS kernel

14



SGX-Step: Executing enclaves one instruction at a time
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SGX-Step: Executing enclaves one instruction at a time
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Demo: Building a deterministic password oracle with SGX-Step
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SGX-Step: Enabling a new line of high-precision enclave attacks

Temporal

resolution

APIC PTE Desc

Yr Attack IR
Q

IP
I

#PF
A/D

PPN
GDT

ID
T

Drv

’15 Ctrl channel ∼ Page # #  # # #  3

’16 AsyncShock ∼ Page # #  # # # # –
’17 CacheZoom 7 > 1  # # # # # # 3

’17 Hahnel et al. 7 0 - > 1  # # # # #  3

’17 BranchShadow 7 5 - 50  # # # # # # 7

’17 Stealthy PTE ∼ Page #  #  # #  3

’17 DarkROP ∼ Page # #  # # # # 3

’17 SGX-Step 3 0 - 1  #   # # # 3

’18 Off-limits 3 0 - 1  #  # #  # 3

’18 Single-trace RSA ∼ Page # #  # # # # 3

’18 Foreshadow 3 0 - 1  #  #  # # 3

’18 SgxPectre ∼ Page # #  # # # # 3

’18 CacheQuote 7 > 1  # # # # # # 3

’18 SGXlinger 7 > 1  # # # # # # 7

’18 Nemesis 3 1  #   # #  3

Temporal

resolution

APIC PTE Desc

Yr Attack IR
Q

IP
I

#PF
A/D

PPN
GDT

ID
T

Drv

’19 Spoiler 3 1  # #  # #  3

’19 ZombieLoad 3 0 - 1  #   # #  3

’19 Tale of 2 worlds 3 1  #   # #  3

’19 MicroScope ∼ 0 - Page # #  # # # # 7

’20 Bluethunder 3 1  # # # # #  3

’20 Big troubles ∼ Page # #  # # # # 3

’20 Viral primitive 3 1  #   # #  3

’20 CopyCat 3 1  #   # #  3

’20 LVI 3 1  #    #  3

’20 A to Z ∼ Page # #  # # # # 3

’20 Frontal 3 1  #   # #  3

’20 CrossTalk 3 1  #  # # #  3

’20 Online template ∼ Page # #  # # # # 3

’20 Déjà Vu NSS ∼ Page # #  # # # # 3
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Back to basics: Fetch-decode-execute

Elementary CPU behavior: Stored program computer

Fetch Decode Execute

Jump?PC++

yes

no

Variable instruction latency
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Back to basics: Fetch-decode-execute

Interrupts: Asynchronous events, handled on instruction retirement

Fetch Decode Execute

IRQ?Jump?PC++

Secure IRQ logicPC = IVT[irq]

no

yesyes

no

Variable instruction latency
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Back to basics: Fetch-decode-execute

Timing leak: IRQ response time depends on current instruction(!)

Fetch Decode Execute

IRQ?Jump?PC++

Secure IRQ logicPC = IVT[irq]

no

yesyes

no

Variable instruction latency
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Wait a cycle: Interrupt latency as a side channel

CLK

CMD NOP IRQ logic ISR

IRQ

CMD ADD IRQ logic ISR

IRQ
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Nemesis attack: Inferring key strokes from Sancus enclaves
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Nemesis attack: Inferring key strokes from Sancus enclaves
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Intel SGX microbenchmarks: Measuring x86 cache misses

Timing leak: reconstruct microarchitectural state

load cache hit

load cache miss

IRQ latency (cycles)
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Single-stepping Intel SGX enclaves in practice

Enclave x-ray: Start-to-end trace enclaved execution
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Single-stepping Intel SGX enclaves in practice

Enclave x-ray: Spotting high-latency instructions
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Single-stepping Intel SGX enclaves in practice

Enclave x-ray: Zooming in on bsearch function
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De-anonymizing SGX enclave lookups with interrupt latency

Adversary: Infer secret lookup in known sequence (e.g., DNA)

left

right
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De-anonymizing SGX enclave lookups with interrupt latency

Goal: Infer lookup → reconstruct bsearch control flow
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De-anonymizing SGX enclave lookups with interrupt latency

Goal: Infer lookup → reconstruct bsearch control flow
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Nemesis hardware defense: Padding interrupt latency

• Busi et al. “Provably Secure Isolation for Interruptible Enclaved Execution on Small Microprocessors”, CSF 2020.

• Winderix et al. “Compiler-Assisted Hardening of Embedded Software Against Interrupt Latency Side-Channel Attacks”, EuroS&P 2021.

• Pouyanrad et al. “SCFMSP: Static detection of side channels in MSP430 programs”, ARES 2020.

• Salehi et al. “NemesisGuard: Mitigating interrupt latency side channel attacks with static binary rewriting”, Computer Networks 2022.
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Nemesis software defenses: Balancing vulnerable branches

• Busi et al. “Provably Secure Isolation for Interruptible Enclaved Execution on Small Microprocessors”, CSF 2020.

• Winderix et al. “Compiler-Assisted Hardening of Embedded Software Against Interrupt Latency Side-Channel Attacks”, EuroS&P 2021.

• Pouyanrad et al. “SCFMSP: Static detection of side channels in MSP430 programs”, ARES 2020.

• Salehi et al. “NemesisGuard: Mitigating interrupt latency side channel attacks with static binary rewriting”, Computer Networks 2022.
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Challenge 3: Fencing transient loads



2018-2019: Leaking microarchitectural data buffers (Meltdown & friends)

CPU L1D$ LFB/LP

direct data
leakage!

...

Van Bulck et al. “Foreshadow: Extracting the Keys to the Intel SGX Kingdom with Transient Out-of-Order Execution”, USENIX 2018.

25



2020: Load Value Injection (LVI): The basic idea

CPU

 
CALL *pt

or
array[*pt]

L1D$ LFB/LP ...

inject data!

Van Bulck et al. “LVI: Hijacking Transient Execution through Microarchitectural Load Value Injection”, S&P 2020.
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Mitigating LVI: Fencing vulnerable load instructions



Mitigating LVI: Fencing vulnerable load instructions



Mitigating LVI: Compiler and assembler support

-mlfence-after-load

-mlvi-hardening

-Qspectre-load
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Intel architectural enclaves: lfence counts libsgx qe.signed.so

23 fences

October 2019—“surgical precision”

:
49,315 fences

March 2020—“big hammer”
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LVI performance impact https://www.phoronix.com
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LVI-NULL compiler mitigation

Giner et al. “Repurposing Segmentation as a Practical LVI-NULL Mitigation in SGX”, USENIX Security 2022.
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Conclusions and takeaway

⇒ Trusted execution environments (Intel SGX) ≠ perfect!

⇒ Need for (compiler) mitigations::

1. ABI/API sanitization

2. Side-channel hardening: constant-time (or balanced?) code

3. Transient-execution semantics

32


	Challenge 1: ABI sanitization
	Challenge 2: Constant-time code
	Challenge 3: Fencing transient loads

