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Enclaved execution: Reducting attack surface
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Traditional layered designs: Large trusted computing base
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Intel SGX promise: Hardware-level isolation and attestation
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Game changer: Untrusted OS → new class of powerful side-channel attacks!
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Enclaved execution: Reducting attack surface
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Xu et al. “Controlled-channel attacks: Deterministic side channels for untrusted operating systems”, IEEE S&P 2015
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Enclave adversary model

Abuse privileged operating system powers

→ unexpected “bottom-up” attack vectors



Lecture overview: Software interface attacks (part 1)

Mem

OS kernel

 
Enclave app

CPU

1

SGX not immune to interface sanitization oversights in enclave software
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Lecture overview: Privileged side-channel attacks (part 2)
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Privileged side channels to spy on enclave-CPU interaction metadata
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Lecture overview: Transient-execution attacks (part 3)
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Transient-execution data extraction from CPU to break enclave confidentiality
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Lecture overview: Physical CPU interface attacks (part 4)
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Unexpected (physical) CPU interface manipulations to break enclave integrity
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Attack idea 1: Enclave interface





Outline: How to besiege a fortress?

Idea: security is weakest at the input/output interface(!)
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Outline: How to besiege an enclave? github.com/jovanbulck/0xbadc0de/

Vulnerability

Runtime
SGX-SDK

OpenEnclave

Graphene

SGX-LKL

Rust-E
DP

Asylo
Keysto

ne

Sancus

#1 Entry status flags sanitization � � G#  G#  # #
#2 Floating-point register sanitization � � # � �  # #
#3 Entry stack pointer restore # # �  # # # �

Tier1

(ABI)
#4 Exit register leakage # # # � # # # #

#5 Missing pointer range check # � � � #  # �

#6 Null-terminated string handling � � # # # # # #
#7 Integer overflow in range check # #  #  #   
#8 Incorrect pointer range check # #  # #  #  
#9 Double fetch untrusted pointer # #  # # # # #
#10 Ocall return value not checked # � � � #  � #

Tier2

(API)

#11 Uninitialized padding leakage [Lee17] � #  #  � �

Summary: 7 CVEs, > 40 vulnerabilities across > 8 projects
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System software for trusted execution?

What do these projects have

in common?



Why isolation is not enough: Enclave shielding runtimes

secure world "enclave"untrusted world TEE processor

• TEE promise: enclave == “secure oasis” in a hostile environment

• . . . but application and compilers largely unaware of isolation boundaries

Shielding runtime == secure bridge on enclave entry/exit

7



Why isolation is not enough: Enclave shielding runtimes

secure world "enclave"untrusted world TEE processor

• TEE promise: enclave == “secure oasis” in a hostile environment

• . . . but application and compilers largely unaware of isolation boundaries

Shielding runtime == secure bridge on enclave entry/exit

7



Why isolation is not enough: Enclave shielding runtimes

secure world "enclave"untrusted world TEE processor

• TEE promise: enclave == “secure oasis” in a hostile environment

• . . . but application and compilers largely unaware of isolation boundaries

Shielding runtime == secure bridge on enclave entry/exit

7





. . . but what if the bridge itself is flawed?



The big picture: Enclave shielding responsibilities

Key questions: how to securely bootstrap from the untrusted world to the

enclaved application binary (and back)? Which sanitizations to apply?

enclave shielding runtime

EENTER

Van Bulck et al. “A Tale of Two Worlds: Assessing the Vulnerability of Enclave Shielding Runtimes”, CCS 2019.
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The big picture: Enclave shielding responsibilities

Key insight: split sanitization responsibilities across the ABI and API tiers:

machine state vs. higher-level programming language interface

enclave shielding runtime

EENTER
Tier 3
APP

Tier 2
API

Tier 1
ABI

Van Bulck et al. “A Tale of Two Worlds: Assessing the Vulnerability of Enclave Shielding Runtimes”, CCS 2019. 9



Tier 3
APP

Tier 2
API

Tier 1
ABI



Tier1: Establishing a trustworthy enclave ABI

↝ Attacker controls CPU register contents on enclave entry/exit

↔ Compiler expects well-behaved calling convention (e.g., stack)

⇒ Need to initialize CPU registers on entry and scrub before exit!

Non-trivial for x86 ISA!
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x86 string instructions: Direction Flag (DF) operation

• x86 rep string instructions to speed up streamed memory operations

• Default operate left-to-right

1 /∗ memset ( buf , 0x0 , 100) ∗/
2 f o r ( i n t i =0; i < 100 ; i++)

3 buf [ i ] = 0x0 ;
→

1 l e a r d i , buf

2 mov a l , 0x0

3 mov ecx , 100

4 r ep s t o s [ r d i ] , a l

13
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x86 string instructions: Direction Flag (DF) operation

• x86 rep string instructions to speed up streamed memory operations

• Default operate left-to-right, unless software sets RFLAGS.DF=1

1 /∗ memset ( buf , 0x0 , 100) ∗/
2 f o r ( i n t i =0; i < 100 ; i++)

3 buf [ i ] = 0x0 ;
→

1 l e a r d i , buf+100

2 mov a l , 0x0

3 mov ecx , 100

4 s t d ; s e t d i r e c t i o n f l a g

5 r ep s t o s [ r d i ] , a l

00						0000000000000000000000000000

rdi

13





Inverting enclaved string memory operations CVE-2019-14566

x86 System-V ABI
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Inverting enclaved string memory operations CVE-2019-14566

Enclave heap memory corruption: right-to-left. . .
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https://github.com/jovanbulck/0xbadc0de/ https://github.com/fritzalder/faulty-point-unit/

https://github.com/jovanbulck/0xbadc0de/
https://github.com/fritzalder/faulty-point-unit/
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Validating pointer arguments: Confused-deputy attacks
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Validating pointer arguments: Confused-deputy attacks
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Intel SGX-SDK: Null-terminated strings are hard. . . CVE-2018-3626

Idea: 2-stage approach ensures string arguments fall entirely outside enclave

Side-channel observations
strlen(&secret)?

ILLEGAL_ARG

strlen=1

bool	secret1	=	1;
bool	secret2	=	0;

ecall (&secret1)

char	*arg	=	"hello,	world";

strlen=12

enclave memoryuntrusted memory

int	my_ecall(char	*s)
{
		len	=	strlen(s);

		if	(!outside_enclave(s,	len))

					return	ILLEGAL_ARG;

		...
		return	SUCCESS;

1

2

ecall (&arg)

21



Intel SGX-SDK: Null-terminated strings are hard. . . CVE-2018-3626

. . . but what if we try passing an illegal, in-enclave pointer anyway?

21



Intel SGX-SDK: Null-terminated strings are hard. . . CVE-2018-3626

Enclave first computes length of secret, in-enclave buffer!

21



Intel SGX-SDK: Null-terminated strings are hard. . . CVE-2018-3626

. . . and only afterwards verifies whether entire string falls outside enclave

21



Intel SGX-SDK: Null-terminated strings are hard. . . CVE-2018-3626

Idea: strlen() timing as a side-channel oracle for in-enclave null bytes,

21



Attack idea 2: Side-channel analysis



A note on side-channel attacks (Intel)

https://software.intel.com/en-us/node/703016

22
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Vulnerable patterns: Secret-dependent code/data accesses

1 vo i d s e c r e t v o t e ( cha r c and i d a t e )

2 {
3 i f ( c and i d a t e == ’ a ’ )

4 v o t e c a n d i d a t e a ( ) ;

5 e l s e

6 v o t e c a n d i d a t e b ( ) ;

7 }

1 i n t s e c r e t l o o k u p ( i n t s )

2 {
3 i f ( s > 0 && s < ARRAY LEN)

4 r e t u r n a r r a y [ s ] ;

5 r e t u r n −1;

6

7 }

What are new ways for privileged adversaries to create an
“oracle” for enclave code+data memory accesses?
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Side-channel analysis: From metadata patterns to secrets

Van Bulck et al. “Telling Your Secrets Without Page Faults: Stealthy Page Table-Based Attacks on Enclaved Execution”, USENIX 2017.



Overview: Spying on enclave memory accesses

enclave

25



Overview: Spying on enclave memory accesses

enclave

address translation attacks

cache timing attacks
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The virtual memory abstraction

Costan et al. “Intel SGX explained”, IACR 2016
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Intel SGX: Page faults as a side channel

paging unit SGX checkslogical address physical address

SGX machinery protects against direct address remapping attacks

27



Intel SGX: Page faults as a side channel

paging unit SGX checks

page fault (#PF)

logical address physical address

. . . but untrusted address translation may fault(!)

27



Intel SGX: Page faults as a side channel

Xu et al.: “Controlled-channel attacks: Deterministic side channels for untrusted operating systems”, Oakland 2015

⇒ Page fault traces leak private control data/flow

27



An end-to-end example https://github.com/jovanbulck/sgx-tutorial-space18

1. Revoke access rights on unprotected

enclave page table entry

2. Enter victim enclave

3. Secret-dependent data memory access

↝ CPU performs virt-to-phys address translation!

↝ By reading page table entry setup by untrusted OS

4. Virtual address not present → raise page fault

↝ CPU exits enclave and vectors to untrusted OS

5. Restore access rights and resume victim enclave

void inc_secret( void )
{
    if (secret)
        *a += 1;
    else
        *b += 1;
}
 

 

PTE a

PTE b

P
a
g

e
 T

a
b

le
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An end-to-end example https://github.com/jovanbulck/sgx-tutorial-space18

1. Revoke access rights on unprotected

enclave page table entry

2. Enter victim enclave

3. Secret-dependent data memory access

↝ CPU performs virt-to-phys address translation!

↝ By reading page table entry setup by untrusted OS

4. Virtual address not present → raise page fault

↝ CPU exits enclave and vectors to untrusted OS

5. Restore access rights and resume victim enclave

void inc_secret( void )
{
    if (secret)
        *a += 1;
    else
        *b += 1;
}
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Page table-based attacks in practice

Xu et al.: “Controlled-channel attacks: Deterministic side channels for untrusted operating systems”, Oakland 2015

⇒ Low-noise, single-run exploitation of legacy applications

29



Page table-based attacks in practice

Xu et al.: “Controlled-channel attacks: Deterministic side channels for untrusted operating systems”, Oakland 2015

. . . but at a relative coarse-grained 4 KiB granularity

29



Intel’s note on side-channel attacks (revisited)

https://software.intel.com/en-us/node/703016

30
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Temporal resolution limitations for the page fault oracle

⇒ tight loop: 4 instructions, single memory operand, single code + data page

Counting strlen loop iterations?

Note: page-fault attacks cannot make progress for 1 code + data page

31



Temporal resolution limitations for the page fault oracle

.text

.func strlen
strlen:
    for (s=str; *s; s++);
 
 
 
 
.data
secret:
    .byte 0xaa, 0x00
 

 

PTE text

Page Table

 

PTE data

 
 

Counting strlen loop iterations?

Progress requires both pages present (non-faulting) ↔ page fault oracle

31



Building the strlen() side-channel oracle with execution timing?

Too noisy: modern x86 processors are lightning fast. . .
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Analogy: Studying galloping horse dynamics

https://en.wikipedia.org/wiki/Sallie_Gardner_at_a_Gallop
33
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SGX-Step: Executing enclaves one instruction at a time

INPUT OUTPUT

35



SGX-Step: Executing enclaves one instruction at a time

INPUT OUTPUT

INTERRUPT
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SGX-Step: Executing enclaves one instruction at a time

SGX-Step

https://github.com/jovanbulck/sgx-step

35

https://github.com/jovanbulck/sgx-step


Building a precise single-stepping primitive

SGX-Step goal: Executing enclaves one instruction at a time

Challenge: we need a very precise timer interrupt:

/ x86 hardware debug features disabled in enclave mode

, . . . but we have root access!

⇒ Setup user-space virtual memory mappings for x86 APIC (+ PTEs)

36
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SGX-Step: Executing enclaves one instruction at a time

user space

OS kernel
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SGX-Step: Executing enclaves one instruction at a time

libsgxstep

user space

ERESUME

OS kernel

Interrupt handler
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Building a deterministic strlen() null byte oracle with SGX-Step

Execute exactly one enclave instruction → timer interrupt

 

PTE text

Page Table

 

PTE data

INTERRUPT

.text

.func strlen
strlen:
    for (s=str; *s; s++);
 
 
 
 
.data
secret:
    .byte 0xaa, 0x00
 

SGX-Step

38



Building a deterministic strlen() null byte oracle with SGX-Step

Page table accessed bit set? → strlen++ → resume

 

PTE text

Page Table

 

PTE data

ACCESSED ?

INTERRUPT

.text

.func strlen
strlen:
    for (s=str; *s; s++);
 
 
 
 
.data
secret:
    .byte 0xaa, 0x00
 

SGX-Step

38





SGX-Step: Breaking AES-NI with the strlen() null byte oracle

…
aesenc xmm0
aesenc xmm0
aesenclast xmm0
…

0xAB 0x82 0x99 0x00
…
…

Enclave SSA memory

INTERRUPT

(store registers)
SGX-Step

Van Bulck et al. “A Tale of Two Worlds: Assessing the Vulnerability of Enclave Shielding Runtimes”, CCS 2019.
40



SGX-Step: Breaking AES-NI with the strlen() null byte oracle

…
aesenc xmm0
aesenc xmm0
aesenclast xmm0
…

0xAB 0x82 0x99 0x00
…
…

Enclave SSA memory

AB 82 99 00 …

… … … … … 3F

Sbox

rk10
= Sbox(0) ⊕ 0x3F 

Ciphertext final

Ciphertext last round

INTERRUPT

strlen()
oracle

Van Bulck et al. “A Tale of Two Worlds: Assessing the Vulnerability of Enclave Shielding Runtimes”, CCS 2019.
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SGX-Step: Breaking AES-NI with the strlen() null byte oracle

40



SGX-Step: Building a deterministic memcmp() password oracle

41



SGX-Step: Enabling a new line of high-precision enclave attacks

Temporal

resolution

APIC PTE Desc

Yr Attack IR
Q

IP
I

#PF
A/D

PPN
GDT

ID
T

Drv

’15 Ctrl channel ∼ Page # #  # # #  3

’16 AsyncShock ∼ Page # #  # # # # –
’17 CacheZoom 7 > 1  # # # # # # 3

’17 Hahnel et al. 7 0 - > 1  # # # # #  3

’17 BranchShadow 7 5 - 50  # # # # # # 7

’17 Stealthy PTE ∼ Page #  #  # #  3

’17 DarkROP ∼ Page # #  # # # # 3

’17 SGX-Step 3 0 - 1  #   # # # 3

’18 Off-limits 3 0 - 1  #  # #  # 3

’18 Single-trace RSA ∼ Page # #  # # # # 3

’18 Foreshadow 3 0 - 1  #  #  # # 3

’18 SgxPectre ∼ Page # #  # # # # 3

’18 CacheQuote 7 > 1  # # # # # # 3

’18 SGXlinger 7 > 1  # # # # # # 7

’18 Nemesis 3 1  #   # #  3

Temporal

resolution

APIC PTE Desc

Yr Attack IR
Q

IP
I

#PF
A/D

PPN
GDT

ID
T

Drv

’19 Spoiler 3 1  # #  # #  3

’19 ZombieLoad 3 0 - 1  #   # #  3

’19 Tale of 2 worlds 3 1  #   # #  3

’19 MicroScope ∼ 0 - Page # #  # # # # 7

’20 Bluethunder 3 1  # # # # #  3

’20 Big troubles ∼ Page # #  # # # # 3

’20 Viral primitive 3 1  #   # #  3

’20 CopyCat 3 1  #   # #  3

’20 LVI 3 1  #    #  3

’20 A to Z ∼ Page # #  # # # # 3

’20 Frontal 3 1  #   # #  3

’20 CrossTalk 3 1  #  # # #  3

’20 Online template ∼ Page # #  # # # # 3

’20 Déjà Vu NSS ∼ Page # #  # # # # 3

https://jovanbulck.github.io/files/phd-thesis.pdf 42

https://jovanbulck.github.io/files/phd-thesis.pdf


Nemesis: Extracting IRQ latency traces with SGX-Step

Enclave x-ray: IRQ latency leaks instruction-level µ-arch timing!

Instruction (interrupt number)

IR
Q

 l
a
te

n
c
y
 (

c
y
c
le

s
)

Van Bulck et al. “Nemesis: Studying Microarchitectural Timing Leaks in Rudimentary CPU Interrupt Logic”, CCS 2018.
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Nemesis microbenchmarks: Measuring x86 cache misses

Instruction timing leak: Reconstruct microarchitectural state

load cache hit

load cache miss

IRQ latency (cycles)

F
re

q
u

e
n

c
y
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Revisited: Intel’s note on side-channel attacks (2017)

“In general, these research papers do not demonstrate any-

thing new or unexpected about the Intel SGX architecture.

Preventing side channel attacks is a matter for the enclave

developer. Intel makes this clear in the security objectives for

Intel SGX.”

https://www.intel.com/content/www/us/en/developer/articles/technical/

intel-sgx-and-side-channels.html

45
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Attack idea 3: Transient execution



Outline: Privileged side-channel attacks
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Outline: Transient-execution attacks

Mem

OS kernel

 Enclave app

CPU

3

Metadata

Data
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Abusing out-of-order and speculative execution

 

time
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Abusing out-of-order and speculative execution

trigger instruction 

transient instructions 

fixup

time
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Abusing out-of-order and speculative execution

reconstruct

trigger instruction 

transient instructions 

fixup

time
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Transient-execution attacks: Welcome to the world of fun!
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The transient-execution zoo https://transient.fail

Transient cause

Spectre-type

Meltdown-type

Spectre-PHT

Spectre-BTB

Spectre-RSB

Spectre-STL

Meltdown-NM-REG

Meltdown-PF

Meltdown-BR

Meltdown-GP

Meltdown-MCA

Cross-address-space

Same-address-space

Cross-address-space

Same-address-space

Cross-address-space

Same-address-space

Meltdown-US

Meltdown-P

Meltdown-RW

Meltdown-PK-L1

Meltdown-SM-SB

Meltdown-MPX

Meltdown-BND

Meltdown-CPL-REG

Meltdown-NC-SB

Meltdown-AD

Meltdown-AVX-LP

PHT-CA-IP

PHT-CA-OP

PHT-SA-IP

PHT-SA-OP

BTB-CA-IP

BTB-CA-OP

BTB-SA-IP

BTB-SA-OP

RSB-CA-IP

RSB-CA-OP

RSB-SA-IP

RSB-SA-OP

Meltdown-US-L1

Meltdown-US-LFB

Meltdown-US-SB

Meltdown-P-L1

Meltdown-P-LFB

Meltdown-P-SB

Meltdown-P-LP

Meltdown-AD-LFB

Meltdown-AD-SB
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Spectre v1: Speculative buffer over-read

secretuser buffer

• Programmer intention: no out-of-bounds accesses

• Mistrain gadget to speculatively “ahead of time”

execute with idx ≥ LEN in the transient world

• Side channels may leave traces after roll-back!

• Insert explicit speculation barriers to tell the CPU

to halt the transient world...
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Spectre take-away

• CPU transiently executes wrong code paths

• Confused-deputy gadgets encode secrets via side channels





Meltdown: Transiently encoding unauthorized memory

Unauthorized access
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Meltdown: Transiently encoding unauthorized memory

Unauthorized access Transient out-of-order window Exception

(discard architectural state)
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Meltdown: Transiently encoding unauthorized memory

Unauthorized access Transient out-of-order window

oracle array

cache hit

Exception handler
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https://foreshadowattack.eu/

https://foreshadowattack.eu/


Rumors: Meltdown immunity for SGX enclaves?

“[enclaves] remain protected and completely secure”

— International Business Times, February 2018

“[enclave memory accesses] redirected to an abort page, which has no value”

— Anjuna Security, Inc., March 2018
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https://web.archive.org/web/20180617022540/https://www.ibtimes.co.uk/meltdown-melted-down-everything-except-one-thing-1663785
https://web.archive.org/web/20180720144203/https://www.anjuna.io/blog/2018/2/7/meltdown-spectre-sgx


Rumors: Meltdown immunity for SGX enclaves?

https://wired.com and https://arstechnica.com
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https://wired.com
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Building Foreshadow: Evade SGX abort page semantics

OS? SGX?

1 2

SGX checks prohibit unauthorized access
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Building Foreshadow: Evade SGX abort page semantics

SGX?OS?

. . . but attackers can unmap enclave pages!
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The microarchitecture behind Foreshadow

PT
walk?

L1D

vadrs

CPU micro-architecture

 

 
padrs

Tag? Pass to out-of-order

SGX?

Foreshadow-SGX: Bypass enclave isolation
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The microarchitecture behind Foreshadow

PT
walk?

L1D

vadrs

CPU micro-architecture

 

Tag? Pass to out-of-order

SGX?
EPT

walk?

host
padrs

guest
padrs

Foreshadow-NG: Bypass virtual machine isolation
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Foreshadow: Extracting the keys to the Intel SGX kingdom

App enclave

EGETKEY

EREPORT

Quoting
enclave

Genuine attestation flow

Intel == trusted 3th party (shared CPU master secret)
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Foreshadow: Extracting the keys to the Intel SGX kingdom

App enclave

Quoting
enclave

Bogus attestation flow

EGETKEY

Extract long-term platform attestation key → forge Intel signatures
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Mitigating Foreshadow: Flush CPU microarchitecture



Mitigating Foreshadow: Flush CPU microarchitecture



MDS variants: Flushing additional microarchitectural buffers
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https://lviattack.eu/

https://lviattack.eu/




Idea: Can we turn Foreshadow around?

Outside view

• Meltdown: out-of-reach

• Foreshadow: cache emptied

Intra-enclave view

• Access enclave + outside memory

→ Abuse in-enclave code gadgets!
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Reviving Foreshadow with Load Value Injection (LVI)

Faulting load &encl

Transient gadget

Attacker domain Enclave domain

Page table manipulation
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LVI: The basic idea
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LVI: The basic idea

Replay load
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www.freepik.com
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Mitigating LVI: Fencing vulnerable load instructions
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Mitigation idea: Fencing vulnerable load instructions
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Mitigation idea: Fencing vulnerable load instructions

lfence
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Mitigating LVI: Compiler and assembler support

-mlfence-after-load

-mlvi-hardening

-Qspectre-load
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Intel architectural enclaves: lfence counts libsgx qe.signed.so

23 fences

October 2019—“surgical precision”

:
49,315 fences

March 2020—“big hammer”
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Attack idea 4: CPU interfaces



https://www.youtube.com/watch?v=ySlENDKpLKk

https://www.youtube.com/watch?v=ySlENDKpLKk


https://www.notebookcheck.net/Intel-Extreme-Tuning-Utility-XTU-Undervolting-Guide.

272120.0.html

https://www.notebookcheck.net/Intel-Extreme-Tuning-Utility-XTU-Undervolting-Guide.272120.0.html
https://www.notebookcheck.net/Intel-Extreme-Tuning-Utility-XTU-Undervolting-Guide.272120.0.html


https://plundervolt.com/

https://plundervolt.com/


Intel Power Management
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Plundervolt: Will it fault?
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Plundervolt: Differential Fault Analysis of AES-NI in SGX
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Plundervolt: Beyond crypto—inducing memory-safety faults
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Plundervolt: Beyond crypto—inducing memory-safety faults
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Plundervolt: Software mitigations
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Plundervolt: Software mitigations
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https://zt-chen.github.io/voltpillager/

https://zt-chen.github.io/voltpillager/


VoltPillager: Physical SVID command injection
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Takeaways



Conclusions and takeaway

⇒ Trusted execution environments (Intel SGX) ≠ perfect(!)

⇒ Subtle side channels can go a long way. . .

⇒ Privileged adversary model = game changer

Thank you! Questions?
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