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Modern ISA Complexity: Hardware is the New Software!

Baumann, “Hardware is the New Software”, HotOS’17.



How to write “secure software” on 
modern processors?
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A Primer on Software Security

Secure program: Convert all input to expected output
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A Primer on Software Security: Memory Safety

Buffer overflow vulnerabilities: trigger unexpected behavior
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A Primer on Software Security: Memory Safety

Safe languages & formal verification: Preserve expected behavior
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A Primer on Software Security: Side-Channel Analysis

Side-channel attacks: Observe side-effects of the computation
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A Primer on Software Security: Side-Channel Analysis

Microarchitectural leaks: CPU timing variations may leak SW secrets(!)
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A Primer on Software Security: Constant-Time Programming

Constant-time code: Eliminate secret-dependent side-effects
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Road Map

→ →

System Model Timing Attacks Constant Time
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System Model: Shared Platform with Untrusted Code

• A shared platform executing code from different stakeholders

• Attacker can execute code on the same shared platform as the victim

→ e.g., JavaScript, cloud, app stores, etc.

• Attacker knows the implementation details of the platform and the victim code
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Summary: Architectural CPU Support for Software Security

● Different software protection domains: Processes, virtual machines, (enclaves)
● CPU builds “walls” for memory isolation between apps and privilege levels
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Summary: Architectural CPU Support for Software Security

● Different software protection domains: Processes, virtual machines, (enclaves)
● CPU builds “walls” for memory isolation between apps and privilege levels
● ↔ But architectural protection walls permeate microarchitectural side channels!
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Microarchitectural Timing Leaks in Practice
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Architecture versus Microarchitecture

• The Instruction Set Architecture (ISA) defines behavior of the machine code:
• Examples: x86, RISC-V, ARM, …
• The ISA defines:

• Architectural state: memory, registers, …

• Instruction semantics

• The microarchitecture is the way the ISA is implemented in a particular processor:
• Examples: single-cycle versus pipelined, in-order versus out-of-order, …
• This can introduce additional state and behavior:

• State: e.g., for performance improvements (caches, branch predictor state, various CPU buffers, …)

• Behavior: speculative execution, out-of-order execution, …
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From Architecture...
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From Architecture… to Microarchitecture
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Aside: Security across the System Stack

Memory safety attacks

Microarchitectural attacks
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Road Map

→ →

System Model Timing Attacks Constant Time
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Idea: Microarchitectural Contention

• Isolation mechanisms guarantee architectural isolation
• Microarchitectural attacks aim to break isolation by exploiting the fact that the 

microarchitecture shares resources across isolation domains

processor

Victim
Program

Attacker
Program

Shared microarchitectural resources:
caches, branch predictors, …
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Idea: Microarchitectural Contention

• Isolation mechanisms guarantee architectural isolation
• Microarchitectural attacks aim to break isolation by exploiting the fact that the 

microarchitecture shares resources across isolation domains
• E.g., memory of different stakeholders can compete for the same cache entry

Shared microarchitectural resources:
caches, branch predictors, …

Memory:

Cache:

Attacker Victim
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Example: CPU Cache Timing Side Channel
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Example: CPU Cache Timing Side Channel
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Example: CPU Cache Timing Side Channel
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Cache Timing Attacks in Practice: Flush+Reload
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Cache Timing Attacks in Practice: Flush+Reload
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Cache Timing Attacks in Practice: Flush+Reload
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Cache Timing Attacks in Practice: Flush+Reload
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Demo: Spying on Keystrokes with Flush+Reload

https://github.com/isec-tugraz/cache_template_attacks

https://github.com/isec-tugraz/cache_template_attacks
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Prime+Probe: Generalized Cache Timing Attacks
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Prime+Probe: Generalized Cache Timing Attacks
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Prime+Probe: Generalized Cache Timing Attacks
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Prime+Probe: Generalized Cache Timing Attacks
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Prime+Probe: Generalized Cache Timing Attacks
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Prime+Probe: Generalized Cache Timing Attacks



  

Challenge #1: Deterministic Spatial 
Resolution?
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Background: The Physical Address Space
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Background: The Virtual Memory Abstraction

Costan et al. “Intel SGX explained”, IACR 2016.
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Background: The Virtual Memory Abstraction

Costan et al. “Intel SGX explained”, IACR 2016.
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Confidential Computing: Reducing Attack Surface

Trusted execution: Hardware-level isolation and attestation
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The Rise of Trusted Execution Environments (TEEs)
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Idea: Page Faults as a Side Channel

Xu et al. “Controlled-Channel Attacks: Deterministic Side Channels for Untrusted Operating Systems”, IEEE S&P 2015.
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Idea: Page Faults as a Side Channel

Xu et al. “Controlled-Channel Attacks: Deterministic Side Channels for Untrusted Operating Systems”, IEEE S&P 2015.
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Intel SGX: Page Faults as a Side Channel
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Spatial Resolution: Page-Granular Memory Access Traces

Detailed trace of (coarse-grained) code and data accesses over time...

Vanoverloop et. al “TLBlur: Compiler-Assisted Automated Hardening against Controlled Channels on Off-the-Shelf Intel SGX Platforms”, USENIX’25.
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Spatial Resolution: Page-Granular Memory Access Traces

Vanoverloop et. al “TLBlur: Compiler-Assisted Automated Hardening against Controlled Channels on Off-the-Shelf Intel SGX Platforms”, USENIX’25.



53

 Spatial Resolution: Page-Granular Memory Access Traces
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Attacking Libgcrypt EdDSA (Simplified)
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Attacking Libgcrypt EdDSA (Simplified)
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Attacking Libgcrypt EdDSA (Simplified)
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Attacking Libgcrypt EdDSA (Simplified)
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Attacking Libgcrypt EdDSA (Simplified)
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Side-Channel Analysis: From Metadata Patterns to Secrets



  

Challenge #2: Limited Temporal 
Resolution?
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Challenge: Side-Channel Sampling Rate
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SGX-Step: Executing Enclaves one Instruction at a Time
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SGX-Step: Executing Enclaves one Instruction at a Time
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SGX-Step Demo: Single-Stepping Password Comparison
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SGX-Step: A Versatile Open-Source Attack Framework
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Road Map

→ →

System Model Timing Attacks Constant Time
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Vulnerable Patterns: Secret-Dependent Code/Data Accesses

Leak only metadata
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Software Mitigation: “Constant-Time” Programming
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• “Constant-time” leakage model: Programmer makes sure that:
– Control flow of the program does not depend on secrets

– Memory addresses that are accessed do not depend on secrets

• State-of-the-art crypto libraries are (manually) implemented to be 
secure under this model [1,2]

• (But such programs still leak secrets on speculative processors)

Software Mitigation: “Constant-Time” Programming

(1)  Almeida et al., Verifying Constant-Time Implementations, USENIX Security 2016.

(2)  Jancar et al., “They’re not that hard to mitigate”: What Cryptographic Library Developers Think About Timing Attacks, S&P 2022.
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Example: Constant-Time Mitigations in OpenSSL



71
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Conclusions and Take-Away

Microarchitectural attacks break architectural isolation “walls”

→ Need for constant-time software mitigations (crypto)

Scientific understanding driven by attacker-defender race
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