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A very specific type of security. ..



Microarchitectural side-channel attacks 101
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Microarchitectural side-channel attacks 101
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Microarchitectural side-channel attacks 101
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BUT EVERYTHING,CHANGED..

..\WHEN THE FIRE NATION
ATTACKED




2018: The discovery of transient-execution attacks (Spectre)
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2018: The discovery of transient-execution attacks (Spectre)
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2018-2019: Leaking microarchitectural data buffers (Meltdown & friends)

s = *sgecret;
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2018-2019: Leaking microarchitectural data buffers (Meltdown & friends)
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2018-2019: Leaking microarchitectural data buffers (Meltdown & friends)
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The last square...
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Load Value Injection (LVI): The basic idea
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Vulnerable platforms: Intel
Software Guard Extensions (SGX)
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Mitigating LVI: Fencing vulnerable load instructions




Mitigating LVI: Fencing vulnerable load instructions

LFENCE—Load Fence
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Mitigating LVI: Compiler and assembler support

-mlfence-after-load

-mlvi-hardening
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GNU Assembler Adds New Options For Mitigating Load
Value Injection Attack
Written by Michael Larabel in GNU on 11 March 2020 at 02:55 PM EDT. 14 Comments

LLVM Lands Performance-Hitting Mitigation For Intel LVI
Vulnerability

Written by Michael Larabel in Software on 3 April 2020. Page 1 of 3. 20 Comments

More Spectre Mitigations in MSVC

March 13th, 2020



Intel architectural enclaves: 1fence counts libsgx_ge.signed.so

23 fences

October 2019— “surgical precision”



Intel architectural enclaves: 1fence counts libsgx_ge.signed.so
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Independent performance evaluations https://www.phoronix.com
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Wrap-up https://lviattack.eu
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