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Trust?
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Confidential Computing: Reducing Attack Surface

Traditional layered designs: Large trusted computing base
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Confidential Computing: Reducing Attack Surface

Trusted execution: Hardware-level isolation and attestation
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The Rise of Trusted Execution Environments (TEEs)
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“Confidential Computing Today, Just Computing Tomorrow” *

* Mark Russinovich, CTO Microsoft Azure

Internet of Things

Cloud 
computing
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TEE Attack Research Leads the Way . . .
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TEE Attack Research Leads the Way . . .
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Motivation: Why Research TEE/SGX Security?

https://www.intc.com/news-events/press-releases/detail/1423/intel-xeon-scalable-platform-built-for-most-sensitive
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Idea: Page Faults as a Side Channel

Xu et al. “Controlled-Channel Attacks: Deterministic Side Channels for Untrusted Operating Systems”, IEEE S&P 2015.
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Idea: Page Faults as a Side Channel
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Intel SGX: Page Faults as a Side Channel
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Spatial Resolution: Page-Granular Memory Access Traces

Detailed trace of (coarse-grained) code and data accesses over time...

Xu et al. “Controlled-Channel Attacks: Deterministic Side Channels for Untrusted Operating Systems”, IEEE S&P 2015.
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Spatial Resolution: Page-Granular Memory Access Traces

Xu et al. “Controlled-Channel Attacks: Deterministic Side Channels for Untrusted Operating Systems”, IEEE S&P 2015.
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Temporal Resolution Limitations for the Page-Fault Oracle
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Temporal Resolution Limitations for the Page-Fault Oracle
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Building the Side-Channel Oracle with Execution Timing?
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Challenge: Side-Channel Sampling Rate
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SGX-Step: Executing Enclaves one Instruction at a Time
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SGX-Step: Executing Enclaves one Instruction at a Time

Van Bulck et al., “SGX-Step: A Practical Attack Framework for Precise Enclave Execution Control”, SysTEX 2017.
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SGX-Step: Executing Enclaves one Instruction at a Time
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SGX-Step Demo: Single-Stepping Password Comparison
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SGX-Step: Enabling a New Line of High-Resolution Attacks
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SGX-Step: A Versatile Open-Source Attack Framework
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Single-Stepping Beyond Intel SGX

Based on slide from Luka Wilke.

[CCS’24]

TDXploit
[USENIX’25]

SEV-Step
[CHES’23]

SGX-Step
[SysTEX’17]

TDX-Step
[Intel/Google’24]
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Root-causing SGX-Step: Aiming the timer interrupt

Constable et al. “AEX-Notify: Thwarting Precise Single-Stepping Attacks through Interrupt Awareness for Intel SGX Enclaves”, USENIX Security 2023.

https://vanbulck.net/files/usenix23-aexnotify.pdf
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AEX-Notify: Hardware-Software Co-Design Solution
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There’s a Catch...

Constable et al. “AEX-Notify: Thwarting Precise Single-Stepping Attacks through Interrupt Awareness for Intel SGX Enclaves”, USENIX Security 2023.

https://vanbulck.net/files/usenix23-aexnotify.pdf
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Why Mitigating Single-Stepping is Not Enough
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Libjpeg: AEX-Notify’s Temporal Reduction in Practice
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Libjpeg: AEX-Notify’s Temporal Reduction in Practice
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Libjpeg: AEX-Notify’s Temporal Reduction in Practice
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Idea: TLB as a “Filter” to Hide Page Accesses
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TLBlur: Self-Monitoring and Restoring Enclave Page Accesses

Vanoverloop et. al “TLBlur: Compiler-Assisted Automated Hardening against Controlled Channels on Off-the-Shelf Intel SGX Platforms”, USENIX’25.



41

Instrumentation to Self-Monitor Page Accesses at Runtime

Vanoverloop et. al “TLBlur: Compiler-Assisted Automated Hardening against Controlled Channels on Off-the-Shelf Intel SGX Platforms”, USENIX’25.
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Leakage Reduction in Practice: Libjpeg Single-Stepping
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Leakage Reduction in Practice: Libjpeg Page Faults
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Leakage Reduction in Practice: Libjpeg TLBlur (N=10)
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Leakage Reduction in Practice: Libjpeg TLBlur (N=20)
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Leakage Reduction in Practice: Libjpeg TLBlur (N=30)
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TLBlur: Compiler-Assisted Leakage Reduction in Practice

Automated “blurring” of page-access traces in space and time

Vanoverloop et. al “TLBlur: Compiler-Assisted Automated Hardening against Controlled Channels on Off-the-Shelf Intel SGX Platforms”, USENIX’25.
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Confidential-Computing: Off-Chip Attacks?
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Background: TEE Trust in DRAM

• Originally: Strong cryptographic protection
o Limitations: Overhead, small size, ...

• Scalable solutions move away from strong cryptographic 
guarantees
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Idea: Memory Aliasing Attacks
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DDR3: The “Paperclip” Attack...

DDR3 
<> 
DDR4...
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Background: Memory Initialization

• BIOS programs memory controller based on DIMM configuration

• Incorrect configuration leads to inconsistent memory view
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SPD-Based Memory Address Aliasing

Row Bank Column

32 17 16 13 12 3

33 32 17 16 13 12 332 17 16 13 12 3

0 Row Bank Column

Row Bank Column

33 17 16 13 12 3

17 bits

16 bits

DIMM

CPU
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SPD-Based Memory Address Aliasing



56

• Attestation
oSP takes measurement of launched VM
oEncrypted under SP key
oNo freshness, can replay launch digest

Breaking AMD SEV-SNP
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Conclusions and Take-Away

Thank you!

New era of confidential computing for the cloud and IoT

… but current architectures are not perfect!

Scientific understanding driven by attacker-defender race
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