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Confidential Computing: Reducing Attack Surface
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@ Traditional layered designs: Large trusted computing base



Confidential Computing: Reducing Attack Surface

Enclave app

w Trusted execution: Hardware-level isolation and attestation



The Rise of Trusted Execution Environments (TEEs)

e 2004: ARM TrustZone

G rm e 2015: Intel Software Guard Extensions (SGX)
. e 2016: AMD Secure Encrypted Virtualization (SEV)
intel e 2018: IBM Protected Execution Facility (PEF)
e 2020: AMD SEV with Secure Nested Paging (SEV-SNP)
AMDA e 2022: Intel Trust Domain Extensions (TDX)

e 2023: ARM Confidential Compute Architecture (CCA)
T= e 2024: NVIDIA Confidential Computing

’Q\ TEEs are here to stay. ..




“Confidential Computing Today, Just Computing Tomorrow” *
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* Mark Russinovich, CTO Microsoft Azure 6



TEE Attack Research Leads the Way . ..




TEE Attack Research Leads the Way . ..
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& e Privileged TEE attacker models sets the bar!
W e |dealized execution environment for attack research
1 ¢ Generalizations: e.g., Foreshadow-NG, branch

prediction, address translation, etc.
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Motivation: Why Research TEE/SGX Security?

Intel Overview  AboutiIntel News & Events Financial Info  Stock Info  Filings & Reports  Board & Governance  ESG

Overview Press Releases IR Calendar Annual Stockholders’ Meeting Investor Meeting Email Alerts Presentations

Data Protection across the Compute Stack

Technologies such as disk- and network-traffic encryption protect data in storage and during
transmission, but data can be vulnerable to interception and tampering while in use in
memory. “Confidential computing” is a rapidly emerging usage category that protects data
while it is in use in a Trusted Execution Environment (TEE). Intel SGX is the most researched,
updated and battle-tested TEE for data center confidential computing, with the smallest attack
surface within the system. It enables application isolation in private memory regions, called

enclaves, to help protect up to 1 terabyte of code and data while in use.

https://www.intc.com/news-events/press-releases/detail/1423/intel-xeon-scalable-platform-built-for-most-sensitive



Idea: Page Faults as a Side Channel

logical address —>[ paglng unit ]—»[ SGX checks ]—»physical address

U

[ SGX machinery protects against direct address remapping attacks ]

D Xu et al. “Controlled-Channel Attacks: Deterministic Side Channels for Untrusted Operating Systems”, IEEE S&P 2015. 10



Idea: Page Faults as a Side Channel

logical address

paging unit ]—»[ SGX checks ]—»physical address

U

[ ... but untrusted address translation may fault(!) ]

. page fault (#PF)
L

.0

\

D Xu et al. “Controlled-Channel Attacks: Deterministic Side Channels for Untrusted Operating Systems”, IEEE S&P 2015. 11



Intel SGX: Page Faults as a Side Channel

age fault sequence
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O Xu et al.: “Controlled-channel attacks: Deterministic side channels for untrusted operating systems”, Oakland 2015.

[ = Page fault traces leak private control data/flow ]
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Spatial Resolution: Page-Granular Memory Access Traces

\
3@ Detailed trace of (coarse-grained) code and data accesses over time...

-

D Xu et al. “Controlled-Channel Attacks: Deterministic Side Channels for Untrusted Operating Systems”, IEEE S&P 2015. 13



Spatial Resolution: Page-Granular Memory Access Traces
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D Xu et al. “Controlled-Channel Attacks: Deterministic Side Channels for Untrusted Operating Systems”, IEEE S&P 2015. 14



intel
Protection from Side-Channel Attacks

Intel® SGX does not provide explicit protection from side-channel attacks. It is the enclave developer's
responsibility to address side-channel attack concerns.

In general, enclave operations that require an OCall, such as thread synchronization, I/O, etc., are exposed to the
untrusted domain. If using an OCall would allow an attacker to gain insight into enclave secrets, then there would
be a security concern. This scenario would be classified as a side-channel attack, and it would be up to the ISV
to design the enclave in a way that prevents the leaking of side-channel information.

An attacker with access to the platform can see what pages are being executed or accessed. This side-channel
vulnerability can be mitigated by aligning specific code and data blocks to exist entirely within a single page.

More important, the application enclave should use an appropriate crypto implementation that is side channel
attack resistant inside the enclave if side-channel attacks are a concern.



Temporal Resolution Limitations for the Page-Fault Oracle

1 size_t strlen (char xstr) 1 mov  %rdi ,%rax

2 { 2 1: cmpb $0x0,(%rax)
3 char =xs 3 je 2F

4 4 inc  %rax

5 for (s = str; *s; ++s); 5 jmp 1b

6 return (s — str); 6 2: sub %rdi ,%rax

7 } 7 retq

= tight loop: 4 instructions, single memory operand, single code + data page

Counting strlen loop iterations?

\
:\@ Note: Page-fault attacks cannot make progress for 1 code + data page

16



Temporal Resolution Limitations for the Page-Fault Oracle

text
.func strlen
strlen:
for (s=str; *s; s++);

Page Table

.data
secret:
-byte Oxaa, 0x00

Counting strlen loop iterations?

\
:‘@ Progress requires both pages present (non-faulting) < page fault oracle

17



Building the Side-Channel Oracle with Execution Timing?

[ :: ) Too noisy: modern x86 processors are lightning fast. . .
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Challenge: Side-Channel Sampling Rate

Slow Medium Fast
shutter speed shutter speed shutter speed

CC-BY-SA Nevit Dilmen



SGX-Step: Executing Enclaves one Instruction at a Time

a,
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}

Q

INTERRUPT
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SGX-Step: Executing Enclaves one Instruction at a Time

ACSAC 2023

Cybersecurity Artifacts
Impact Award
- /

SGX-Step

() https://github.com/jovanbulck/sgx-step

< Watch 22 7 Star 245 % Fork 52

[ Van Bulck et al., “SGX-Step: A Practical Attack Framework for Precise Enclave Execution Control”, SysTEX 2017. 21



SGX-Step: Executing Enclaves one Instruction at a Time

Br®
(‘Q’) Interrupt handler

/ Enclave \ IRQ

>/ libsgxstep A

if secret do
—_—— instl —

a
N 4
else w N A Y

inst2 .

endif ERESUME J :
\\ """"" user space
"""""""""""""""""""""""""""""""" 0S kernel

_ 2
$\ [/dev/sgx—step]

22



SGX-Step Demo: Single-Stepping Password Comparison

jo@breuer:~/sgx-step-demo$ sudo ./app |}

23



SGX-Step: Enabling a New Line of High-Resolution Attacks

Yr Venue Paper Step Use Case Drv Yr Venue Paper Step Use Case Drv
'15 S&P Ctrl channel Page Probe (page fault) v i3 '20 CHES AtoZ Page Probe (page fault) v
'16  ESORICS AsyncShock Page Exploit (mem safety) — 2 200 EES Déja Vu NSS Page Probe (page fault) v o
17 CHES CacheZoom X >1 Probe (L1 cache) v Al "0 MICRO PTHammer = Probe (page walk V.
'17 ATC Hahneletal. ~ X0->1  Probe (L1 cache) v 21 USENIX Frontal /1 Probe EIRQ 1atenc)y) v -
'17 USENIX  BranchShadow X5 - 50 Probe (BPU) x4 21 S&P CrossTalk v1 Probe (transient exec) « -
'17 USENIX  Stealthy PTE Page Probe (page table) o "1 CHES Online template v 1 Probe (IRQ count) . o
1; :Sl;l'l\lljl))(( SDE;(ZOP Opagf E‘P'fo'.t (n’;{em safety) v 'i; '21 NDSS SpeechMiner - Framework v o
ys -Step 0= ramewor v ' B
'18 ESSoS Off-limits v0-1 Probe (segmentation) v -# ;i f)f&I\iVA i::}ypus : ? ! ﬁ:iiz Ezzlt:f)E) j z
18 AsiaCCS Single-trace RSA Page Probe (page fault) v o 1 CCS S br 1 Exploit (mem safety) v S
'18 USENIX  Foreshadow v0-1 Probe (transient exec) v -* 21 CCS BilzLookup S Probe (L3 cache) o
-8 EureStl SexPecire Gage  Exploit (transient) ‘2 22 USENIX Rapid prototyping v 1 Framework s *
18 CHES Cachv:eQuote &>l Probe (L1 cache) oy '22 CT-RSA Kalyna expansion v 1 Probe (L3 cache) v -
'18 ICCD SGXlinger X >1 Probe (IRQ latency) X &8 .
. . 22 SEED Enclyzer - Framework v o
18 CCS Nemesis vl Probe (IRQ latency) v - 129 NordS Self. o P Def: detact s
'19 USENIX Spoiler 21 Probe (IRQ latency) v - , ordsec  Seli=monitonng sge  Defense (detect) .
19 CCS b e 0o Probe (transient exec) « -2 ,22 AutoSec Robotic vehicles v~ 1->1 Exploit (tlmestan’.lp) v -
19 CES Fallout - Probe (transient exec) v - ,22 ACSAC  MolLE V1 Defense (randor.mze) v
S9N EES Tale of 2 worlds v 1 Exploit (mem safety) v -+ 2 USFNIX AEP!C ) /1 #rove (1/0 device) i
19 ISCA MicroScope 0~Fage Framework x D 22 arXiv Confidential code v 1 Probe (IRQ latency) v -
20 CHES Bt 7z} Probe (BPU) S '23 ComSec FaultMorse Page Probe (page fault) v
'20 USENIX Big troubles ~ Page Probe (page fault) v o 23 CHES HQC timing v1 Probe (L3 cache) v
'20 S&P Plundervolt = Exploit (undervolt) v - 23 ISCA Belong to us /1 Probe (BPU) .
'20 CHES Viral primitive vl Probe (IRQ count) v '23 USENIX BunnyHop v1 Probe (BPU) v -
'20 USENIX CopyCat o Probe (IRQ count) v '23 USENIX DownFall v 0-1 Probe (transient exec) v -
20 S&P LVI 7o Exploit (transient) v '23 USENIX AEX-Notify v 1 Defense (prefetch) v &

24




SGX-Step: A Versatile Open-Source Attack Framework

-
void inc_secret( void )
{
if (secret) Stack §
=

* s e 1
a+=1 c=0 ~—+ {Coder, 7

else — Code Py

* += 1; Interrupt latency este

\7 Stack §
\ c=1 I Code P,
3 PTE a 3 —— Code Py
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....................................... q— aeD | 1 1 1 1 1
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Single-Stepping Beyond Intel SGX

TDX-Step

[Intel/Google’24]

SGX-Step

[SysTEX'17]

Based on slide from Luka Wilke. 26



Root-causing SGX-Step: Aiming the timer interrupt

APIC timer ones hot TSC distribution

1600 ] oneshot (p=18956, 0=72, M=10968)
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D Constable et al. “AEX-Notify: Thwarting Precise Single-Stepping Attacks through Interrupt Awareness for Intel SGX Enclaves”, USENIX Security 2023. 27



https://vanbulck.net/files/usenix23-aexnotify.pdf

Root-causing SGX-Step: Microcode assists to the rescue!

\g

S =7
Uss:’sted PT walk
o Yoo
] ™ |

1. Clear PTE A-bit 2. TLB flush

PTE A-bit Mean (cycles) Stddev (cycles)
A=1 27 30
A=0 666 55

page walk (SRIP) ‘ exec

—y
.

[Arm timerl ERESUME NOP,

4] ®-

D Constable et al. “AEX-Notify: Thwarting Precise Single-Stepping Attacks through Interrupt Awareness for Intel SGX Enclaves”, USENIX Security 2023.
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Root-causing SGX-Step: Microcode assists to the rescue!

Y d % iD=’

1. Clear PTE A-bit 2. TLB flush 3. Assisted PT walk

v‘v 4. Filt tep (PTE A-bit)
- - - . Filter zero-step -bi
P o= a3z O

[Arm timerl ERESUME NOP,

4

!l &

D Constable et al. “AEX-Notify: Thwarting Precise Single-Stepping Attacks through Interrupt Awareness for Intel SGX Enclaves”, USENIX Security 2023.



https://vanbulck.net/files/usenix23-aexnotify.pdf

AEX-Notify: Hardware-Software Co-Design Solution

| ERESUME |
T endave ) AEX-Notify ’ \&_ -

behavior AEX Handler Enclave App
Interruptor 1. Call a C3 byte .pagel: - |
Enclave App B Exception on .pagel N
2. Load all cache NOP,
Atteicker lines in .pagel
EDECCSSA C O\ \3.JMP [&NOP,] | RET #(C3 byte) |
} AEX Handler ERESUM;_E page walk (.pagel) | | exec |
. ERESUME I AEX Handler } 5

tegend: | xtension

D Constable et al. “AEX-Notify: Thwarting Precise Single-Stepping Attacks through Interrupt Awareness for Intel SGX Enclaves”, USENIX Security 2023.
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AEX-Notify: Hardware-Software Co-Design Solution

We implemented a fast, constant-time decoder (CTD) \f [ ERESUMEJ e N\,

h 4
AEX Handler Enclave App

1. Decode the .pagel:

o saved [RIP] .

f 2. Read and write INC [RAX] |
61.2% TL1%G -C-ove.re.dw:“o-CTD baCk to [RAX] “es
3 )| _RET #(C3byte)

Intel SGX SDK (18) Gramine ( Occlum (35) Total (106)

CTD Instruction Coverage for popular SGX runtimes S

100.0% 98.6% 97.5% 98.1% 98.0% < Total Coverage

SGX Runtime (# of binaries analyzed) . ———\

page walk ([RAX]) \ page walk (.pagel) ‘ exec
s, . F 3
ERESUME I AEX Handler J =

D Constable et al. “AEX-Notify: Thwarting Precise Single-Stepping Attacks through Interrupt Awareness for Intel SGX Enclaves”, USENIX Security 2023.
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ASYNCHRONOUS ENCLAVE EXIT NOTIFY AND THE EDECCSSA USER LEAF FUNCTION In te I

CHAPTER 8
ASYNCHRONOUS ENCLAVE EXIT NOTIFY AND THE EDECCSSA USER

LEAF FUNCTION

8.1 INTRODUCTION

Asynchronous Enclave Exit Notify (AEX-Notify) is an extension to Intel® SGX that allows Intel SGX enclaves to be
l’lOtIfled after an asynchronous enclave exnt (AEX) has occurred EDECCSSA is a new Intel SGX user leaf functlon

TS ' stk ’ v 2 R *h

n Section 8.3 'Q\ SGX-Step led to new x86 processor instructions!

- — shipped in millions of devices = 4th Gen Xeon CPU




phoronix -0 2l (& 6P
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Code 1 Vv in  intel/linux-sgx X = Filter | |*s»

v ontel sdk/trts/linux/trts_mitigation.S

Intel AEX Notify Support Prepped For Linux To Help

Enhance SGX Enclave Security 48 * pescription:
: ) 49 » The file provides mitigations for SGX-Step
Written by Michael Larabel in Intel on 6 November 2022 at 06:01 AM EST. 5 Comments 0 ' g
Future Intel CPUs and some existing processors via a microcode update will 71 * Function:
support a new feature called the Asynchronous EXit (AEX) notification constant_time_apply_sgxstep_mitigation_and_continue_execution
mechanism to help with Software Guard Extensions (SGX) enclave security. 72 . Mitigate SGX-Step and return to the point at which the
Patches for the Linux kernel are pending for implementing this Intel AEX most recent
Notify support with capable processors. 73 : interrupt/exception occurred.

Intel's Asynchronous EXit (AEX) notification mechanism lets SGX enclaves run a handler
after an AEX event. Those handlers can be used for things like mitigating SGX-Step as an
attack framework for precise enclave execution control.

S

ﬂ SGX-Step led to changes in

= major OSs and enclave SDKs

SGX-Step



There’s a Catch...

Finally note that our proposed mitigation does not pro-
tect against interrupting enclaves and observing application
code and data page accesses at a coarse-grained 4 KiB spa-
tial resolution. In contrast to the fine-grained, instruction-
granular interrupt-driven attacks we consider in this work,
such controlled-channel attacks have received ample atten-
tion [18,47,56,59] from the research community.

D Constable et al. “AEX-Notify: Thwarting Precise Single-Stepping Attacks through Interrupt Awareness for Intel SGX Enclaves”, USENIX Security 2023. 34


https://vanbulck.net/files/usenix23-aexnotify.pdf

Why Mitigating Single-Stepping is Not Enough

susenix

THE ADVANCED
COMPUTING SYSTEMS
ASSOCIATION

, .__efi-}: e Siass
Original (left), Xu et al. (middle), our attack with AEX-No
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Libjpeg: AEX-Notify’s Temporal Reduction in Practice
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Libjpeg: AEX-Notify’s Temporal Reduction in Practice

9354 X
M
9350+ &
5207 {—{{-------———-—
e 3 .-"".Iqi; . yu_?i{; d‘&'k L_.I‘{\:-W,‘.w1 ._ |
- .f",_ 5.
m
QL
I
51771
5165
Reduced temporal resolution!
QL
©
o
Q
5145 L - | | | | |
0.0 0.2 0.4 0.6 0.8 1.0 1.2 1.4
Observations leb
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Libjpeg: AEX-Notify’s Temporal Reduction in Practice
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Idea: TLB as a “Filter” to Hide Page Accesses

Application TLB hit Page tabl
age table

39



TLBlur: Self-Monitoring and Restoring Enclave Page Accesses

Prefetcher

@ [ Page Access Map (PAM) ) |
@ n . _ AEX Handler Enclave

N\

Untrusted OS

S

‘e, Hardware TLB -

a ZE: 00000 Hardware

D Vanoverloop et. al “TLBIur: Compiler-Assisted Automated Hardening against Controlled Channels on Off-the-Shelf Intel SGX Platforms”, USENIX'25. 40



Instrumentation to Self-Monitor Page Accesses at Runtime

(" ke (add LA, X k o (add rax, rdi
INLINE update(rax)| m:‘i} INLINE update(rax)
mov rdi, [rax] — mov rdi, [rax]

void foo(int 1) { INLINE update(rbx) | — f;jw INLINE update(rbx)
int x = al[i]; call *rbx =~ call *rbx
int v = (*b) (X); (l:mp 0, rax ~ cmp 0, rax
if (v) { jne 1f C2 }— CALL update(1f)
c[i] = 0; fm jne 1f ‘
) \C3 | CALL update(rip+8)
N
} add rcx, rdi A~ add rcx, rdi
INLINE update(rcx) _i;if I INLINE update(rcx)
moywy [tex]; O maoy [rexl: O
g J L y, \L: J€

D Vanoverloop et. al “TLBIur: Compiler-Assisted Automated Hardening against Controlled Channels on Off-the-Shelf Intel SGX Platforms”, USENIX'25. 41



Leakage Reduction in Practice: Libjpeg Single-Stepping
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Leakage Reduction in Practice: Libjpeg Page Faults

Stack

9354

9350+
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Leakage Reduction in Practice: Libjpeg TLBlur (N=10)
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Leakage Reduction in Practice: Libjpeg TLBlur (N=20)
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Leakage Reduction in Practice: Libjpeg TLBlur (N=30)
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TLBlur: Compiler-Assisted Leakage Reduction in Practice

f usenix g?
’ COMPUTING SVSTENS \\0

ASSOCIATION

O\ .::_-(((.
- @ Automated “blurring” of page-access traces in space and time -’:‘;\

D Vanoverloop et. al “TLBlur: Compiler-Assisted Automated Hardening against Controlled Channels on Off-the-Shelf Intel SGX Platforms”, USENIX'25. 47



Confidential-Computing: Off-Chip Attacks?

Enclave app

OS kernel

e

48



kernel.org

32.6. Encryption engines

In order to conceal the enclave data while it is out of the CPU package, the memory controller
has an encryption engine to transparently encrypt and decrypt enclave memory.

In CPUs prior to Ice Lake, the Memory Encryption Engine (MEE) is used to encrypt pages leaving
the CPU caches. MEE uses a n-ary Merkle tree with root in SRAM to maintain integrity of the en-
crypted data. This provides integrity and anti-replay protection but does not scale to large mem-
ory sizes because the time required to update the Merkle tree grows logarithmically in relation to
the memory size.

from Icelake use Total Memory Encryption (TME) in the place of MEE. TME-based

SGX mplementauons do not have an integrity Merkle tree, which means integrity and replay-
sipeslieeieic s laimniinesti=sl B, it includes additional changes to prevent cipher text from being re-
turned and SW memory aliases from being created.

DMA to enclave memory is blocked by range registers on both MEE and TME systems (SDM sec-
tion 41.10).



Background: TEE Trust in DRAM

* Originally: Strong cryptographic protection
O Limitations: Overhead, small size, ...
* Scalable solutions move away from strong cryptographic

guarantees
Guarantees

TEE Encryption Confidentiality = Integrity Freshness
Classic Intel SGX AES-CTR v

Scalable Intel SGX AES-XTS v X X
Intel TDX AES-XTS v X X
AMD SEV-SNP AES-XEX v X X
Arm CCA AES-XEX/QARMA v X X

50



Idea: Memory Aliasing Attacks

: Physical DRAM |
- Address Space Address Space

N
i DIMM
N N - B P N S R S 6 T
AN N
’ N . DRAM
A :
& o Address Space
o,
w
:\\ :
-
A
= \f\\
- G i
-~ IRE
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The “Paperclip” Attack

DDR3

™
(a'd
Q
Qo

<>

DDRA4...
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Background: Memory Initialization

* BIOS programs memory controller based on DIMM configuration
* Incorrect configuration leads to inconsistent memory view

DIMM £

SPD

SidebandBus

SMBus e g
| @ Read SPD

E (2) Configure memory controller

16GB 18 Pu-mu-nm-n

T %
oTse-Te B3 IC :
ek E Cnc E ;

ASSY IN TAIWAN (i) Warranty Void If Remi

T e e e e o0 | | ;"-
SRRRRRRARRARARARAARARRARRRARRARARRRRRRAARARRARRARARAARRARARRARARAARAARDARA

1 P |

JannnantanaRnnRaaRERaatNad

[100nnnnanaRaRDRNRRRARARRRRARRRRARAAID ®
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SPD-Based Memory Address Aliasing

16 bits ‘

DIMM 0 Row Bank Column
17 bits R

CPU Row Bank Column

33 32 17 16 13 12 3

54



SPD-Based Memory Address Aliasing

Physical DRAM 1 DRAM
Address Space Address Space 3" Address Space

. . _ * BIOS configures memory controller
» + Malicious SPD contents introduces aliases

55



Breaking AMD SEV-SNP

VM
: VM
» Attestation
o SP takes measurement of launched VM .
mage B
o Encrypted under SP key
o No freshness, can replay launch digest
Guest
Context SP
Hash(A)

56



Conclusions and Take-Away

New era of confidential computing for the cloud and loT

... but current architectures are not perfect!

C%) Scientific understanding driven by attacker-defender race

[ Im Thank you! ]

57
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