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How to besiege a TEE fortress? Wash your hands before entering the enclave!
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‘};_ , Key insight: Sanitization responsibilities split across ABI and
Wi 4 ‘/ SN A /B API tiers: machine state vs. higher-level programming language.
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x87 floating point unit control word Is your enclave runtime vulnerable?
(cf. SSE mxcsr, RISC-V fecsr, ARM fpcsr)

FPU Rounding arccos(-1) = 2.1 x 3.4 =7.14

To nearest 3.1415926535897932385128089 7.1399998664855957031250000
Downward 3.1415926535897932382959685 7.1399998664855957031250000
151413121110 9 8 76 5 4 3 2 1 O Upward 3.1415926535897932385128089 7.1400003433227539062500000
exception To zero 3.1415926535897932382959685 7.1399998664855957031250000

masks To nearest 3.1415926535897932385128089 7.1399999999999996802557689
Downward 3.1415926535897932382959685 7.1399999999999996802557689

. (J L) . Upward  3.1415926535897932385128089 7.1400000000000005684341886
Rounding Control Precision Control To zero  3.1415926535897932382959685 7.1399999999999996802557639

00b = To nearest 00b = Single prec (24 bits) To nearest 3.1415926535897932385128089 7.1400000000000001156713613
01b = Down O1b = Reserved Downward 3.1415926535897932382959685 7.1400000000000001152376805
10b = Up 10b = Double prec (53 bits) Upward  3.1415926535897932385128089 7.1400000000000001156713613

. T 3.1415926535897932382959685 7.1400000000000001152376805
11b = Toward Zero 11b = Extended prec (64 bits) D
MMX Any -NaN -NaN
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System V ABI expected by compiler ECPRaS
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calls), while the status bits are caller-saved (not preserved). The x87 status word
), ( p ) Patch 1 xrstor Idmxesriew fxrstor — Idmeesriew xrstor xrstor —FF

The control bits of the MXCSR register are callee-saved (preserved across -
Exploit * ) ¢ O * O *
register 1s caller-saved, whereas the x87 control word 1s callee-saved. Patch 2 crstor <rstor

Case studies: What can go wrong? Reusable artifact on GitHub

¢ Blender (SPEC CPU 2017) ) nttps:/igithub.comffritzalder/faulty-point-unit
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. H . [LD] main.o -0 i
j \l/ MNIST faU|t InJeCtlon ° Cl Cl #19 —fF'IEmﬁ:n{—Jst:cE;mtectnr -fno-builtin -fno-jump-tables -fno-common -Wno-attributes -g -D G

? # Compiled in SIMULATION mode. You can compile either with SGX_MODE=HW or SGX MODE=SIM #

(m Summary

P\ push model

5 o ob SINGLE PRECISION
W ﬁ obs Rounding | arccos(-1) = pi

Duktape

) Javascript @ tablel-vulnerable Nearest: 3.14159265358079323851280896  7.13999986648559570312500000

Model provider Crip Down : 3.14159265358979323820596852  7.13999986648559570312500000
push input Engine @ tablei-patched Up: 3.14159265358979323851280896  7.14000034332275390625000000

To Zero: 3.14159265358979323820596852  7.13999986648559570312500000

- / | @ table2 i MMX attack: -nan  -nan
_
AiA / Enclave DOUBLE PRECISION

. @ table2-ce . . o
recelive | Rounding | arccos(-1} = pi

Customer prediction Poison FPU register @ table2-gotee Nearest:  3.14159265358079323851280896 7.13999999999999968025576891
Predietion oo commt (orodierod digie) Avernae orror commred 1o haseme Down : 3.14159265358079323829596852  7.13999999999999968025576891
Rounding mode Accuracy|0 1 2 3 4 5 6 7 8 0 (SSE, rounding to nearest) @ table2-rustedp Up: 3.14159265358979323851280896  7.14000000000000056843418861
To Zero:  3.14159265358079323820506852  7.13999909999999968025576891

MMX attack: -nan  -nan

Round to nearest 4% 012 14 2 10 32
%% 5 Rounding down 8% |0 0 100 0 0
7 2% Rounding up 4% |0 12 14 2 10 32

0 0.176046466527088413256407761764
0 0.167963971736379585886211884826 @ table3-vuinerable
0 0.176046434092910736302073360093
0 0.167963875521444400140680386357 @ table3-patched

11 0.000000000000000000554406357383
11 0.000000000000000330733402271493 o table4-vulnerable

EXTENDED PRECISION

Round to zero 8% 00 100 0 0 : .
Rounding | arccos(-1) = pi

N e u ra.l n EtWO rk g Round to nearest 100% |9 14 8
£ % g Rounding down 100% |9 14
100% 9 14

weight extraction | femdeeme 1o o i
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Round to nearest 100% 9 14 4
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Baseline/

ﬁ ggggggggggggggggg;ﬁg?gggggzg Nearest: 3.14159265358079323851280896  7.14000000000000011567136138
: @ tabled-patched Down : 3.14159265358079323829506852  7.14000000000000011523768051

11 0.0 Up: 3.14159265358079323851280896  7.14000000000000011567136138

11 0.000000000000000330733402271493 To Zero: 3.14159265358979323829596852 7.14900000000000011523768051
11 0.000000000000000314522247559579 MMX attack: -nan -nan
11 0.000000000000000524157807065445 -

Rounding down 100% 9 14 10 14 8 91
Rounding up 100% 9 14 10 14 8 91
100% 9 14 1014 8 91
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