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Case study: Secure interrupts

Resources

The openIPE architecture

Security testing

MSP430 in research

0x0 0xFFFF

bottom: 
0x0400

top:
0x0600

IPE
code

IPE 
data

other 
code

✘

✔

● MSP430: Low-power microcontrollers
● FRAM edition (2014) with security features:

○ Physical tamper protection
○ Hardware AES cryptographic unit
○ Memory protection unit (MPU)
○ Intellectual Property Encapsulation (IPE)

● Many architectures building on openMSP430
● Building custom memory isolation primitives
● Overlapping vulnerabilities
● Cannot prototype hardware changes on TI microcontrollers

Access control matrix

Hardware cost

FW-IRQ using the trusted firmware

● FW-IRQ offers the strongest guarantees
○ Software-based padding for interrupt-latency attacks

● Other hardware-based approaches are more expensive:
○ de Clercq, 2014: +186 LUTs and +34 FFs (only architectural)
○ SancusV: +142 LUTs and +260 FFs

● Unit testing
○ Functional and security unit tests
○ Backwards compatibility for (future) 

extensions
● Symbolic execution

○ Applied to firmware and IPE code
○ Based on Pandora (Alder, 2024)
○ Intuitive reports
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Goal: extensible IPE-compatible memory isolation with a flexible trusted firmware layer

https://github.com/martonbognar/openipe 
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