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Texas Instruments IPE

e MSP430: Low-power microcontrollers

e FRAM edition (2014) with security features:
o Physical tamper protection
o Hardware AES cryptographic unit
o Memory protection unit (MPU)
o Intellectual Property Encapsulation (IPE)

bottom:
0x0400

top:
0x0600

0x0 I

The openlPE architecture

Goal: extensible IPE-compatible memory isolation with a flexible trusted firmware layer

OXFFFF

MSP430 in research
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Case study: Secure interrupts

Approach  Secure scheduling Architectural protection Interrupt latency mitigation  Untrusted interrupts
Software disable O (D) ) ©®
Hardware disable O o @ O
SW-IRQ (de Clercq, 2014) (D) [ ] (S, @®
FW-IRQ (our proposal) O o L L
FW-IRQ using the trusted firmware
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\ 4 | // untrusted code
: mov #dmem, r5
VOl Beede | : add 5, r6
// trusted code |
S T 2 ISR 1 IPE IVT -
xor r8, r9 ISR 2 out IVT
Firmware layer
s Interrupt Interrupt
padding dispatcher
e FW-IRQ offers the strongest guarantees
o Software-based padding for interrupt-latency attacks
e Other hardware-based approaches are more expensive:
o de Clercq, 2014: +186 LUTs and +34 FFs (only architectural)
o Sancus,: +142 LUTs and +260 FFs
Design LUTs FFs A Software
openlPE (baseline) 2,582 1,191 —
Software disable - — 8 bytes / 6 cycles
Hardware disable 2,581 (-1) 1,191 -
SW-IRQ 2,597 (+15) 1,191 282 bytes / 198 cycles
FW-IRQ 2,577 (-5) 1,190 (-1) 674 bytes / 417 cycles
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e Many architectures building on openMSP430
e Building custom memory isolation primitives
e Overlapping vulnerabilities
e Cannot prototype hardware changes on TI microconftrollers
e Unit tesi‘ing # tests  Tested functionality
o Functional and security unit tests + IPE boundary setup '
o e 2 Modification of boundary registers
o Backwards compatibility for (future) 3 Protection from untrusted code
extensions 3 Protection from the debugger
S boli t 2 Protection from DMA
i ymbolic execution 1 Normal access from inside the IPE region
o Applied to firmware and IPE code 4 Protection from known attacks
4 Protection of the firmware region
o Based on Pandora (Alder, 2024) 3 Case study behavior
o) .
Intuitive reports 62 openMSP430 regression tests
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Pointer range

Pointer can wrap address space
Pointer can lie in enclave
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Execution state info
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V Issues reported at O0X81c4 @ ipe_func_internal
~ Unconstrained read GIIE® w-osics

Value

<BV16 r15_attacker_15_16>
True

2

[0XO, OXFFFF]

True

True

Read address may lie inside or outside enclave

;0xfffc(rd)
;0xfffc(ra)

r4

Disassembly

000081b4 <ipe_func_internal>:
81b4: 04 12 push
81b6: 04 41 mov
81b8: 24 53 incd
81iba: 21 83 decd
81bc: 84 4f fc ff mov
81cO: i1f 44 fc ff mov
81c4: 2f 4f mov
81c6: 21 53 incd
81c8: 34 41 pop
81lca: 30 41 ret
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openlIPE: An Extensible Memory
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