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“The IPE module protects a programmed portion of memory 
from read or write access from anywhere outside of the IP 
Encapsulated area, even by JTAG. This IPE module minimizes 
risk of exposure of critical or proprietary software from the 
rest of the application [...]”
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+ protection from JTAG debug port, direct memory access (DMA)
→ Program-counter-based access control
→ Memory isolation!
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Research trends in memory isolation

● openMSP430: popular in research
○ Many systems (re-)implement isolation features
○ No compatibility with each other or industry standards
○ Limited applicability to real-world devices
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Research trends in memory isolation

● openMSP430: popular in research
○ Many systems (re-)implement isolation features
○ No compatibility with each other or industry standards
○ Limited applicability to real-world devices

● TI MSP430 difficult to do research on:
○ Closed-source hardware and firmware
○ No white-box simulator
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Overlapping vulnerabilities

11

@CCS’18

@CCS’19

@USENIX’24

@S&P’22



Our proposal: openIPE

● Flexible isolation primitive
○ Based on the IPE specification
○ With protected firmware
○ But freely configurable!
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Our proposal: openIPE

● Flexible isolation primitive
○ Based on the IPE specification
○ With protected firmware
○ But freely configurable!

● Includes proposed hardware fixes 
for IPE
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Case study: Secure interrupt handling
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Hardware security validation: Unit tests

● Functional and security tests
● Backwards compatibility for (future) extensions
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19Alder et al. “Pandora: Principled Symbolic Validation of Intel SGX Enclave Runtimes”, S&P’24.

Software security validation: Symbolic execution



Summary

● openIPE: Open-source extensible 
memory isolation
○ Hardware + firmware + software co-design

● Framework for security validation
○ Unit test suite
○ Symbolic execution tool (Pandora)

● Fully open source!
○ https://github.com/martonbognar/openipe 
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