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https://xkcd.com/2347/

Trust?



https://xkcd.com/676/

Complexity?
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Confidential Computing: Reducing Attack Surface

Traditional layered designs: Large trusted computing base
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Confidential Computing: Reducing Attack Surface

Trusted execution: Hardware-level isolation and attestation
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The Rise of Trusted Execution Environments (TEEs)
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Confidential Computing Isolation Paradigms

Intel SGX, Arm TrustZone-M AMD SEV, Intel TDX, Arm CCA

Arm TrustZone-A
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“Confidential Computing Today, Just Computing Tomorrow” *

* Mark Russinovich, CTO Microsoft Azure

Internet of Things

Cloud 

computing



9

Motivation: Why Research TEE/SGX Security?

https://www.intc.com/news-events/press-releases/detail/1423/intel-xeon-scalable-platform-built-for-most-sensitive
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TEE Attack Research Leads the Way . . .
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TEE Attack Research Leads the Way . . .
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Motivation: Why Research TEE/SGX Security?

https://ieeexplore.ieee.org/document/9107096

https://ieeexplore.ieee.org/document/9107096


 Scientific Understanding Driven by Attacker-Defender Race...
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 Trust under Siege?
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 Trust under Siege: Transient-Execution Attacks         (Not Today)

DALL E 3⋅DALL E 3⋅
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 Trust under Siege: Interface-Based Attacks on TEEs       (Today)
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Lecture Overview: Interface-Based Attacks?
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Lecture Overview: Enclave Software Interface                 (Part 1)
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Lecture Overview: Privileged Software Interface             (Part 2)
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Not Today: Hardware Interface                 (See David Oswald, Friday!)



  

Part #1: Enclave Software Interface



23https://github.com/openenclave/openenclave/security

Context: Writing “Secure” Enclave Software is Hard...
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Why Isolation is Not Enough...
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Enclave Shielding Responsibilities

Van Bulck et al. “A Tale of Two Worlds: Assessing the Vulnerability of Enclave Shielding Runtimes”, CCS 2019.
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Enclave Shielding Responsibilities

Van Bulck et al. “A Tale of Two Worlds: Assessing the Vulnerability of Enclave Shielding Runtimes”, CCS 2019.
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Tier 1: Establishing a Trustworthy Enclave ABI
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Tier 1: Establishing a Trustworthy Enclave ABI
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Intel x86: Complexity Growth...

Baumann, “Hardware is the New Software”, HotOS’17.
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Intel x86: The Complete Register Set

Van Bulck et al. “A Tale of Two Worlds: Assessing the Vulnerability of Enclave Shielding Runtimes”, CCS 2019.

Alder et al. “Faulty Point Unit: ABI Poisoning Attacks on Intel SGX”, ACSAC 2020.

Cui et al. “SmashEx: Smashing SGX Enclaves Using Exceptions”, CCS 2021.
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x86 String Instructions: Direction Flag (DF) Operation
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x86 String Instructions: Direction Flag (DF) Operation
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SGX-DF: Inverting Enclaved String Memory Operations
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SGX-DF: Inverting Enclaved String Memory Operations
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SGX-DF: Inverting Enclaved String Memory Operations

Van Bulck et al. “A Tale of Two Worlds: Assessing the Vulnerability of Enclave Shielding Runtimes”, CCS 2019.



Alder et al. “Faulty Point Unit: ABI Poisoning Attacks on Intel SGX”, ACSAC 2020.
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Tier 2: Establishing a Trustworthy Enclave API
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API Vulnerabilities: Confused-Deputy Attacks

int secure_func(int *attacker_pt){

     return *attacker_pt;

}
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API Vulnerabilities: Confused-Deputy Attacks

int secure_func(int *attacker_pt){

     return *attacker_pt;

}





https://dl.acm.org/doi/10.1145/54289.871709
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Intel SGX-SDK: Null-terminated strings are hard. . .
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Intel SGX-SDK: Null-terminated strings are hard. . .
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Intel SGX-SDK: Null-terminated strings are hard. . .
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Intel SGX-SDK: Null-terminated strings are hard. . .
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Intel SGX-SDK: Null-terminated strings are hard. . .

Van Bulck et al. “A Tale of Two Worlds: Assessing the Vulnerability of Enclave Shielding Runtimes”, CCS 2019.





https://www.zdnet.com/article/manual-code-review-finds-35-vulnerabilities-in-8-enclave-sdks/
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Background: Binary-Level Symbolic Execution
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Pandora: Principled Symbolic Validation of Intel SGX Enclaves

Alder et al. “Pandora: Principled Symbolic Validation of Intel SGX Enclave Runtimes”, IEEE S&P 2024.

● Truthful: SDK-agnostic enclave 

memory model

→ Exact attested memory layout 

(MRENCLAVE)

● Extensible: Validate vulnerability 

invariants via plugins

→ ABI + API + … 
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Pandora: Principled Symbolic Validation of Intel SGX Enclaves

Alder et al. “Pandora: Principled Symbolic Validation of Intel SGX Enclave Runtimes”, IEEE S&P 2024.

 4 plugins

 11 runtimes

 > 200 new and 

69 reproduced 

vulnerability 

instances

 7 CVEs





58



  

Part #2: Privileged Software Interface



60

Background: The Virtual Memory Abstraction

Costan et al. “Intel SGX explained”, IACR 2016.
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Idea: Page Faults as a Side Channel

Xu et al. “Controlled-Channel Attacks: Deterministic Side Channels for Untrusted Operating Systems”, IEEE S&P 2015.



62

Idea: Page Faults as a Side Channel

Xu et al. “Controlled-Channel Attacks: Deterministic Side Channels for Untrusted Operating Systems”, IEEE S&P 2015.
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Intel SGX: Page Faults as a Side Channel
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Spatial Resolution: Page-Granular Memory Access Traces

Detailed trace of (coarse-grained) code and data accesses over time...

Xu et al. “Controlled-Channel Attacks: Deterministic Side Channels for Untrusted Operating Systems”, IEEE S&P 2015.
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Spatial Resolution: Page-Granular Memory Access Traces

Xu et al. “Controlled-Channel Attacks: Deterministic Side Channels for Untrusted Operating Systems”, IEEE S&P 2015.
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Spatial Resolution: Page-Granular Memory Access Traces
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Temporal Resolution Limitations for the Page-Fault Oracle



69

Temporal Resolution Limitations for the Page-Fault Oracle
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Building the Side-Channel Oracle with Execution Timing?
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Challenge: Side-Channel Sampling Rate
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SGX-Step: Executing Enclaves one Instruction at a Time
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SGX-Step: Executing Enclaves one Instruction at a Time

Van Bulck et al., “SGX-Step: A Practical Attack Framework for Precise Enclave Execution Control”, SysTEX 2017.
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SGX-Step: Executing Enclaves one Instruction at a Time
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SGX-Step Demo: Single-Stepping Password Comparison
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SGX-Step: Enabling a New Line of High-Resolution Attacks
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SGX-Step: A Versatile Open-Source Attack Framework
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Single-Stepping Beyond Intel SGX

Based on slide from Luka Wilke.

[CCS’24]

TDXploit

[USENIX’25]

SEV-Step
[CHES’23]

SGX-Step
[SysTEX’17]

TDX-Step
[Intel/Google’24]
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Root-causing SGX-Step: Aiming the timer interrupt

Constable et al. “AEX-Notify: Thwarting Precise Single-Stepping Attacks through Interrupt Awareness for Intel SGX Enclaves”, USENIX Security 2023.

https://vanbulck.net/files/usenix23-aexnotify.pdf


Root-causing SGX-Step: Microcode assists to the rescue!

Constable et al. “AEX-Notify: Thwarting Precise Single-Stepping Attacks through Interrupt Awareness for Intel SGX Enclaves”, USENIX Security 2023.

https://vanbulck.net/files/usenix23-aexnotify.pdf


Root-causing SGX-Step: Microcode assists to the rescue!

Constable et al. “AEX-Notify: Thwarting Precise Single-Stepping Attacks through Interrupt Awareness for Intel SGX Enclaves”, USENIX Security 2023.

https://vanbulck.net/files/usenix23-aexnotify.pdf


AEX-Notify: Hardware-Software Co-Design Solution

Constable et al. “AEX-Notify: Thwarting Precise Single-Stepping Attacks through Interrupt Awareness for Intel SGX Enclaves”, USENIX Security 2023.

https://vanbulck.net/files/usenix23-aexnotify.pdf


AEX-Notify: Hardware-Software Co-Design Solution

Constable et al. “AEX-Notify: Thwarting Precise Single-Stepping Attacks through Interrupt Awareness for Intel SGX Enclaves”, USENIX Security 2023.

https://vanbulck.net/files/usenix23-aexnotify.pdf
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There’s a Catch...

Constable et al. “AEX-Notify: Thwarting Precise Single-Stepping Attacks through Interrupt Awareness for Intel SGX Enclaves”, USENIX Security 2023.

https://vanbulck.net/files/usenix23-aexnotify.pdf
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Why Mitigating Single-Stepping is Not Enough
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Libjpeg: AEX-Notify’s Temporal Reduction in Practice
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Libjpeg: AEX-Notify’s Temporal Reduction in Practice
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Libjpeg: AEX-Notify’s Temporal Reduction in Practice
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Idea: TLB as a “Filter” to Hide Page Accesses
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TLBlur: Self-Monitoring and Restoring Enclave Page Accesses

Vanoverloop et. al “TLBlur: Compiler-Assisted Automated Hardening against Controlled Channels on Off-the-Shelf Intel SGX Platforms”, USENIX’25.
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Instrumentation to Self-Monitor Page Accesses at Runtime

Vanoverloop et. al “TLBlur: Compiler-Assisted Automated Hardening against Controlled Channels on Off-the-Shelf Intel SGX Platforms”, USENIX’25.
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Leakage Reduction in Practice: Libjpeg Single-Stepping
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Leakage Reduction in Practice: Libjpeg Page Faults
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Leakage Reduction in Practice: Libjpeg TLBlur (N=10)
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Leakage Reduction in Practice: Libjpeg TLBlur (N=20)
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Leakage Reduction in Practice: Libjpeg TLBlur (N=30)
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TLBlur: Compiler-Assisted Leakage Reduction in Practice

Automated “blurring” of page-access traces in space and time

Vanoverloop et. al “TLBlur: Compiler-Assisted Automated Hardening against Controlled Channels on Off-the-Shelf Intel SGX Platforms”, USENIX’25.
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Conclusions and Take-Away

Thank you!

New era of confidential computing for the cloud and IoT

… but current architectures are not perfect!

Scientific understanding driven by attacker-defender race


	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30
	Slide 31
	Slide 32
	Slide 33
	Slide 34
	Slide 35
	Slide 36
	Slide 37
	Slide 38
	Slide 39
	Slide 40
	Slide 41
	Slide 42
	Slide 43
	Slide 44
	Slide 45
	Slide 46
	Slide 47
	Slide 48
	Slide 49
	Slide 50
	Slide 51
	Slide 52
	Slide 53
	Slide 54
	Slide 55
	Slide 56
	Slide 57
	Slide 58
	Slide 59
	Slide 60
	Slide 61
	Slide 62
	Slide 63
	Slide 64
	Slide 65
	Slide 66
	Slide 67
	Slide 68
	Slide 69
	Slide 70
	Slide 71
	Slide 72
	Slide 73
	Slide 74
	Slide 75
	Slide 76
	Slide 77
	Slide 78
	Slide 79
	Slide 80
	Slide 81
	Slide 82
	Slide 83
	Slide 84
	Slide 85
	Slide 86
	Slide 87
	Slide 88
	Slide 89
	Slide 90
	Slide 91
	Slide 92
	Slide 93
	Slide 94
	Slide 95
	Slide 96
	Slide 97
	Slide 98
	Slide 99
	Slide 100

