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Confidential Computing?

“Confidential computing enables new public cloud 
scenarios (e.g., migrating extremely sensitive data [...]”

https://confidentialcomputing.io/wp-content/uploads/sites/10/2023/03/CCC_Overview.pdf

“Confidential Computing is the protection of data in 
use by performing computation in a hardware-based, 
attested Trusted Execution Environment.”

https://confidentialcomputing.io/wp-content/uploads/sites/10/2023/03/CCC_Overview.pdf
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Confidential Computing: Reducing Attack Surface

Trusted execution: Hardware-level isolation and attestation
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The Rise of Trusted Execution Environments (TEEs)



5https://www.darkreading.com/cloud-security/cloud-providers-are-putting-more-weight-in-confidential-computing

The Rise of Confidential Cloud Computing
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In the near future, 
“confidential computing” will 

just be “computing.”*

* Mark Russinovich, CTO 
Microsoft Azure

Confidential Computing Today, Computing Tomorrow
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Confidential Computing: The Weakest Link?
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● CPU package = trust boundary

Confidential Computing: Trust Boundary
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● CPU package = trust boundary

● Memory encryption to protect 
against physical access:

1. Rogue cloud provider employees
2. Supply-chain adversaries
3. Local law enforcement

Confidential Computing: Trust Boundary
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A Brief History of Commercial Memory Encryption

 🤩
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A Brief History of Commercial Memory Encryption

    🤩 🤔🤔🤔



14https://www.datacenterknowledge.com/cloud/why-google-cloud-turned-to-amd-to-solve-for-runtime-encryption

A Brief History of Commercial Memory Encryption



15https://arstechnica.com/gadgets/2020/02/intel-promises-full-memory-encryption-in-upcoming-cpus/

A Brief History of Commercial Memory Encryption
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A Brief History of Commercial Memory Encryption

       🤩 🤔🤔🤔 🤔
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A Brief History of Commercial Memory Encryption

          🤩 🤔🤔🤔 🤔🤔 🤔
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A Brief History of Commercial Memory Encryption

          🤩 🤔🤔🤔 🤔🤔 🤔



  

Idea #0: Commercial Interposers?
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MemBuster: Address Side-Channel Analysis for “Classic” SGX

Lee et al. “An Off-Chip Attack on Hardware Enclaves via the Memory Bus”, USENIX Security 2020.

Metadata leaks via 
unencrypted address bus if (secret) access(&A);

else access(&B);
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MemBuster: Address Side-Channel Analysis for “Classic” SGX

Lee et al. “An Off-Chip Attack on Hardware Enclaves via the Memory Bus”, USENIX Security 2020.

Metadata leaks via 
unencrypted address bus

~$170,000(!)



  

Idea #1: Malicious DRAM Initialization
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Background: Memory Initialization

?
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Background: Memory Initialization - Serial Presence Detect (SPD)

DIMM meta data: 
manifacturer, 
speed, size, ...

?
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● I2C pins exposed on DIMM
● Trivial to unlock and 

overwrite

● Total cost: ~10$

BadRAM: Overwriting the on-DIMM SPD Chip

De Meulemeester et al. “BadRAM: Practical Memory Aliasing Attacks on Trusted Execution Environment”, S&P 2025.
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BadRAM: What if Your DRAM Lies to You?
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BadRAM: What if Your DRAM Lies to You?
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BadRAM: What if Your DRAM Lies to You?
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BadRAM: What if Your DRAM Lies to You?
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BadRAM: What if Your DRAM Lies to You?
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BadRAM: What if Your DRAM Lies to You?
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BadRAM: What if Your DRAM Lies to You?
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BadRAM: What if Your DRAM Lies to You?

But there’s memory 
encryption, right?
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BadRAM: What if Your DRAM Lies to You?

But there’s memory 
encryption, right?

Confidentiality

Integrity

Freshness
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BadRAM: Breaking AMD SEV-SNP Memory Layout Integrity
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BadRAM: Replaying AMD SEV-SNP Attestation Digest



#BHEU   
@BlackHatEvents

Demo
Replaying encrypted memory



videos/badram-amd-replay.mp4


40 🌍 https://badram.eu/



41

Vendor Response: Boot-Time Firmware Mitigations

https://www.amd.com/en/resources/product-security/bulletin/amd-sb-3015.html
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RISC-V implementation:
● Naive detection: 0.753 s

for each protected page A do:
  write_mem(A, marker)
  for each page B != A do:
    if read_mem(B) == marker:
      terminate system
    end if
  end for
end for

Idea: Scan for memory aliases at boot time

Understanding Memory Aliasing Firmware Mitigations

Louka et al. “Physical Memory Please: Practical Memory-Aliasing Attacks on RISC-V PMP”, uASC 2026.
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RISC-V implementation:
● Naive detection: 0.753 s
● Opt. detection:  5.687 μs 

for each protected page A do:
  write_mem(A, marker)
  for each DRAM addr bit i do:
    B = A ^ i
    if read_mem(B) == marker:
      terminate system
    end if
  end for
end for

Idea: Scan for memory aliases at boot time

Understanding Memory Aliasing Firmware Mitigations

Louka et al. “Physical Memory Please: Practical Memory-Aliasing Attacks on RISC-V PMP”, uASC 2026.
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Recap: Memory Initialization - Serial Presence Detect (SPD)

DIMM meta data: 
manifacturer, 
speed, size, ...

?
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Concurrent Work: Passive Ciphertext Side-Channel Analysis

Seto et al. “WireTap: Breaking Server SGX via DRAM Bus Interposition”, CCS 2025.
Chuang et al. “TEE.fail: Breaking Trusted Execution Environments via DDR5 Memory Bus Interposition”, S&P 2026.

SPD: Downclock 
DDR4/DDR5 → slow 
(2nd-hand) analyzers

Data leaks via 
repeating ciphertexts

(~$1000)





  

Idea #2: Low-Cost Active Interposer
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Recap: Boot-Time Firmware Mitigations

https://www.amd.com/en/resources/product-security/bulletin/amd-sb-3015.html

What if we can 
introduce aliases at 

runtime (post-boot)?
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Interfering at Runtime: Commercial DRAM Interposers?
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Idea: Tampering with Addressing at Runtime
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• Boot time: Inactive
o Passes checks

• Attack: Active
o Dynamically switch 
to GND

Idea: Tampering with Addressing at Runtime
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• Boot time: Inactive
o Passes checks

• Attack: Active
o Dynamically switch 
to GND

Idea: Tampering with Addressing at Runtime
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Battering RAM: Fifty Dollars to Root the Cloud
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Battering RAM: Dynamically Introducing Aliases



56

Battering RAM: Dynamically Introducing Aliases



57

Battering RAM: Breaking Intel Scalable SGX Memory Encryption
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Battering RAM: Breaking Intel Scalable SGX Memory Encryption
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Battering RAM: Breaking Intel Scalable SGX Memory Encryption
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Battering RAM: Breaking Intel Scalable SGX Memory Encryption
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Battering RAM: Breaking Intel Scalable SGX Memory Encryption
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Battering RAM: Breaking Intel Scalable SGX Memory Encryption
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Battering RAM: Breaking Intel Scalable SGX Memory Encryption
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Battering RAM: Breaking Intel Scalable SGX Memory Encryption
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Arbitrary plaintext 
read/write access!

Battering RAM: Breaking Intel Scalable SGX Memory Encryption



#BHEU   
@BlackHatEvents

Demo
Arbitrary plaintext access on Intel 

Scalable SGX



videos/battering-ram-sgx-replay.webm


69 🌍 https://batteringram.eu/
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https://www.amd.com/en/resources/product-security/bulletin/amd-sb-3024.html

https://www.intel.com/content/www/us/en/developer/articles/news/more-information-encrypted-memory-frameworks.html
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https://cyber.gouv.fr/en/publications/technical-position-paper-confidential-computing
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Conclusions and Take-Away

1. Confidential computing is here to stay…

2. Challenge your attacker models

3. Hardware attacks are practical
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