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Enclaved Execution: Reducing Attack Surface

Intel SGX: Hardware-level isolation and attestation
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Enclaved Execution: Privileged Side Channels

Game changer: Untrusted OS → New class of powerful side channels!



  @SysTEX 2017
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Challenge: Side-Channel Sampling Rate
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SGX-Step: Executing Enclaves one Instruction at a Time
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SGX-Step: Executing Enclaves one Instruction at a Time
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SGX-Step: A Versatile Open-Source Attack Framework



  @USENIX Security 2023
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Root-Causing SGX-Step: Aiming the Timer Interrupt

Constable et al. “AEX-Notify: Thwarting Precise Single-Stepping Attacks through Interrupt Awareness for Intel SGX Enclaves”, USENIX Security 2023.

https://vanbulck.net/files/usenix23-aexnotify.pdf


Root-Causing SGX-Step: Microcode Assists to the Rescue!

Constable et al. “AEX-Notify: Thwarting Precise Single-Stepping Attacks through Interrupt Awareness for Intel SGX Enclaves”, USENIX Security 2023.

https://vanbulck.net/files/usenix23-aexnotify.pdf


AEX-Notify: Hardware-Software Co-Design Solution

Constable et al. “AEX-Notify: Thwarting Precise Single-Stepping Attacks through Interrupt Awareness for Intel SGX Enclaves”, USENIX Security 2023.

https://vanbulck.net/files/usenix23-aexnotify.pdf
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There’s a Catch: Page-Granular Spatial Resolution

Constable et al. “AEX-Notify: Thwarting Precise Single-Stepping Attacks through Interrupt Awareness for Intel SGX Enclaves”, USENIX Security 2023.

https://vanbulck.net/files/usenix23-aexnotify.pdf


  @USENIX Security 2025



16Xu et al. “Controlled-Channel Attacks: Deterministic Side Channels for Untrusted Operating Systems”, IEEE S&P 2015.

Idea: Page Faults as a Side Channel
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Why Mitigating Single-Stepping is Not Enough

Vanoverloop et. al “TLBlur: Compiler-Assisted Automated Hardening against Controlled Channels on Off-the-Shelf Intel SGX Platforms”, USENIX’25.
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Libjpeg: AEX-Notify’s Temporal Reduction in Practice
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Libjpeg: AEX-Notify’s Temporal Reduction in Practice
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Libjpeg: AEX-Notify’s Temporal Reduction in Practice
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Idea: TLB as a “Filter” to Hide Page Accesses

Vanoverloop et. al “TLBlur: Compiler-Assisted Automated Hardening against Controlled Channels on Off-the-Shelf Intel SGX Platforms”, USENIX’25.
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TLBlur: Self-Monitoring and Restoring Enclave Page Accesses

Vanoverloop et. al “TLBlur: Compiler-Assisted Automated Hardening against Controlled Channels on Off-the-Shelf Intel SGX Platforms”, USENIX’25.
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Instrumentation to Self-Monitor Page Accesses at Runtime

Vanoverloop et. al “TLBlur: Compiler-Assisted Automated Hardening against Controlled Channels on Off-the-Shelf Intel SGX Platforms”, USENIX’25.
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Leakage Reduction in Practice: Libjpeg Single-Stepping
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Leakage Reduction in Practice: Libjpeg Page Faults
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Leakage Reduction in Practice: Libjpeg TLBlur (N=10)
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Leakage Reduction in Practice: Libjpeg TLBlur (N=20)
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Leakage Reduction in Practice: Libjpeg TLBlur (N=30)
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TLBlur: Compiler-Assisted Leakage Reduction in Practice

Automated “blurring” of page-access traces in space and time

Vanoverloop et. al “TLBlur: Compiler-Assisted Automated Hardening against Controlled Channels on Off-the-Shelf Intel SGX Platforms”, USENIX’25.



30

Conclusions and Take-Away

New era of confidential computing for the cloud

→ Side-channel amplification for privileged adversaries

Vertically integrated hardware-software co-design mitigations

Thank you! Questions?
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