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The Big Picture: Protecting Private Data
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Confidential Computing: Reducing Attack Surface

Trusted execution: Hardware-level isolation and attestation
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The Rise of Trusted Execution Environments (TEEs)



9

“Confidential Computing Today, Just Computing Tomorrow” *

* Mark Russinovich, CTO Microsoft Azure

Internet of Things

Cloud 
computing
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Case Study #1: Secure Login?
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Case Study: Comparing a Secret Password
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Building the Side-Channel Oracle with Execution Timing?
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Challenge: Side-Channel Sampling Rate
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SGX-Step: Executing Enclaves one Instruction at a Time

Van Bulck et al., “SGX-Step: A Practical Attack Framework for Precise Enclave Execution Control”, SysTEX 2017.
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Constable et al. “AEX-Notify: Thwarting Precise Single-Stepping Attacks through Interrupt Awareness for Intel SGX Enclaves”, USENIX Security 2023.

https://vanbulck.net/files/usenix23-aexnotify.pdf
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Case Study #2: Image Decoding?
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Spatial Resolution: Page-Granular Memory Access Traces

Detailed trace of (coarse-grained) code and data accesses over time...

Xu et al. “Controlled-Channel Attacks: Deterministic Side Channels for Untrusted Operating Systems”, IEEE S&P 2015.
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TLBlur: Practical, Compiler-Assisted Leakage Reduction

Vanoverloop et. al “TLBlur: Compiler-Assisted Automated Hardening against Controlled Channels on Off-the-Shelf Intel SGX Platforms”, USENIX’25.
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TLBlur: Practical, Compiler-Assisted Leakage Reduction

Automated “blurring” of page-access traces in space and time

Vanoverloop et. al “TLBlur: Compiler-Assisted Automated Hardening against Controlled Channels on Off-the-Shelf Intel SGX Platforms”, USENIX’25.
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Conclusions and Take-Away

Thank you!

New era of confidential computing for the cloud and IoT

… but current architectures are not perfect!

Scientific understanding driven by attacker-defender race
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