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https://xkcd.com/2347/

Trust?
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Confidential Computing: Reducing Attack Surface

Traditional layered designs: Large trusted computing base
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Confidential Computing: Reducing Attack Surface

Trusted execution: Hardware-level isolation and attestation
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The Rise of Trusted Execution Environments (TEEs)
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Confidential Computing Isolation Paradigms

Intel SGX, Arm TrustZone-M AMD SEV, Intel TDX, Arm CCA
(Arm TrustZone-A)
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Confidential Computing Isolation Paradigms    (Focus for Today)

Intel SGX, Arm TrustZone-M AMD SEV, Intel TDX, Arm CCA
(Arm TrustZone-A)
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“Confidential Computing Today, Just Computing Tomorrow” *

* Mark Russinovich, CTO Microsoft Azure

Internet of Things

Cloud 
computing
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TEE Attack Research Leads the Way . . .
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TEE Attack Research Leads the Way . . .
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Motivation: Why Research TEE/SGX Security?

https://www.intc.com/news-events/press-releases/detail/1423/intel-xeon-scalable-platform-built-for-most-sensitive
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Recap: Reducing Attack Surface with Enclaves

Intel SGX promise: Hardware-level isolation and attestation
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Not Today: Physical-Access Attacks       (See Ingrid & Jesse, Wed)
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Today: Privileged Software-Based Side-Channel Attacks

Game changer: Untrusted OS → New class of powerful side channels!
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Game Changer: Privileged “Bottom-Up” Adversary Model

Row 1 Row 2 Row 3 Row 4
0

2

4

6

8

10

12

Column 1

Column 2

Column 3



17

Game Changer: Privileged “Bottom-Up” Adversary Model

Row 1 Row 2 Row 3 Row 4
0

2

4

6

8

10

12

Column 1

Column 2

Column 3



18

Privileged x86 Interface and Complexity Growth...

Baumann, “Hardware is the New Software”, HotOS’17.
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Systematizing the SGX Attack Landscape

https://vanbulck.net/files/phd-thesis.pdf

Possibly every 
privileged CPU feature 
can be abused!



  

Idea #1: Deterministic Spatial 
Resolution with Page Tables
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Background: The Virtual Memory Abstraction

Costan et al. “Intel SGX explained”, IACR 2016.
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Idea: Page Faults as a Side Channel

Xu et al. “Controlled-Channel Attacks: Deterministic Side Channels for Untrusted Operating Systems”, IEEE S&P 2015.
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Idea: Page Faults as a Side Channel

Xu et al. “Controlled-Channel Attacks: Deterministic Side Channels for Untrusted Operating Systems”, IEEE S&P 2015.
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Intel SGX: Page Faults as a Side Channel

Xu et al. “Controlled-Channel Attacks: Deterministic Side Channels for Untrusted Operating Systems”, IEEE S&P 2015.
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Spatial Resolution: Page-Granular Memory Access Traces

Detailed trace of (coarse-grained) code and data accesses over time...

Vanoverloop et. al “TLBlur: Compiler-Assisted Automated Hardening against Controlled Channels on Off-the-Shelf Intel SGX Platforms”, USENIX’25.
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Spatial Resolution: Page-Granular Memory Access Traces

Vanoverloop et. al “TLBlur: Compiler-Assisted Automated Hardening against Controlled Channels on Off-the-Shelf Intel SGX Platforms”, USENIX’25.
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 Spatial Resolution: Page-Granular Memory Access Traces
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Naive Solutions: Hiding Enclave Page Faults
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Naive Solutions: Hiding Enclave Page Faults
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Documented Side-Effects of Address Translation
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Telling your Secrets without Page Faults
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Telling your Secrets without Page Faults
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Attacking Libgcrypt EdDSA (Simplified)
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Attacking Libgcrypt EdDSA (Simplified)
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Attacking Libgcrypt EdDSA (Simplified)
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Side-channel Analysis: From Metadata Patterns to Secrets



 Scientific Understanding Driven by Attacker-Defender Race...



 Scientific Understanding Driven by Attacker-Defender Race...



  

Idea #2: Improved Temporal 
Resolution with Timer Interrupts
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Temporal Resolution Limitations for the Page-Fault Oracle
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Temporal Resolution Limitations for the Page-Fault Oracle
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Building the Side-Channel Oracle with Execution Timing?
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Challenge: Side-Channel Sampling Rate
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SGX-Step: Executing Enclaves one Instruction at a Time
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SGX-Step: Executing Enclaves one Instruction at a Time

Van Bulck et al., “SGX-Step: A Practical Attack Framework for Precise Enclave Execution Control”, SysTEX 2017.
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SGX-Step: Executing Enclaves one Instruction at a Time
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SGX-Step Demo: Single-Stepping Password Comparison
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SGX-Step: Enabling a New Line of High-Resolution Attacks
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SGX-Step: A Versatile Open-Source Attack Framework
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Example: Deterministic Instruction Counting Attacks

Spielman et al., “Activation Functions Considered Harmful: Recovering Neural Network Weights through Controlled Channels”, RAID 2025.
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Example: Augmented Instruction-Level Page-Access Traces

Spielman et al., “Activation Functions Considered Harmful: Recovering Neural Network Weights through Controlled Channels”, RAID 2025.
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Nemesis: Extracting IRQ Latency Traces with SGX-Step
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Nemesis: Extracting IRQ Latency Traces with SGX-Step
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Nemesis: Extracting IRQ Latency Traces with SGX-Step
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De-Anonymizing Enclave Lookups with Interrupt Latency
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De-Anonymizing Enclave Lookups with Interrupt Latency
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De-Anonymizing Enclave Lookups with Interrupt Latency
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De-Anonymizing Enclave Lookups with Interrupt Latency
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Interrupt-Latency Attacks Beyond Intel SGX
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Single-Stepping Beyond Intel SGX

Based on slide from Luka Wilke.

[CCS’24]

TDXploit
[USENIX’25]

SEV-Step
[CHES’23]

SGX-Step
[SysTEX’17]

TDX-Step
[Intel/Google’24]
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Root-Causing SGX-Step: Aiming the Timer Interrupt

Constable et al. “AEX-Notify: Thwarting Precise Single-Stepping Attacks through Interrupt Awareness for Intel SGX Enclaves”, USENIX Security 2023.

https://vanbulck.net/files/usenix23-aexnotify.pdf


Root-Causing SGX-Step: Microcode Assists to the Rescue!

Constable et al. “AEX-Notify: Thwarting Precise Single-Stepping Attacks through Interrupt Awareness for Intel SGX Enclaves”, USENIX Security 2023.

https://vanbulck.net/files/usenix23-aexnotify.pdf
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AEX-Notify: Hardware-Software Co-Design Solution

Constable et al. “AEX-Notify: Thwarting Precise Single-Stepping Attacks through Interrupt Awareness for Intel SGX Enclaves”, USENIX Security 2023.

https://vanbulck.net/files/usenix23-aexnotify.pdf
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https://vanbulck.net/files/usenix23-aexnotify.pdf
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There’s a Catch...

Constable et al. “AEX-Notify: Thwarting Precise Single-Stepping Attacks through Interrupt Awareness for Intel SGX Enclaves”, USENIX Security 2023.

https://vanbulck.net/files/usenix23-aexnotify.pdf
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Why Mitigating Single-Stepping is Not Enough

Vanoverloop et. al “TLBlur: Compiler-Assisted Automated Hardening against Controlled Channels on Off-the-Shelf Intel SGX Platforms”, USENIX’25.
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Libjpeg: AEX-Notify’s Temporal Reduction in Practice
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Libjpeg: AEX-Notify’s Temporal Reduction in Practice
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Libjpeg: AEX-Notify’s Temporal Reduction in Practice
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Idea: TLB as a “Filter” to Hide Page Accesses

Vanoverloop et. al “TLBlur: Compiler-Assisted Automated Hardening against Controlled Channels on Off-the-Shelf Intel SGX Platforms”, USENIX’25.
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TLBlur: Self-Monitoring and Restoring Enclave Page Accesses

Vanoverloop et. al “TLBlur: Compiler-Assisted Automated Hardening against Controlled Channels on Off-the-Shelf Intel SGX Platforms”, USENIX’25.
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Instrumentation to Self-Monitor Page Accesses at Runtime

Vanoverloop et. al “TLBlur: Compiler-Assisted Automated Hardening against Controlled Channels on Off-the-Shelf Intel SGX Platforms”, USENIX’25.
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Leakage Reduction in Practice: Libjpeg Single-Stepping
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Leakage Reduction in Practice: Libjpeg Page Faults
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Leakage Reduction in Practice: Libjpeg TLBlur (N=10)
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Leakage Reduction in Practice: Libjpeg TLBlur (N=20)
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Leakage Reduction in Practice: Libjpeg TLBlur (N=30)
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TLBlur: Compiler-Assisted Leakage Reduction in Practice

Automated “blurring” of page-access traces in space and time

Vanoverloop et. al “TLBlur: Compiler-Assisted Automated Hardening against Controlled Channels on Off-the-Shelf Intel SGX Platforms”, USENIX’25.



  

Idea #3: Model-Specific Registers and 
Performance-Monitoring Counters?
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Software-Based DVFS Attacks
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Software-Based DVFS Attacks

Hertzbleed
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Software-Based DVFS Attacks
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Intel Power Management
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Plundervolt: Will it Fault?
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Plundervolt: Will it Fault?
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Plundervolt: Differential Fault Analysis of AES-NI in SGX
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Plundervolt: Beyond Crypto—Inducing Memory-Safety Faults
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Plundervolt: Beyond Crypto—Inducing Memory-Safety Faults



  



101

Conclusions and Take-Away

Thank you!

New era of confidential computing for the cloud and IoT

… but current architectures are not perfect!

Scientific understanding driven by attacker-defender race
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