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Confidential Computing: Reducing Attack Surface
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@ Traditional layered designs: Large trusted computing base



Confidential Computing: Reducing Attack Surface

Enclave app

w Trusted execution: Hardware-level isolation and attestation



The Rise of Trusted Execution Environments (TEEs)

e 2004: ARM TrustZone

G rm e 2015: Intel Software Guard Extensions (SGX)
. e 2016: AMD Secure Encrypted Virtualization (SEV)
intel e 2018: IBM Protected Execution Facility (PEF)
e 2020: AMD SEV with Secure Nested Paging (SEV-SNP)
AMDA e 2022: Intel Trust Domain Extensions (TDX)

e 2023: ARM Confidential Compute Architecture (CCA)
T= e 2024: NVIDIA Confidential Computing

’Q\ TEEs are here to stay. ..




Confidential Computing Isolation Paradigms
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Confidential Computing Isolation Paradigms (Focus for Today)

App App

Hypervisor

Guest OS

Enclave shielding VM shielding
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(Arm TrustZone-A)
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“Confidential Computing Today, Just Computing Tomorrow” *
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* Mark Russinovich, CTO Microsoft Azure 8



TEE Attack Research Leads the Way . ..




TEE Attack Research Leads the Way . ..
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& e Privileged TEE attacker models sets the bar!
W e |dealized execution environment for attack research
1 ¢ Generalizations: e.g., Foreshadow-NG, branch

prediction, address translation, etc.
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Motivation: Why Research TEE/SGX Security?

Intel Overview  AboutiIntel News & Events Financial Info  Stock Info  Filings & Reports  Board & Governance  ESG

Overview Press Releases IR Calendar Annual Stockholders’ Meeting Investor Meeting Email Alerts Presentations

Data Protection across the Compute Stack

Technologies such as disk- and network-traffic encryption protect data in storage and during
transmission, but data can be vulnerable to interception and tampering while in use in
memory. “Confidential computing” is a rapidly emerging usage category that protects data
while it is in use in a Trusted Execution Environment (TEE). Intel SGX is the most researched,
updated and battle-tested TEE for data center confidential computing, with the smallest attack
surface within the system. It enables application isolation in private memory regions, called

enclaves, to help protect up to 1 terabyte of code and data while in use.

https://www.intc.com/news-events/press-releases/detail/1423/intel-xeon-scalable-platform-built-for-most-sensitive
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Recap: Reducing Attack Surface with Enclaves
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ﬂ Intel SGX promise: Hardware-level isolation and attestation
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Not Today: Physical-Access Attacks  (See Ingrid & Jesse, Wed)
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Today: Privileged Software-Based Side-Channel Attacks

Enclave app

CPU o" @ rMem aj

\
= @ Game changer: Untrusted OS — New class of powerful side channels!
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INTERNET ARCHIVE |htlps:ﬁsoﬂware.intel,comfcontenwawfusfenfdevelopfaniclesfintei-sgx-and-side-chaﬂneis.html

Hlﬂllllﬂﬂllmﬂﬂﬂlﬂﬂ 15 captures

11 Jun 2020 - 15 EUER 2020 RIPIE » Anout this capture

Intel® SGX and Side-Channels

By Simon Paul John€g. |

Since launching Intel® Software Guard Extensions (Intel® SGX) on 6th Generation Intel® Core™
processors in 2015, there have been a nhumber of academic articles looking at various usage
models and the security of Intel SGX. Some of these papers focus on a class of attack known as a
side-channel attack, where the attacker relies on the use of a shared resource to discover
information about processing occurring in some other privileged domain that it does not have
direct access to.

In general, these research papers do not demonstrate anything new or unexpected about the Intel
SGX architecture. Preventing side channel attacks is a matter for the enclave developer. Intel
makes this clear In the security objectives for Intel SGX, which we published as part of our
workshop tutorial at the International Symposium on Computer Architecture in 2015, the slides
for which can be found here [slides 109-121], and in the Intel® SGX SDK Developer's Manual.




Game Changer: Privileged “Bottom-Up” Adversary Model




Game Changer: Privileged “Bottom-Up” Adversary Model
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Abuse privileged operating system powers

— New and unexpected attack vectors




Privileged x86 Interface and Complexity Growth...
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Systematizing the SGX Attack Landscape

W x86 Interface Constraints
Attack : .
S e —

& Cache priming [181,92,29,225, 790 ¢ O © © O © | © ® O 64B (f \\ PO.SS.'ny cevery
£ Branch prediction [156, 59, 105] D 0O © © © 0] © @ O Inst privileged CPU feature
§ DRAM row buﬁfar conflicts [263] O J O © C @ O @ O 1-8KiB can be abused!
s False dependencies [180] CF sk @ A W @ ® ¢ O 4B
= Interrupt latency [256, 95, 208] © O @ 6 O O O @® O Inst
£ Port contention [7] O O O © O ® ® O p-op
T Page faults [277] ® O O O O O O O O 4KiB
S Page table A/D [258, 263] @ O 0 O © O] © O O 4KiB
T Page table flushing [258] ® O © O O O] © O O 32KiB
S Interrupt counting [182] ® O @ O O O O O O Inst
S TA32 segmentation faults [91] ©C € O O O O O O O 1B-4KiB
C  Alignment faults [254] O O @€ O @ O] © O O 1B
% Foreshadow L1D extraction [249] @ O © O O O © O O -
7 Data sampling [223, 216, 211] ® O 0O OO0jo © O -
éﬁ Spectre [39, 148] © O © O O O O © © -

Load value injection [251] ® O 00O 0O 0o © © -
¢ Memory safety (254, 154,24,266) f© O © O O O O © © -
Y Undervolting [188, 137, 210] ©C O 0 e O 0O]lo e © -
£ Off-chip memory address bus [152] | @ O © O O O O O 64B

https://vanbulck.net/files/phd-thesis.pdf 19




Idea #1: Deterministic Spatial
Resolution with Page Tables




Background: The Virtual Memory Abstraction

Virtual | Address . Physical
Address Space ! Translation . Address Space
Virtual | Maooin : Physical
Address | PPINg E Address

| | |

| T | System bus
i Page i v

| Tables | DRAM

[ costan et al. “Intel SGX explained”, IACR 2016. 21



Idea: Page Faults as a Side Channel

logical address —>[ paglng unit ]—»[ SGX checks ]—»physical address

U

[ SGX machinery protects against direct address remapping attacks ]

D Xu et al. “Controlled-Channel Attacks: Deterministic Side Channels for Untrusted Operating Systems”, IEEE S&P 2015. 22



Idea: Page Faults as a Side Channel

logical address

paging unit ]—»[ SGX checks ]—»physical address

U

[ ... but untrusted address translation may fault(!) ]

. page fault (#PF)
L

.0

\

D Xu et al. “Controlled-Channel Attacks: Deterministic Side Channels for Untrusted Operating Systems”, IEEE S&P 2015. 23



Intel SGX: Page Faults as a Side Channel

Page fault sequence
4

[
Page fault sequence :
[

X, Y
I A S .
O Xu et al.: “Controlled-channel attacks: Deterministic side channels for untrusted operating systems”, Oakland 2015.
[ = Page fault traces leak private control data/flow ]

D Xu et al. “Controlled-Channel Attacks: Deterministic Side Channels for Untrusted Operating Systems”, IEEE S&P 2015. 24



Spatial Resolution: Page-Granular Memory Access Traces
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:\@ Detailed trace of (coarse-grained) code and data accesses over time...

D Vanoverloop et. al “TLBIur: Compiler-Assisted Automated Hardening against Controlled Channels on Off-the-Shelf Intel SGX Platforms”, USENIX'25. 25



Spatial Resolution: Page-Granular Memory Access Traces
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D Vanoverloop et. al “TLBlur: Compiler-Assisted Automated Hardening against Controlled Channels on Off-the-Shelf Intel SGX Platforms”, USENIX'25. 26



Spatial Resolution: Page-Granular Memory Access Traces

Original Recovered Original Recovered

D Xu et al.: “Controlled-channel attacks: Deterministic side channels for untrusted operating systems”, Oakland 2015.

[ ... but many faults and a coarse-grained 4 KiB granularity ]
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Naive Solutions: Hiding Enclave Page Faults

logical address %[ paglng unit ]—»{ SGX checks ]—»physical address

D

O Shih et al. “T-SGX: Eradicating controlled-channel attacks against enclave programs”, NDSS 2017.

[ Shinde et al. “Preventing page faults from telling your secrets”, AsiaCCS 2016.
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Naive Solutions: Hiding Enclave Page Faults

logical address paglng unit ]—»{ SGX checks ]—)physical address
& Y
=

-

... But stealthy attacker can learn page visits without triggering faults!

29



Documented Side-Effects of Address Translation

4.8 ACCESSED AND DIRTY FLAGS

For any paging-structure entry that is used during linear-address translation, bit 5 is the accessed ﬂag.?- For
paging-structure entries that map a page (as opposed to referencing another paging structure), bit 6 is the dirty
flag. These flags are provided for use by memory-management software to manage the transfer of pages and
paging structures into and out of physical memory.

Whenever there is a write to a linear address, the processor sets the dirty flag (if it is not already set) in the paging-
structure entry that identifies the final physical address for the linear address (either a PTE or a paging-structure
entry in which the PS flag is 1).

30



CANT;SEE PAGE FAULTS THEY SAID

BUT.WE CAN SPY
< ON PAGE TABLE MEMORY



Telling your Secrets without Page Faults

N
1. Attack vector: PTE status flags: ‘ ‘{’°id inc_secret( void )
e A(ccessed) bit Ior(i=0; < len; i+4)
e D(irty) bit ifizeirjtgi;]) ..........
~ Also updated in enclave mode! SRETaE / e':§+= 1. ..'
o :
\ J

g‘s-.!’ ACCESSED ?
P4

D Van Bulck et al. “Telling your secrets without page faults: Stealthy page table-based attacks on enclaved execution”, USENIX 2017.
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Telling your Secrets without Page Faults

N
1. Attack vector: PTE status flags: ‘ ‘{’°id inc_secret( void )
e A(ccessed) bit Ior(i:o; < len; i+4)
e D(irty) bit ifizeirjtgi;]) ..........
~ Also updated in enclave mode! SRETaE / e':§+= 1. ..'
o :
\ J

2. Attack vector: Unprotected page table
memory:

e (Cached as regular data

e Accessed during address translation

g‘s-.!’ ACCESSED ?
P4

~ Flush+Reload cache timing attack!

D Van Bulck et al. “Telling your secrets without page faults: Stealthy page table-based attacks on enclaved execution”, USENIX 2017.
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Attacking Libgcrypt EADSA (Simplified)

for (j=nbits—1; j >=0; j——) {
_gery_mpi_ec_dup_point (result, result, ctx);
if (mpi_test_bit (scalar, j))
_gcry_mpi_ec_add_points (result, result, point, ctx);

Memory layout

gcry free

mpi_add

mpi_test bit

22 Code pages
per iteration

mpi_ec_add p

mpi_ec_mul_p

\

0x0F000

0xC0000

0xC1000

0xC9000

0xCA000

D Van Bulck et al. “Telling your secrets without page faults: Stealthy page table-based attacks on enclaved execution”, USENIX 2017.
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Attacking Libgcrypt EADSA (Simplified)

for (j=nbits—1; j >=0; j——) {
_gery_mpi_ec_dup_point (result, result, ctx);
if (mpi_test_bit (scalar, j))
_gcry_mpi_ec_add_points (result, result, point, ctx);

Monitor
trigger page

a

(2~

ACCESSED ?

Memory layout

gcry free

mpi_add

mpi_ec_add _p

mpi_ec_mul_p

0x0F000

0xC0000

mpi_test bit Rk

0xC9000

0xCA000

D Van Bulck et al. “Telling your secrets without page faults: Stealthy page table-based attacks on enclaved execution”, USENIX 2017.
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Attacking Libgcrypt EADSA (Simplified)

Memory layout

% LR
4 0x0F000
5 gcry_free

J N ; 0XC0000
" G mpi_add
i b , — | 0xC1000
10 P mpi_test bit
. INTERRUPT
1%
for (j=nbits—1; j >=0; j——) { . OxCO000
14 _gcry_mpi_ec_dup_point (result, result, ctx); mpi_ec_add_p
15 if (mpi_test_bit (scalar, j)) ol ec mul 0xCA000
16 _gcry_mpi_ec_add_points (result, result, point, ctx); plec_mulp
18

D Van Bulck et al. “Telling your secrets without page faults: Stealthy page table-based attacks on enclaved execution”, USENIX 2017.
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Attacking Libgcrypt EADSA (Simplified)

Record page set

for (j=nbits—1; j >=0; j——) {
_gery_mpi_ec_dup_point (result, result, ctx);
if (mpi_test_bit (scalar, j))
_gcry_mpi_ec_add_points (result, result, point, ctx);

ACCESSED ?

a

0011

ACCESSED ?

0

Memory layout

mpi_add

mpi_test bit

mpi_ec_add p

mpi_ec_mul_p

0x0F000

0xC0000

0xC1000

0xC9000

0xCAO000

D Van Bulck et al. “Telling your secrets without page faults: Stealthy page table-based attacks on enclaved execution”, USENIX 2017.
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Attacking Libgcrypt EADSA (Simplified)

\~_ =
0O

for (j=nbits—1; j >=0; j——) { RESUME
_gery_mpi_ec_dup_point (result, result, ctx);
if (mpi_test_bit (scalar, j)) -

_gcry_mpi_ec_add_points (result, result, point, ctx);

Full 512-bit key recovery, single run

Memory layout

gcry free

mpi_add

mpi_test bit

mpi_ec_add _p

mpi_ec_mul_p

0x0F000

0xC0000

0xC1000

0xC9000

0xCA000

D Van Bulck et al. “Telling your secrets without page faults: Stealthy page table-based attacks on enclaved execution”, USENIX 2017.
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Side-channel Analysis: From Metadata Patterns to Secrets

Gx7ffff7bal@od 52 < gcry mpih submul 1=
Bx7ff{f7h9conn 20 < gcry_mpih_divrem+366>
Ox7Tff - < gcry mpi_tdiv_qr+374s
f1f7balood - < _gery_mpih_rshifts
Ox 7b93608 16 < gcry_mpi_tdiv gr+579=>
Ox7ffff/boeted 28 < gery mpi_free limb_space>
Ox7fFfF7bb3608 -~ 7 < gery_free> e -
Bx7ifff7affoed 1 < errno_locationgplt>
Ox7ffff774e000 3 < GI__ errno location=>
Ox7fFFF7b03080- 6 < gory free+lDs
Gx7fFEf7b08000 17 < gery private free>
Ox7ffffraffeod 1 <freegplt>
Ox7Tfff77b1000 20 =< GI  libc free>
Ox7Tfff77ad00B 78 < int free>
Ox7ffff77b1068 ,Q\ < GI__ libc free+76>
OxTFFFF7bO3000- §8) < gcry free+77>
Bx?ffff?affﬁﬁﬁ@ <gpg_err_set errno@eli>

s e i
5
N\
P T T,
—

.
Ii-\-'ﬂ-(_;-‘: e e s s T

PxFFFF7524000 <gpPg_err._ Set.errnom. g& \E D

el Qx 7 FTEF751b000 “4pg_err_set_errno> ¥ &

w87 ox7ffff774e000 3). < GI___errno_locations>. i )
ex7Tf751b0o00 % < gpg_err_set_errno+8>
Gx7ffff7b98088: (20% < gcry mpi_tdiv qr+500>
s By 7fffT7batone jT\ < gecry mpi ec mul pcmt+1081:>

OXPFFFF7Ea7080™ (1) < gcry mpi_test bits )
x7Fff7bab000- (BN < gcry mpi_ec _mul_point+1092> | @;a b & 7
ex7FFFf7p0e00e* 176 <point_set> =

Ox7 T f7babbce < gcry mpi_ec_mu t+111 1%

sopgfop —«LQ& 2

1 ok 7 Lt i 2



Scientific Understanding Driven by Attacker-Defender Race...




Scientific Understanding Drlven by Attacker-Defender Race...

- #, K
- :-' ’ .,._'l - - -='- .-: u ‘. -1 L

_ W (([ /ﬂ?
oy ( /) 1

(N A
/% §




Idea #2: Improved Temporal
Resolution with Timer Interrupts




intel
Protection from Side-Channel Attacks

Intel® SGX does not provide explicit protection from side-channel attacks. It is the enclave developer's
responsibility to address side-channel attack concerns.

In general, enclave operations that require an OCall, such as thread synchronization, I/O, etc., are exposed to the
untrusted domain. If using an OCall would allow an attacker to gain insight into enclave secrets, then there would
be a security concern. This scenario would be classified as a side-channel attack, and it would be up to the ISV
to design the enclave in a way that prevents the leaking of side-channel information.

An attacker with access to the platform can see what pages are being executed or accessed. This side-channel
vulnerability can be mitigated by aligning specific code and data blocks to exist entirely within a single page.

More important, the application enclave should use an appropriate crypto implementation that is side channel
attack resistant inside the enclave if side-channel attacks are a concern.



Temporal Resolution Limitations for the Page-Fault Oracle

1 size_t strlen (char xstr) 1 mov  %rdi ,%rax

2 { 2 1: cmpb $0x0,(%rax)
3 char =xs 3 je 2F

4 4 inc  %rax

5 for (s = str; *s; ++s); 5 jmp 1b

6 return (s — str); 6 2: sub %rdi ,%rax

7 } 7 retq

= tight loop: 4 instructions, single memory operand, single code + data page

Counting strlen loop iterations?

\
:\@ Note: Page-fault attacks cannot make progress for 1 code + data page

44



Temporal Resolution Limitations for the Page-Fault Oracle

text
.func strlen
strlen:
for (s=str; *s; s++);

Page Table

.data
secret:
-byte Oxaa, 0x00

Counting strlen loop iterations?

\
:‘@ Progress requires both pages present (non-faulting) < page fault oracle

45



Building the Side-Channel Oracle with Execution Timing?

[ :: ) Too noisy: modern x86 processors are lightning fast. . .

30000

2] 100,000 runs, strlen=1
25000+ B 100,000 runs, strlen=2|j

20000t

15000+

Frequency

10000+

A

%O 70

?

120

Oa%l@l??-?hm?.ﬂ —

8
Execution time (cycles)
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Challenge: Side-Channel Sampling Rate

Slow Medium Fast
shutter speed shutter speed shutter speed

CC-BY-SA Nevit Dilmen



SGX-Step: Executing Enclaves one Instruction at a Time

a,

o

0
INPUT —>ﬁ — OUTPUT
}

Q

INTERRUPT

48



SGX-Step: Executing Enclaves one Instruction at a Time

ACSAC 2023

Cybersecurity Artifacts
Impact Award
- /

SGX-Step

() https://github.com/jovanbulck/sgx-step

< Watch 22 7 Star 245 % Fork 52

D Van Bulck et al., “SGX-Step: A Practical Attack Framework for Precise Enclave Execution Control”, SysTEX 2017. 49



SGX-Step: Executing Enclaves one Instruction at a Time

Br®
(‘Q’) Interrupt handler

/ Enclave \ IRQ

>/ libsgxstep A

if secret do
—_—— instl —

a
N 4
else w N A Y

inst2 .

endif ERESUME J :
\\ """"" user space
"""""""""""""""""""""""""""""""" 0S kernel

_ 2
$\ [/dev/sgx—step]

50



SGX-Step Demo: Single-Stepping Password Comparison

jo@breuer:~/sgx-step-demo$ sudo ./app |

51



SGX-Step: Enabling a New Line of High-Resolution Attacks

Yr Venue Paper Step Use Case Drv Yr Venue Paper Step Use Case Drv
'15 S&P Ctrl channel Page Probe (page fault) v i3 '20 CHES AtoZ Page Probe (page fault) v
'16  ESORICS AsyncShock Page Exploit (mem safety) — 2 200 EES Déja Vu NSS Page Probe (page fault) v o
17 CHES CacheZoom X >1 Probe (L1 cache) v Al "0 MICRO PTHammer = Probe (page walk V.
'17 ATC Hahneletal. ~ X0->1  Probe (L1 cache) v 21 USENIX Frontal /1 Probe EIRQ 1atenc)y) v -
'17 USENIX  BranchShadow X5 - 50 Probe (BPU) x4 21 S&P CrossTalk v1 Probe (transient exec) « -
'17 USENIX  Stealthy PTE Page Probe (page table) o "1 CHES Online template v 1 Probe (IRQ count) . o
1; :Sl;l'l\lljl))(( SDE;(ZOP Opagf E‘P'fo'.t (n’;{em safety) v 'i; '21 NDSS SpeechMiner - Framework v o
ys -Step 0= ramewor v ' B
'18 ESSoS Off-limits v0-1 Probe (segmentation) v -# ;i f)f&I\iVA i::}ypus : ? ! ﬁ:iiz Ezzlt:f)E) j z
18 AsiaCCS Single-trace RSA Page Probe (page fault) v o 1 CCS S br 1 Exploit (mem safety) v S
'18 USENIX  Foreshadow v0-1 Probe (transient exec) v -* 21 CCS BilzLookup S Probe (L3 cache) o
-8 EureStl SexPecire Gage  Exploit (transient) ‘2 22 USENIX Rapid prototyping v 1 Framework s *
18 CHES Cachv:eQuote &>l Probe (L1 cache) oy '22 CT-RSA Kalyna expansion v 1 Probe (L3 cache) v -
'18 ICCD SGXlinger X >1 Probe (IRQ latency) X &8 .
. . 22 SEED Enclyzer - Framework v o
18 CCS Nemesis vl Probe (IRQ latency) v - 129 NordS Self. o P Def: detact s
'19 USENIX Spoiler 21 Probe (IRQ latency) v - , ordsec  Seli=monitonng sge  Defense (detect) .
19 CCS b e 0o Probe (transient exec) « -2 ,22 AutoSec Robotic vehicles v~ 1->1 Exploit (tlmestan’.lp) v -
19 CES Fallout - Probe (transient exec) v - ,22 ACSAC  MolLE V1 Defense (randor.mze) v
S9N EES Tale of 2 worlds v 1 Exploit (mem safety) v -+ 2 USFNIX AEP!C ) /1 #rove (1/0 device) i
19 ISCA MicroScope 0~Fage Framework x D 22 arXiv Confidential code v 1 Probe (IRQ latency) v -
20 CHES Bt 7z} Probe (BPU) S '23 ComSec FaultMorse Page Probe (page fault) v
'20 USENIX Big troubles ~ Page Probe (page fault) v o 23 CHES HQC timing v1 Probe (L3 cache) v
'20 S&P Plundervolt = Exploit (undervolt) v - 23 ISCA Belong to us /1 Probe (BPU) .
'20 CHES Viral primitive vl Probe (IRQ count) v '23 USENIX BunnyHop v1 Probe (BPU) v -
'20 USENIX CopyCat o Probe (IRQ count) v '23 USENIX DownFall v 0-1 Probe (transient exec) v -
20 S&P LVI 7o Exploit (transient) v '23 USENIX AEX-Notify v 1 Defense (prefetch) v &
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SGX-Step: A Versatile Open-Source Attack Framework

-
void inc_secret( void )
{
if (secret) Stack §
=

* s e 1
a+=1 c=0 ~—+ {Coder, 7

else — Code Py

* += 1; Interrupt latency este

\7 Stack §
\ c=1 I Code P,
3 PTE a 3 —— Code Py

?

H testje  mov call

....................................... q— aeD | 1 1 1 1 1

: PTEDb : —— CVPISTITTT (-

s - .55 =l M B
..................................... ok LM 1l |

[%1;]

CMIYSHIFT GCnD
T T

T
400 ) 0] FHhgH 12008 1400

Page-table manipulat‘}ior‘l\ ‘

@’ ( ) )/ SGX-Step \_)( Interrupt counting
4 P, Q’

%\f’, High-resolution probing "

S E-.” O f)

Zero-stepreplaying g
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Example: Deterministic Instruction Counting Attacks

CPU Instruction count regions for SGX SDK's expf() implementation

70
T x=-88.723
60 - i} x~-86.99 |
i i x=-1.04 : x=1.04
= Underflow — A :
§ 50 4 — Special #2 §
S : = Special #1  x=-0.347 |
S x=-103.972 St Harmnle] | x=0.347 X=-3.725e-09  x~3.J25e-09
T 40 4 = |nner3 (-) 50 ] : -
E —— Inner2 (-) : : x~88.723
w - : : :
= = |nnerl — " , ‘
30 1 —— Inner2 (+) : -5 0 5
: le-9
Inner3 (+)
Normal (+)
20 1 Overflow
—
el -10! -10° 0 10° 10 102

Input to expf() (symlog scale)

Inputs to expf () from 1072 to 10 fall into into 11 different count classes (8 unique).

D Spielman et al., “Activation Functions Considered Harmful: Recovering Neural Network Weights through Controlled Channels”, RAID 2025. 54



Example: Augmented Instruction-Level Page-Access Traces

Enclave RIP Value (Debug only)
oxafo00 e = Page Table Accesses 16 16 16 15 54 54 54 15
& Page w/ expf A9 315 5. 84 3 B B8 1B B T
Page w/ ResetTempAllocations() BIBIE B B ] BB
0x2e000 - Page w/ FullyConnectedParamsFloat()
Page w/ ExpEval(), FullyConnectedEval()
0x2d000 18 18
a ] [
o
o 0x2c000 A I i
@
9]
&I 0x2b000
4 4
0x2a000 + 165 12 312 3
0x28000 A “ ! -!
REIEE I E "

1200 1400 1600 1800 2000 2200
CPU Step Count

D Spielman et al., “Activation Functions Considered Harmful: Recovering Neural Network Weights through Controlled Channels”, RAID 2025. 55



Nemesis: Extracting IRQ Latency Traces with SGX-Step

[ #.8 FEpnclave x-ray: IRQ latency leaks instruction-level -arch timing! ]

IRQ latency (cycles)

W

Y

Instruction (interrupt number)

D Van Bulck et al. “Nemesis: Studying Microarchitectural Timing Leaks in Rudimentary CPU Interrupt Logic", CCS 2018.. 56



Nemesis: Extracting IRQ Latency Traces with SGX-Step

[ ‘;‘ Enclave x-ray: Spotting high-latency instructions ]

rdrand (generate stack canary on enclave entry)
/7

IRQ latency (cycles)

W

Y

Instruction (interrupt number)

D Van Bulck et al. “Nemesis: Studying Microarchitectural Timing Leaks in Rudimentary CPU Interrupt Logic", CCS 2018.. 57



Nemesis: Extracting IRQ Latency Traces with SGX-Step

[ ‘;‘ Enclave x-ray: Zooming in on bsearch function ]

IRQ latency (cycles)

W

D Van Bulck et al. “Nemesis: Studying Microarchitectural Timing Leaks in Rudimentary CPU Interrupt Logic", CCS 2018.. 58

Y

Instruction (interrupt number)



De-Anonymizing Enclave Lookups with Interrupt Latency

[ Binary search: Find 40 in {20, 30, 40, 50, 80, 90, 100} ]

59



De-Anonymizing Enclave Lookups with Interrupt Latency

[ Adversary: Infer secret lookup in known array ]

60



De-Anonymizing Enclave Lookups with Interrupt Latency

™
i WL UIAAN Y

Interrupt (instruction number)

IRQ latency (cycles)
—
——
P——
e
—
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De-Anonymizing Enclave Lookups with Interrupt Latency

[ Goal: Infer lookup — reconstruct bsearch control flow ]

} ﬁ K Left  Right> Hit®

1~
i UL

Interrupt (instruction number)

IRQ latency (cycles)
— ]
—
— ]
——
4.'___,7'.
— ]
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De-Anonymizing Enclave Lookups with Interrupt Latency

[ = Sample instruction latencies in secret-dependent path ]
7950f h K HLLL  LLHL » HHHH
2 | ] | | \* ~
RN A
7800 A J \/ J \
>

Interrupt (instruction number)

63



Interrupt-Latency Attacks Beyond Intel SGX

A
4_
> 01“00000000000000
:
o
o
e«
4 >
Instruction (interrupt number) {? TEXAS
! INSTRUMENTS
»
2
|9
>
h..A
| nua]
c =-:|:|:l.=-:|:l:| o
@ (="
§ =@ |==
o HW —m = | | =
E O % o

5
D

Instruction (interrupt number)

Van Bulck et al. “Nemesis: Studying Microarchitectural Timing Leaks in Rudimentary CPU Interrupt Logic”, CCS 2018
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Single-Stepping Beyond Intel SGX

TDX-Step

[Intel/Google’24]

SGX-Step

[SysTEX'17]

Based on slide from Luka Wilke. 65






Root-Causing SGX-Step: Aiming the Timer Interrupt

APIC timer ones hot TSC distribution

1600 ] oneshot (p=18956, 0=72, M=10968)

1400
1200
> 1000 4
800 4
18 TR |
600 b il

400

200 4

|
oL |‘ , il il ‘ ‘ ‘ , Q @Q
10800 10850 10900 10950 11000 11050 11100 11150 11200 (7)) 8}4 Q/Q
Latency (cycles) C;“" ’ \\“
Cd

- - - N O
pE— B pa ¢ oF ©

[Armtimerl ERESUME S 8¢ ¢ g

D e

D Constable et al. “AEX-Notify: Thwarting Precise Single-Stepping Attacks through Interrupt Awareness for Intel SGX Enclaves”, USENIX Security 2023. 67



https://vanbulck.net/files/usenix23-aexnotify.pdf

Root-Causing SGX-Step: Microcode Assists to the Rescue!

\g

S =7
Uss:’sted PT walk
o Yoo
] ™ |

1. Clear PTE A-bit 2. TLB flush

PTE A-bit Mean (cycles) Stddev (cycles)
A=1 27 30
A=0 666 55

page walk (SRIP) ‘ exec

—y
.

[Arm timerl ERESUME NOP,

4] ®-

D Constable et al. “AEX-Notify: Thwarting Precise Single-Stepping Attacks through Interrupt Awareness for Intel SGX Enclaves”, USENIX Security 2023.
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Root-Causing SGX-Step: Microcode Assists to the Rescue!

Y d % iD=’

1. Clear PTE A-bit 2. TLB flush 3. Assisted PT walk

L
OW 4. Filter zero-step (PTE A-bit)
\

5T Y4

[Arm timerl ERESUME NOP,

4

!l &

D Constable et al. “AEX-Notify: Thwarting Precise Single-Stepping Attacks through Interrupt Awareness for Intel SGX Enclaves”, USENIX Security 2023.
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AEX-Notify: Hardware-Software Co-Design Solution

| ERESUME |
T endave ) AEX-Notify ’ \&_ -

behavior AEX Handler Enclave App
Interruptor 1. Call a C3 byte .pagel: - |
Enclave App B Exception on .pagel N
2. Load all cache NOP,
Atteicker lines in .pagel
EDECCSSA C O\ \3.JMP [&NOP,] | RET #(C3 byte) |
} AEX Handler ERESUM;_E page walk (.pagel) | | exec |
. ERESUME I AEX Handler } 5

tegend: | xtension

D Constable et al. “AEX-Notify: Thwarting Precise Single-Stepping Attacks through Interrupt Awareness for Intel SGX Enclaves”, USENIX Security 2023.
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AEX-Notify: Hardware-Software Co-Design Solution

We implemented a fast, constant-time decoder (CTD) \f [ ERESUMEJ e N\,

h 4
AEX Handler Enclave App

1. Decode the .pagel:

o saved [RIP] .

f 2. Read and write INC [RAX] |
61.2% TL1%G -C-ove.re.dw:“o-CTD baCk to [RAX] “es
3 )| _RET #(C3byte)

Intel SGX SDK (18) Gramine ( Occlum (35) Total (106)

CTD Instruction Coverage for popular SGX runtimes S

100.0% 98.6% 97.5% 98.1% 98.0% < Total Coverage

SGX Runtime (# of binaries analyzed) . ———\

page walk ([RAX]) \ page walk (.pagel) ‘ exec
s, . F 3
ERESUME I AEX Handler J =

D Constable et al. “AEX-Notify: Thwarting Precise Single-Stepping Attacks through Interrupt Awareness for Intel SGX Enclaves”, USENIX Security 2023.
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"’
ASYNCHRONOUS ENCLAVE EXIT NOTIFY AND THE EDECCSSA USER LEAF FUNCTION In te I

CHAPTER 8
ASYNCHRONOUS ENCLAVE EXIT NOTIFY AND THE EDECCSSA USER

LEAF FUNCTION

8.1 INTRODUCTION

Asynchronous Enclave Exit Notify (AEX-Notify) is an extension to Intel® SGX that allows Intel SGX enclaves to be
l’lOtIfled after an asynchronous enclave exnt (AEX) has occurred EDECCSSA is a new Intel SGX user leaf functlon

TS ' stk ’ v 2 R *h

n Section 8.3 'Q\ SGX-Step led to new x86 processor instructions!

- — shipped in millions of devices = 4th Gen Xeon CPU




phoronix -0 2l (& 6P

W

ARTICLES & REVIEWS NEWS ARCHIVE FORUMS PREMIUM CONTACT © CATEGORIES

Code 1 Vv in  intel/linux-sgx X = Filter | |*s»

v ontel sdk/trts/linux/trts_mitigation.S

Intel AEX Notify Support Prepped For Linux To Help

Enhance SGX Enclave Security 48 * pescription:
: ) 49 » The file provides mitigations for SGX-Step
Written by Michael Larabel in Intel on 6 November 2022 at 06:01 AM EST. 5 Comments 0 ' g
Future Intel CPUs and some existing processors via a microcode update will 71 * Function:
support a new feature called the Asynchronous EXit (AEX) notification constant_time_apply_sgxstep_mitigation_and_continue_execution
mechanism to help with Software Guard Extensions (SGX) enclave security. 72 . Mitigate SGX-Step and return to the point at which the
Patches for the Linux kernel are pending for implementing this Intel AEX most recent
Notify support with capable processors. 73 : interrupt/exception occurred.

Intel's Asynchronous EXit (AEX) notification mechanism lets SGX enclaves run a handler
after an AEX event. Those handlers can be used for things like mitigating SGX-Step as an
attack framework for precise enclave execution control.

S

ﬂ SGX-Step led to changes in

= major OSs and enclave SDKs

SGX-Step



There’s a Catch...

Finally note that our proposed mitigation does not pro-
tect against interrupting enclaves and observing application
code and data page accesses at a coarse-grained 4 KiB spa-
tial resolution. In contrast to the fine-grained, instruction-
granular interrupt-driven attacks we consider in this work,
such controlled-channel attacks have received ample atten-
tion [18,47,56,59] from the research community.

D Constable et al. “AEX-Notify: Thwarting Precise Single-Stepping Attacks through Interrupt Awareness for Intel SGX Enclaves”, USENIX Security 2023. 74
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Why Mitigating Single-Stepping is Not Enough

susenix

THE ADVANCED
COMPUTING SYSTEMS
ASSOCIATION

- : = :—E’i'}; :
Original (left), Xu et al.

D Vanoverloop et. al “TLBIur: Compiler-Assisted Automated Hardening against Controlled Channels on Off-the-Shelf Intel SGX Platforms”, USENIX'25. 75



Libjpeg: AEX-Notify’s Temporal Reduction in Practice

9354

9350
52071 www

1

1

|

i
Stack

Heap

51774~
5165+

Code

5145 . . ; . , _ , .
0.0 0.2 0.4 0.6 0.8 1.0 p 3 1.4
Observations leb6 76




Libjpeg: AEX-Notify’s Temporal Reduction in Practice

9354 X
M
9350+ &
5207 {—{{-------———-—
e 3 .-"".Iqi; . yu_?i{; d‘&'k L_.I‘{\:-W,‘.w1 ._ |
- .f",_ 5.
m
QL
I
51771
5165
Reduced temporal resolution!
QL
©
o
Q
5145 L - | | | | |
0.0 0.2 0.4 0.6 0.8 1.0 1.2 1.4
Observations leb
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Libjpeg: AEX-Notify’s Temporal Reduction in Practice

93 ™ : — X
D Unconditional stack prefetching... () 3
93 \ l,; ........ m
S0 (Hjs———
Q
¢
5177{"|}
5165
Reduced temporal resolution!
3
S
51451 L :
0.0 0.2 0.4 0.6 0.8 1.0 1.2 1.4

Observations leb 78



Idea: TLB as a “Filter” to Hide Page Accesses

Application TLB hit Page tabl
age table

D Vanoverloop et. al “TLBIur: Compiler-Assisted Automated Hardening against Controlled Channels on Off-the-Shelf Intel SGX Platforms”, USENIX'25. 79



TLBlur: Self-Monitoring and Restoring Enclave Page Accesses

Prefetcher

@ [ Page Access Map (PAM) ) |
@ n . _ AEX Handler Enclave

N\

Untrusted OS

S

‘e, Hardware TLB -

a ZE: 00000 Hardware

D Vanoverloop et. al “TLBIur: Compiler-Assisted Automated Hardening against Controlled Channels on Off-the-Shelf Intel SGX Platforms”, USENIX'25. 80



Instrumentation to Self-Monitor Page Accesses at Runtime

(" ke (add LA, X k o (add rax, rdi
INLINE update(rax)| m:‘i} INLINE update(rax)
mov rdi, [rax] — mov rdi, [rax]

void foo(int 1) { INLINE update(rbx) | — f;jw INLINE update(rbx)
int x = al[i]; call *rbx =~ call *rbx
int v = (*b) (X); (l:mp 0, rax ~ cmp 0, rax
if (v) { jne 1f C2 }— CALL update(1f)
c[i] = 0; fm jne 1f ‘
) \C3 | CALL update(rip+8)
N
} add rcx, rdi A~ add rcx, rdi
INLINE update(rcx) _i;if I INLINE update(rcx)
moywy [tex]; O maoy [rexl: O
g J L y, \L: J€

D Vanoverloop et. al “TLBIur: Compiler-Assisted Automated Hardening against Controlled Channels on Off-the-Shelf Intel SGX Platforms”, USENIX'25. 81



Leakage Reduction in Practice: Libjpeg Single-Stepping

9354 X
v s _ R I8
9350_ .............................................................................................................................................................................................. aae m
5207 t—————— - - ———
Q.
1y
QL
X
51771
51651
QL
o
g . s et - e e e i St s [, (o (s o om— — o—r— | O
............. P O
5145{- - - - - - - | | | | | R
240000 250000 260000 270000 280000 290000

210000 220000 230000
Observations
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Leakage Reduction in Practice: Libjpeg Page Faults

Stack

9354

9350+

5207

5177
51651

5145/ :
32000

34000 36000 38000

Observations

Heap

Code
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Leakage Reduction in Practice: Libjpeg TLBlur (N=10)

9469

9465 s TN

5322 1/ ———————————————————————————— .
e e —————— =

52021 e m e i e e el a oo oo

5243 i

5223 | - — — — |

11300 11400 11500 11600 11700 11800

Observations

Stack

Heap

Code
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Leakage Reduction in Practice: Libjpeg TLBlur (N=20)

9469 X
1]
9465 ps N &
5322 £ 3\
\ /
\v/
o
16
QU
I
5292
5243
QU
T
(o]
U]
5223 , ‘ , , , ,
620 622 624 626 628 630 632 634

Observations
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Leakage Reduction in Practice: Libjpeg TLBlur (N=30)

9469 X
m
9465 - &
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o
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I
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Q
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TLBlur: Compiler-Assisted Leakage Reduction in Practice

f usenix g?
’ COMPUTING SVSTENS \\0

ASSOCIATION

O\ .::_-(((.
- @ Automated “blurring” of page-access traces in space and time -’:‘;\

D Vanoverloop et. al “TLBlur: Compiler-Assisted Automated Hardening against Controlled Channels on Off-the-Shelf Intel SGX Platforms”, USENIX'25. 87



Idea #3: Model-Specific Registers and
Performance-Monitoring Counters?




Software-Based DVFS Attacks

EEEEEEEN R T
- - T 09T
m m
n m
™ ™
n ™
: SGX :
EEEEEEEE Power

89



Software-Based DVFS Attacks

Hertzbleed
EEEEEEEE
. - Platypus
] |
| |
| |
| |
: SGX : Software-based power side-channel
| | analysis
EEEEEEEE

D Lipp et al. "PLATYPUS: Software-based Power Side-Channel Attacks on x86", S&P 21.

’Q‘ Requirements: Software-only attacker — Metadata + direct data leakage(!)

90




Software-Based DVFS Attacks

EEEENY 4 Plundervolt, VoltJockey, L oL oL
u m VOItPwn T 7T
u u
u u
||
[ | A [ |
: SGX : Software-based fault injection through
u u hidden undervolting MSR
EEEEEEEN

[ Murdock et al. “Plundervolt: Software-Based Fault Injection Attacks against Intel SGX”, S&P 20.

’Q\ Requirements: Software-only attacker — Fault injection (integrity breach)

921



PLUNDER
VO T

How a little bit of undervolting can cause a lot of problems



Intel® Extreme Tuning Utility

Warning

Altering clock frequency or voltage may:

« damage or reduce the useful life of the processor and other system componen |
« may reduce system stability and performance.

Product warranties may not apply if the processor is operated beyond its
specifications. Check with the manufacturers of system and components for
additional details.

| agree | agree, don't show again Cancel




Intel Power Management

63 42 4() 36 AN 21 0
| plane 1dx ‘ | r/w offset
| l
Y
0 = CPU core write-enable
] = GPU !
2 = cache (core)
3 = uncore 11-bit signed voltage offset
4 = analog 1/O (in units of 1/1p24 V)

Fig. 1. Layout of the undocumented undervolting MSR with address 0x150.
924



Plundervolt: Will it Fault?

uint64_t multiplier = 0x1122334455667788;
uinted t

var = (Oxdeadbeef * multipliler;

while (var == (Oxdeadbeef * multiplier)

{

var = (Oxdeadbeef;
var *= multiplier;

var = (Oxdeadbeef * multiplier;

95



Plundervolt: Will it Fault?

T T T |
——Base voltage ]
(J.8 Voltage tor first fault
|-].-I..|.I o .-...___._.—'
2
= ALEF - -
+ (.65
(.6 -
()00 F -
(L5 1 1 1 1 1 1 1 i
.o 0.7 (0.4 1.1 1.3 1.5 1.7 1.9

[

Frequency (GHz)

Fig. 3. Base voltage (blue) and voltage for first fault (orange) vs. CPU
frequency for the i13-7100U-A
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Plundervolt: Differential Fault Analysis of AES-NI in SGX

JEICEF1BC39
314C4 <— faulty
ADSA <-— correct

[Enclave] plaintext: :Aﬂﬂl"tibﬁiﬂalﬁﬂiﬂaéfr
[Enclave] CT1l: DE49E928 hBGEE:jagbﬂfEﬂ%EE
[Enclave] CTZ: BDFADCEZ333976AD53BB1DT718D

input to round 10:
[Enclave] 1: CDS5BF457 A%F61565 288013ZE 14C32401
[Enclave] 2: AEEBC19C DOAD3CBA AQOBCBAFA COD77DYI
input to round 9

L

'

it

[Enclave] 1: &F
b

Q71F 9D90C6BZ E6884534
[Enclave] 2 D1F

ODE7C6BZ A4884534

C,"'\.

input to round 8
[Enclave] e

-
[Enclave] Lo 1Y

A,

CZ274B5B ZDFDE544 1DSAEACO 643E/0OA1
CZ2T74B5B ZDFD8544 1DBAEACO 6466 /0A1

97



Plundervolt: Beyond Crypto—Inducing Memory-Safety Faults

f 210 &a1i]
BT
Ly

ali] } sizeof (elem t)

Figure 4. The address of element a[1] inan array is
computed as ¢a[0] +1i xsizeof (elem_t).
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Plundervolt: Beyond Crypto—Inducing Memory-Safety Faults

Attacker-controlled memory page

| Z 5\

Enclave virtual memory range

@ fill_user_features: @ ,

f = features + idx * sizeof ////

FEATURE A
FEATURE B

Page fault hanay
@ mmap (...

®
E XPp!

99



T A

by

DALL-E 3



Conclusions and Take-Away

New era of confidential computing for the cloud and loT

... but current architectures are not perfect!

C%) Scientific understanding driven by attacker-defender race

[ Im Thank you! ]
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