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Introduction

Lastest Leak

Patch Report: How the CIA

All Versions of Windows / Hacks Linux
Affected by Critical Flaw

DIRTY GOW

Linux Kernel Exploit
(CVE-2016-5195)

thehackernews.com/2016/10/linux-kernel-exploit.html thehackernews.com/2015/04 /rootpipe-mac-os-x-vulnerability. html
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Lines of code per Linux Kernel version

https://www.linuxcounter.net/statistics/kernel
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Introduction

Microsoft Office 2001

Windows 2000
Microsoft Office for Mac
Symbian

Windows 7

Windows XP

Microsoft Office 2013

Large Hadron Collider

Windows Vista

Microsoft Visual Studio 2012 -----
Facebook
US Army Future Combat System
Debian 50 codebase
Mac OS X “Tiger”

Car software

pairsin gen

Source: https://informationisbeautiful.net/visualizations/million-1lines-of-code/
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Introduction

Sy RO, a

Source: https://www.wired.com/2015/07/hackers-remotely-kill-jeep-highway/
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Introduction

Motivation: Application Attack Surface

EXEAECE -

Hypervisor

7 Trusted (] untrusted

Layered architecture — large trusted computing base
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Motivation: Application Attack Surface

OS kernel

Hypervisor

7 Trusted (] untrusted

Layered architecture — large trusted computing base
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Introduction

Motivation: Application Attack Surface

-

App ’[ App =

App ’[ App ’

OS kernel

Hypervisor

sanepus X0S L]

TPM [ Mem H HDD

Trusted (] untrusted

Intel SGX promise: hardware-level isolation and attestation
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Sancus: Lightweight and Open-Source Trusted Computing for the loT
Road Map

© Sancus: Lightweight and Open-Source Trusted Computing for the loT
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Sancus: Lightweight and Open-Source Trusted Computing for the loT

| THE INTERNET OF THINGS

AN EXPLOSION OF CONNECTED POSSIBILITY

sppLon (= - P

e

8B

18.2 BILLION ( i

2014

ABILLION 3

BILLIONS OF DEVICES

B7 BILLION

YEAR

Source: https://www.ncta.com/platform/industry-news/infographic-the-growth-of-the-internet-of-things/
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Sancus: Lightweight and Open-Source Trusted Computing for the loT

“Embedded-systems security is for lack of a

better word, a mess.”

— John Viega & Hugh Thompson
(IEEE Security and Privacy, September 2012).
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Sancus: Lightweight and Open-Source Trusted Computing for the loT

Motivation: Embedded Device Security

TI MSP430: low-cost, low-power computing

@ Runs 713 years on a single AA battery [Sea08]
o Single-address-space without memory protection

@ Attacker can modify all code and data + forge sensor readings

http://martybugs.net/
electronics/msp430/
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Motivation: Embedded Device Security

TI MSP430: low-cost, low-power computing

@ Runs 713 years on a single AA battery [Sea08]

o Single-address-space without memory protection

@ Attacker can modify all code and data + forge sensor readings ‘?

http://martybugs.net/
electronics/msp430/

Protected Module Architectures: isolation and attestation
@ Minimal (hardware-only) Trusted Computing Base
o Server/desktop: Intel SGX, ARM TrustZone
@ Low-end embedded: SMART, TrustLite, TyTAN, Sancus

Maene et al.: “Hardware-Based Trusted Computing Architectures for Isolation and Attestation”, 2017 [MGdCT17].
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Sancus: Lightweight and Open-Source Trusted Computing for the loT

Background: Protected Module Architectures

0x000000 o Isolated execution in a single-address-space

Unprotected memory
3 Code

=
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15 Data
o

OXFFFFFF
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Background: Protected Module Architectures

0x000000
Unprotected memory
£
gf Code -
el
Q
5
15 Data
o
OXFFFFFF

@ Program counter based access control

o Isolated execution in a single-address-space

Strackx et al.: “Efficient Isolation of Trusted Subsystems in Embedded Systems”, 2010 [SPP10].

Jo Van Bulck

From \ to Protected Unprotected
Entry Code Data
Protected r-x r-x ru- rwx
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Sancus: Lightweight and Open-Source Trusted Computing for the loT

Background: Protected Module Architectures

0x000000

Unprotected memory

T Code

@ Program counter based access control

@ Secure fully abstract compilation

o Isolated execution in a single-address-space

Protected mem.

i
5
(a)

OXFFFFFF

Strackx et al.: “Efficient Isolation of Trusted Subsystems in Embedded Systems”, 2010 [SPP10].
Agten et al.: “Secure Compilation to Modern Processors”, 2012 [ASJP12].

Jo Van Bulck

From \ to Protected Unprotected
Entry Code Data
Protected r-x r-x rv- rwx
Unprotected /
other SM r-x r—— -—- TWX
Newline 0x08
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Sancus: Lightweight and Open-Source Trusted Computing for the loT

Sancus Enclaved Execution Processor  [NAD*13, NVBM*17]

SM protected data section

SM text section

>
_
o
E Unprotected Unprotected Unprotected
=
SM metadata
Protected
storage
[T
h hd
Layout Keys
Noorman et al.: “Sancus 2.0: A Low-Cost Security Architecture for loT Devices”, 2017 [NVBM*17].
Newline 0x08
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Sancus: Lightweight and Open-Source Trusted Computing for the loT

Establishing Trust with Sancus

System model: remote software providers (SP) deploy sofware
modules (SM) on nodes (N) maintained by a (trusted)
infrastructure provider (IP)

Ny

N>

Newline 0x08 9/36
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Establishing Trust with Sancus

System model: remote software providers (SP) deploy sofware
modules (SM) on nodes (N) maintained by a (trusted)
infrastructure provider (IP)

Key hierachy: Sancus processor derives module-specific key
Kn,sp,sm from node-master key Ky:

@ based on hash(text section) + layout SM + SP id

@ stored in CPU: exclusively accessible from within SM

@ shared secret with SP: symmetric derivation from Ky sp

Jo Van Bulck
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Sancus: Lightweight and Open-Source Trusted Computing for the loT

Establishing Trust with Sancus

System model: remote software providers (SP) deploy sofware

modules (SM) on nodes (N) maintained by a (trusted) P
infrastructure provider (IP)
Key hierachy: Sancus processor derives module-specific key N, E\H N"‘
Kn,sp,sm from node-master key Ky:

@ based on hash(text section) + layout SM + SP id - @Pz -

@ stored in CPU: exclusively accessible from within SM

@ shared secret with SP: symmetric derivation from Ky sp o

’ SM, SM, @
Attestation Principle
= Use of Ky sp,sm proves integrity and isolation of SM deployed by SP on N J

Newline 0x08 9/36
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Sancus: Lightweight and Open-Source Trusted Computing for the loT

Sancus Enclaved Execution Platform  [NAD*13, NvBM*17]

Strong security primitives for openMSP430 Sancus GPU core

. . ] RAM
@ Software component isolation F’°“'e“d‘ | L | o
e Cryptography & attestation ﬁ It ji i :
@ Secure memory-mapped |/0 = g
wwwwwwww T M| [EEE
Efficient e Lo o 5
=]
g
s

@ Area: <2 kLUTs

@ Real-Time: Authentication in us

Crypto unit

SpongeWrap
5 .
Peripherals

Node key

@ Low-Power: 4+ 6% increase

Sancus is fully free and open-source:
@ https://distrinet.cs.kuleuven.be/software/sancus/

@ https://github.com/sancus-pma
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Van Bulck

t and Open-Source Trusted Computing for the loT

Sancus: Lightweight and Open-Source Trusted Computing for the loT

View on GitHub € = Watch a demo M

Explore Research [

€€ A project based on open-source building blocks and free-software ethos that attempts to provide a layer of integrity and deterministic
behavior to microcontrollers should be lauded and considered by anyone building hardware applications where security and

reliability are strong requirements.
— Mischa Spiegelmock LWN.net

U

SOFTWARE ISOLATION
Qutside software cannot read or write a protected
module's runtime state. A module can only be called
through one of its designated entry points.

SECURE COMMUNICATION
Sancus safeguards the authenticity, integrity, and
freshness of all traffic between a protected module
and its remote provider.

LIGHTWEIGHT CRYPTOGRAPHY

A minimalist cryptographic hardware unit enables
low-overhead symmetric key derivation,
authenticated encryption, and hashing.

19 2

SECURE I/O

Secure driver modules have exclusive ownership
over memory-mapped /O peripheral devices, and can
implement software-defined access control policies

Hardware-Based Trusted Computing from an Attack/Defense Perspective

i
SOFTWARE ATTESTATION

Remote or local parties can verify at runtime thata
pariicular software module has been isolated on a
specific node without having been tampered with.

S
BACKWARDS COMPATIBILITY

Legacy applications continue to function as expecied;
criical components can be migrated gradually into
Sancus-protected modules

Newline 0x08
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VulCAN: Vehicular Component Authentication and Software Isolation
Road Map

© VUICAN: Vehicular Component Authentication and Software Isolation
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VulCAN: Vehicular Component Authentication and Software Isolation

The State of Automotive Security

Recent Incidents
@ PoC remote takeover of a Jeep on the highway [MV15]
o CIA revelations [Wik]
Why?
e CAN communication protocol (°'86): all devices considered trusted
@ Remote connectivity, infotainment systems, self-driving cars
@ Increasing ECU usage: over 50 interconnected microcontrollers

Range
Rover r Ford Fusion Infiniti Toyota Prius
Sport Y — . B
41 3 52
ECUs 42 40
34 o
3.1/0 23/ ——a
15 11 15 .
3 -~
2006 2010 '06 14 ‘06’ 10 14 06 10 14

Source: http://wapo.st/legulvk
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Controller Area Network (CAN) Bus

5itz-5G, hinten | Takifor-5G _— Enparkhife-5G
- = Zantral-5G
Dachmodul | Hehntartaqsum

TUr-SG, hintan ra. | Klimabadianteil Fond Hackkbppe-SG
f - TY-Tunar
Analeguhe Luftfadar/COC-SG
Tir-5G, Balfahrer
Ralfendru ckk.-5G
Navigation-5G
i Anhénger-3G
ADR-5G psp
Moteor-5G 1 Battarie-56
Motor562 |

Tir-5G hinten Ii

Salriee Lankssuknmadul
ZAB | Tiir-5G Fahmr
Si-5G, Kombiinstrument
Batfahrar
. Sitz-56 Fahrer MM CAN-Antrieb
ADF-Sen sor KESSY-5G B
Bordnetz-SG ARSEED Kiima-5G CAN-Komfort
| Wischermodul 8 CAN-infotainm.
L i | standhoizung

Source: https://homepages.thm.de/~hg10013/Lehre/MMS/WS0304/Ludwig/bild05. jpg
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VulCAN: Vehicular Component Authentication and Software Isolation

Overview: Vulcanising Distributed Automotive Applications

Electronic Control

Units
Sensor
[Microcontrorier ] &

Anti-lock
Braking System;

Microcontroller

TAN
Controller

Sensor Driver

pp Module

App Module

Brake
Hydraulics

Microcontroller

TAN
Controller

Brake
Hydraulics

Microcontroller

@ Critical application

Jo Van Bulck
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Rogue
Control Unit

Microcontrolier
CAN
Controller

===

{Rotation Brake
iSensor Hydraulics
i [Microcontrolier ‘Microcontroller

App Module

Controller
¥ 3
CAN
Transceiver

TAN
Controller

Transceiver

components in enclaves: software isolation + attestation
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VulCAN: Vehicular Component Authentication and Software Isolation

Overview: Vulcanising Distributed Automotive Applications

Electronic Control

Anti-lock Rogue )
nits Braking Systemi Control Unit
Merosomroner] | Nierocomoler
Brake Pedal 05, Networking,
Protocols, etc. CAN

Microcontrofler | { C m\r »Ilu Controller
Sensor Driver 1 App Module

Aop Module < Transceiver [~ y A Tansesiver

S, i [ 1
. |Protocols, etc.

,L

/

Brake
Hydraulics

Microcontroller

TAN
Controller

Transceiver

Brake
Hydraulics

7
i,/
'ﬁt:\\ '3
Conroller_|[SAPPIMOAUIE

E R -

TAN [0S,
Transceiver |Protocols, etc.

; I \ {Rotation
&, /\_A Sensor
Microcontroller | | /

[

Controller Area
Network (CAN)

i [Microcontrolier
Sensor Driver

App Module

[ |

(0S, Networking,
Protocols, etc.

Transceiver

Brake
Hydraulics

‘Microcontroller

TAN
Controller

Transceiver

@ Critical application components in enclaves: software isolation 4 attestation
@ Authenticated CAN messages over untrusted system software/network
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VulCAN: Vehicular Component Authentication and Software Isolation

Overview: Vulcanising Distributed Automotive Applications

Electronic Control  {antidock |
nits Braking System!

Microcontrotier | |

05, Networking,
Protocols, etc.

JR— |
Brake Pedal
Sensor

App Module

S, Networking,|
otocols, etc.

Controller Area
Network (CAN)

{Rotation Brake
\ ¥/¥55e r Hydraulics
\ | [Mieroconmolier | Microcontroller
N Sensor Driver
TAN
Controller

Actuator Driver|,

App Module

App Module —

0S, i (0S, Networking,
\er [Protocols, etc. Protocols, etc.
=

@ Critical application components in enclaves: software isolation 4 attestation

@ Authenticated CAN messages over untrusted system software/network

@ Rogue ECUs, software attackers and errors in untrusted code cannot interfere with
security, but may harm availability
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VulCAN: Vehicular Component Authentication and Software Isolation

VulCAN Attestation Server: Boot + Session Key Provisioning

[rev ]

[ Generate random session keys ]

[ Load and enable PM ]

for each PM /

encrypt (Kpy, Ksession,pm | 1)

MAC (Kpp, n)

A 4

&
l

[ Turn on vehicle ignition ]

@ Challenge-response attestation + encrypted session key distribution
@ Preserve motorist safety via secure boot + exclusive vehicle ignition

Jo Van Bulck
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VulCAN: Vehicular Component Authentication and Software Isolation

VulCAN Demo Scenario (https://distrinet.cs.kuleuven.be/software/vulcan/)

= distributed authenticated path from keypad to shielded instrument cluster
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VulCAN: Vehicular Component Authentication and Software Isolation

VulCAN Demo Scenario

(https://distrinet.cs.kuleuven.be/software/vulcan/)

= distributed authenticated path from keypad to shielded instrument cluster

Central ECU é
SPI EE
transceiver

PMyey PMs

-~

secure MMIO

CAN SPI PMgy,
_‘?n transceiver | >

Gateway ECU

secure SPI

oog
0og

[] TcB  [] Untrusted

Jo Van Bulck
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Future Work & Research Challenges

Port Sancus to RISC-V CPU:

— replace SPONGEWRAP/SPONGENT with AES authenticated encryption hardware unit
Improve LLVM compiler support:

— unified framework to interact/deploy enclaves on heterogeneous networked platforms
Availability and real-time guarantees on compromised ECUs

— protected scheduler [VBNMP16]; network availability out of scope (or partition via
gateway)

Formal verification of software modules [JSP*11] + hardware designs [ZWSM15]

Jo Van Bulck Hardware-Based Trusted Computing from an Attack/Defense Perspective
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Stealthy Page Table-Based Side-Channel Attacks
Road Map

@ Stealthy Page Table-Based Side-Channel Attacks
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Stealthy Page Table-Based Side-Channel Attacks

The Big Picture: Application Attack Surface

rooggl ron | aww || noog
5 OS kernel _/X
Hyperwsor

Mem H HDD

’ SoAB|DUD x95<—|—|—|

Trusted (] untrusted

Intel SGX promise: hardware-level isolation and attestation
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The Big Picture: Application Attack Surface

-

App ’[ App

App ’[ App ’

OS kernel

Hypervisor

" sonepus Xoo <L

TPM [ Mem H HDD

Trusted (] untrusted

Untrusted OS — new class of powerful side-channels
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Side-Channel Attack Principle

Source: https://commons.wikimedia.org/wiki/File:WinonaSavingsBankVault.JPG
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Stealthy Page Table-Based hannel Attacl

Side-Channel Attack Principle

Source: https://flic.kr/p/69sHDa
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The Virtual Memory Abstraction

Virtual i Address
Address Space ! Translation
Virtual ! .
Address i Mapping

i Page
! Tables

Physical
Address Space

Physical
Address
|
System bus
v

DRAM

Costan et al. “Intel SGX explained”, IACR 2016 [CD16]
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Page Faults as a Side-Channel

logical address —> pag|ng unit —> SGX checks §—>physical address

% ..SGX checks

page fault (#PF)

= Untrusted address translation may fault during enclaved execution (!) )
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Page Faults as a Side-Channel

age fault sequence

Xu et al.: “Controlled-channel attacks: Deterministic side channels for untrusted operating systems”, Oakland 2015 [XCP15]

= Page fault traces leak private control data/flow J
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Stealthy Page Table-Based Side-Channel Attacks

Page Faults as a Side-Channel

Original Recovered Original Recovered

g
e

Xu et al.: “Controlled-channel attacks: Deterministic side channels for untrusted operating systems”, Oakland 2015 [XCP15]

= Low-noise, single-run exploitation of legacy applications )
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Current Solutions: Hiding Enclave Page Faults

Page \ ok
walk?

fail

fault

Shih et al. “T-SGX: Eradicating controlled-channel attacks against enclave programs”, NDSS 2017 [SLKP17]
Shinde et al. “Preventing page faults from telling your secrets”, AsiaCCS 2016 [SCNS16]
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Stealthy Page Table-Based Side-Channel Attacks

Current Solutions: Hiding Enclave Page Faults

Page
walk?

Shih et al. “T-SGX: Eradicating controlled-channel attacks against enclave programs”, NDSS 2017 [SLKP17]
Shinde et al. “Preventing page faults from telling your secrets”, AsiaCCS 2016 [SCNS16]
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Stealthy Page Table-Based Side-Channel Attacks

Current Solutions: Hiding Enclave Page Faults

v Page
WO walk?
P 4

Defenses do not hold when attacker learns page accesses without triggering faults!
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Current Solutions: Hiding Enclave Page Faults

o

Page-Directory-
Pointer Table

PDPTE

PTE

PDE with PS=0 40

20 Page Table
Page-Directory
40

—> PML4E

o 4-KByte Page

Linear Address
47 39 38 3029 2120 12 11
| PML4 ‘ Directory Ptr Directory Table ‘ Offset

=l

9 9
1
Physical Addr

Defenses do not hold when attacker learns page accesses without triggering faults!

Jo Van Bulck
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Stealthy Page Table-Based Side-Channel Attacks

Telling Your Secrets Without Page Faults

@ Attack vector: PTE status flags: void inc_secret( void )
. {
° A(f:cessec-j) bit if (secret)
o D(irty) bit *a +=1;
else
b +=1
}
J
@  orrerreerrsssssssssssssssssssssssssaes,
o : PTEa
O
@ oveesssnssunsannnnransrnsnnsnnennnnnnny
2 i PTED
o

.......................................
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Stealthy Page Table-Based Side-Channel Attacks

Telling Your Secrets Without Page Faults

@ Attack vector: PTE status flags: void inc_secret( void )
. {
° A(f:cessec-j) bit if (secret)
o D(irty) bit *a +=1;
. else
~+ Also updated in enclave mode! *p =1
}
J/
@  oreereerrsssssssssssssssssssssssssaes,
o i PTEa
B s
@ oveesssnssunsannnnransrnsnnsnnennnnnnny
2 i PTED
o

.......................................
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Stealthy Page Table-Based Side-Channel Attacks

Telling Your Secrets Without Page Faults

N
@ Attack vector: PTE status flags: void inc_secret( void )
. {
° A(f:cessec-j) bit if (secret)
o D(irty) bit *a +=1;
. else
~+ Also updated in enclave mode! *p =1
}
J/
@  oreereerrsssssssssssssssssssssssssaes,
o i PTEa :
Y N
@ oveenssnnsansannnnrensdionssnncnnnnnn,
2 i PTED :
e Y
&, cLear
=

Hardware-Based Trusted Computing from an Attack/Defense Perspective
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Stealthy Page Table-Based Side-Channel Attacks

Telling Your Secrets Without Page Faults

8
I_ EENTER -

@ Attack vector: PTE status flags: void inc_secret( void )
. {
° A(f:cessec-j) bit if (secret)
o D(irty) bit *a +=1;
. |
~ Also updated in enclave mode! N iﬁ +=1
}
J/
@  oreereerrsssssssssssssssssssssssssaes,
o i PTEa
T
@ oveesssnssunsannnnransrnsnnsnnennnnnnny
2 i PTED
o

.......................................
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Stealthy Page Table-Based Side-Channel Attacks

Telling Your Secrets Without Page Faults

@ Attack vector: PTE status flags: void inc_secret( void )
: {
o A(ccessed) bit .
. . if (secret)
o D(irty) bit *a += 1; f’,??_’ff_a_ﬁ'e
i else Walk —
~> Also updated in enclave mode! b 4= 1 ‘
} o
i)
: PTEa | 4

.......................................

.......................................

Page Table

.......................................
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Stealthy Page Table-Based Side-Channel Attacks

Telling Your Secrets Without Page Faults

@ Attack vector: PTE status flags: void inc_secret( void )
: {
o A(ccessed) bit .
. . if (secret)
o D(irty) bit *a += 1; f’,??_’ff_a_ﬁ'e
i else Walk —
~> Also updated in enclave mode! b 4= 1 ‘
} o
-‘ J
: PTEa | 4

.....................................

......................................

Page Table

......................................

JB, Accessep?

S/
Jo Van Bulck Hardware-Based Trusted Computing from an Attack/Defense Perspective

Newline 0x08 23 /36



Stealthy Page Table-Based Side-Channel Attacks

Telling Your Secrets Without Page Faults

@ Attack vector: PTE status flags: void inc_secret( void )
. {
° A(f:cessec-j) bit if (secret)
o D(irty) bit *a +=1;
. else
~+ Also updated in enclave mode! *p =1
}
@ Attack vector: Unprotected page table memory: J
@  oreereeesrssssssssssssssssessssssssae, .
S i PTEa
o Cached as regular data T
- - @ L ereeerrrsssssssssssssssssssssssssssssa.
e Accessed during address translation 2 {bre b
o

.......................................
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Telling Your Secrets Without Page Faults

N
@ Attack vector: PTE status flags: void inc_secret( void )
- {
° A(.ccessec-j) bit if (secret)
o D(irty) bit *a +=1;
|
~» Also updated in enclave mode! € iﬁ +=1;
}
J

@ Attack vector: Unprotected page table memory:

.....................................

o|B|iPTEa
o Cached as regular data < = I —
o Accessed during address translation I = U
~+ Flush4-Reload cache timing attack!l T M
=

Jo Van Bulck Hardware-Based Trusted Computing from an Attack/Defense Perspective Newline 0x08 23 /36



Telling Your Secrets Without Page Faults

8
I_ EENTER -

v A
@ Attack vector: PTE status flags: void inc_secret( void )
. {
° A(.ccessec-j) bit if (secret)
o D(irty) bit *a +=1;
|
~» Also updated in enclave mode! € iﬁ +=1;
}
@ Attack vector: Unprotected page table memory: J
) —
0
o Cached as regular data < g ....................................
. . G |Sd| e,
o Accessed during address translation S8 e

~~ Flush+Reload cache timing attack!
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Telling Your Secrets Without Page Faults

@ Attack vector: PTE status flags: void inc_secret( void )
. {
o A(ccessed) bit .
if (secret)
o D(irty) bit *a +=1; R?gﬁ.?_ble
. else walk” .,
~~ Also updated in enclave mode! b 4= 1: ‘
; %
} i
@ Attack vector: Unprotected page table memory: i/
o |B]iPEa r
o Cached as regular data £ I ———
H H G |Sd| e,
o Accessed during address translation S8 e

....................................

~~ Flush+Reload cache timing attack!
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Telling Your Secrets Without Page Faults

N
@ Attack vector: PTE status flags: void inc_secret( void )
. {
° A(.ccessec-j) bit if (secret)
o D(irty) bit *a +=1;
. else
~» Also updated in enclave mode! *p 4= 1;
}
@ Attack vector: Unprotected page table memory: J
g —
0
o Cached as regular data < é ...................................
. . P I [
o Accessed during address translation S8 e

~~ Flush+Reload cache timing attack!
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#PF-Less Challenges: Monitoring Repeated Accesses

N
void inc_secret( void )
{
@ Challenge: No #PF on memory access I°r('=o; P lenitt)
if (secret[i])
*a+=1; v, .
else . @
*b +=1; .‘
} i
}
J
@ areeesssesssssnenssnean—ng
o i PTEa
.
q’ ----------------------------------------
2 i PTED
e

SECRET = 01010
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#PF-Less Challenges: Monitoring Repeated Accesses

N
void inc_secret( void )
{
@ Challenge: No #PF on memory access for (120 1< len; i++)
i if (secret[i])
~ Monitor PTEs from concurrent spy thread 3 4= 1 weeeran, [ )
else ..
*b +=1; o:
} H
}
J

ggg ACCESSED ?
P4

O
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#PF-Less Challenges: Monitoring Repeated Accesses

<
void inc_secret( void )
{
@ Challenge: No #PF on memory access for (120 1< len; i++)
i if (secret[i])
~ Monitor PTEs from concurrent spy thread %3 4= 1 weeeran, [ )
else ..
) . *b +=1; o:
@ Challenge: Translation Lookaside Buffer (TLB) } H
}
J

ggg ACCESSED ?
P4

(o)
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Stealthy Page Table-Based Side-Channel Attacks

#PF-Less Challenges: Monitoring Repeated Accesses

N
void inc_secret( void )
{
@ Challenge: No #PF on memory access I"(':o; P<len;i++)
. if (secret[i])
~ Monitor PTEs from concurrent spy thread *a 4= 1; cre, @)
IRQ/AEX else o-°
: . =1 o
@ Challenge: Translation Lookaside Buffer (TLB) } ]
} R
~> Directed Inter-Processor Interrupt —
T A
o i PTEa | 4
S, TR
0 ---------------------------------------
2 i PTED
- Y O AR

ggg ACCESSED ?
P4

(o)
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#PF-Less Challenges: Monitoring Repeated Accesses

N
void inc_secret( void )
{
@ Challenge: No #PF on memory access I"(':o; P<len; i)
. if ( tlil)
~ Monitor PTEs from concurrent spy thread I *Zeirj 1|; —— )
IRQ/AEX else o
: . =1 o
@ Challenge: Translation Lookaside Buffer (TLB) } ]
} R
~> Directed Inter-Processor Interrupt —
T A
% PTE a | 4
@ Challenge: Temporal resolution (IPI latency) 5
2 i PTED
- Y O AR

ggg ACCESSED ?
P4

O
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#PF-Less Challenges: Monitoring Repeated Accesses

void inc_secret( void )

@ Challenge: No #PF on memory access I"(i:o; P<len;i++)
. if ( tlil)
~ Monitor PTEs from concurrent spy thread I *Zeirj 1|; .
IRQ/AEX el:s . L g
. =1 e
@ Challenge: Translation Lookaside Buffer (TLB) } ]
} g
~> Directed Inter-Processor Interrupt 5 —
$ :
@ Challenge: Temporal resolution (IPI latency) o
(=)
. . ©
~ Precise Flush+Flush technique o
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PTE Flush+Flush: A High-Resolution, Low-Latency Channel

Challenge: monitoring repeated accesses

Interrupt victim enclave via spy thread
3 access detection latency <> #PF-attacks
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PTE Flush+Flush: A High-Resolution, Low-Latency Channel

Challenge: monitoring repeated accesses

Interrupt victim enclave via spy thread
3 access detection latency <> #PF-attacks

Interrupt granularity:

® A/D monitoring: ~ 430 nop / ~ 175 add
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PTE Flush+Flush: A High-Resolution, Low-Latency Channel

Challenge: monitoring repeated accesses

Interrupt victim enclave via spy thread
3 access detection latency <> #PF-attacks

Interrupt granularity:

® A/D monitoring: ~ 430 nop / ~ 175 add
® Flush+Reload: might miss victim access (TLB!)

(a) Victim PTE access

\
(b) FLUSH+RELOAD hit ([T 1]
\

(c) FLUSH+RELOAD miss [ ] reload | |

[maccess| |

time
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PTE Flush+Flush: A High-Resolution, Low-Latency Channel

Challenge: monitoring repeated accesses

Interrupt victim enclave via spy thread
3 access detection latency <> #PF-attacks

Interrupt granularity:

® A/D monitoring: ~ 430 nop / ~ 175 add
® Flush+Reload: might miss victim access (TLB!)

© Flush+Flush: clflush completes earlier for uncached data

| ——Sandy Hit - - - Sandy Miss — Ivy Hit - - Ivy Miss — Haswell Hit - - - Haswell Miss
2 100% T T T T T T T T
= Y 7
2
g 2 | -
Z 0% [ v LN P \ I,
100 110 120 130 140 150 160 170 180 190 200

EXECUTION TIME (IN CYCLES)

Gruss et al. “Flush+Flush: a fast and stealthy cache attack”, DIMVA 2016 [GMWM16]
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PTE Flush+Flush: A High-Resolution, Low-Latency Channel

Challenge: monitoring repeated accesses

Interrupt victim enclave via spy thread
3 access detection latency <> #PF-attacks

Interrupt granularity:

® A/D monitoring: ~ 430 nop / ~ 175 add
® Flush+Reload: might miss victim access (TLB!)
© Flush+Flush: interrupt within trigger instruction (> 99.8%)

(a) Victim PTE access

\
(b) FLUSH+RELOAD hit ([T 1]
\

(c) FLUSH+RELOAD miss [ ] reload | |

(d) FLusH+FLUsH hit flush

time
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Attacking Libgcrypt EdDSA (simplified)

! Memory layout

2

3

4 gery_free 0x0F000
5 —

6

7

8 - 0xC0000
9 mpi_add
10 mpi_test_bit | **°%
11
12

13 for (j=nbits—1; j >=0; j——) { 22 Code pages 04C9000
14 _gcry_mpi_ec_dup_point (result, result, ctx); per iteration mpi_ec_add_p

15 if (mpi_test_bit (scalar, j)) - 0%CA000
16 _gcry_-mpi-ec_add_points (result, result, point, ctx); mpi_ec_mul_p
17 } \

18
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Attacking Libgcrypt EADSA (simplified)

1 Memory layout
2
3 Monitor
4 trigger page 0x0F000
. gger pag gcry_free
6
7
8 ‘ mirol 2 0xC0000
0 =
0xC1000
10 O p e D
12
. . . . rd
13 for (J:nblts—-].;J >=0; J_——) { ACCESSED ? - 0xC9000
14 _gcry_mpi_ec_dup_point (result, result, ctx); mpi_ec_add_p
15 if (mpi_test_bit (scalar, j)) moi ec mul 0xCA000
16 _gcry_-mpi-ec_add_points (result, result, point, ctx); piec_mulp
17 }
18
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Attacking Libgcrypt EADSA (simplified)

1 Memory layout
2
3
4 0x0F000
5 gcry_free
6
7
8 - 0xC0000
. A mpi_add
S 0xC1000
10 ,O mpi_test_bit
1 INTERRUPT
12
13 for (j=nbits—1; j >=0; j——) { - 0xC9000
14 _gcry_mpi_ec_dup_point (result, result, ctx); mpi_ec_add_p
15 if (mpi_test_bit (scalar, j)) moi ec_mul 0xCA000
16 _gcry_-mpi-ec_add_points (result, result, point, ctx); piec_mulp
17 }
18
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Attacking Libgcrypt EADSA (simplified)

! Memory layout

2

3

. 0x0F000

5 gcry_free

6 ACCESSED ?

7 _

8 ‘ mpi_add 0xC0000

’ = =

10 O mpi_test_bit | **°%

Record page set PILIEEL

. 0011

12

13 for (j=nbits—1; j >=0; j——) { . 04C9000

14 _gcry_mpi_ec_dup_point (result, result, ctx); mpi_ec_add_p

15 if (mpi_test_bit (scalar, j)) ACCESSED ? . 0xCA000
. . . mpi_ec_mul_p

16 _gcry_-mpi-ec_add_points (result, result, point, ctx); - = -

17 }
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Attacking Libgcrypt EADSA (simplified)

! Memory layout
2
3
. 0x0F000
5 gcry_free
6
7
8 ‘ e 0xC0000
° =

: - 0xC1000
10 O mpi_test_bit

p _test_

11
12
13 for (j=nbits—1; j >=0; j——) { RESUME 0465000
14 _gcry_mpi_ec_dup_point (result, result, ctx); mpi_ec_add_p
15 if (mpi_test_bit (scalar, j)) moi ec_mul 0xCA000
16 _gcry_-mpi-ec_add_points (result, result, point, ctx); Pk 9
17
18 } Full 512-bit key recovery, single run
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SGX-Step: Precise Enclave Execution Control
Road Map

© SGX-Step: Precise Enclave Execution Control
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SGX-Step: Precise Enclave Execution Control

Enclaves as a Black Box

INPUT —> ‘ — OUTPUT
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Enclaves as a Black Box

INPUT —> ‘ — OUTPUT
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SGX-Step: Precise Enclave Execution Control

Enclaves as a Black Box

-
—0

'
INPUT —

—> OUTPUT
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The Galloping Enclave Analogy

I I8 1 B . is 14 i | 18

-

——

o

Source: https://en.wikipedia.org/wiki/Sallie_Gardner_at_a_Gallop
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SGX-Step: Precise Enclave Execution Control

The Galloping Enclave Analogy

Copyright, m;s by MUYBRIDGE.

MORSE'S Gallery, 417 Montgomigry St., San Francisco.

THE j“}ORSE IN AAOTJON.

=] 1 Miastrated by
MUYBRIDGE, AUTOMATIC ELECTRO-FHOTOGRAPH
v SSALLIN GARDNER,” owned by LELAND BTANFORH, runfiingacis 140 galk over the Palo Alto track/71 08 JURREISNS.
The aegtes o hise photrahe e e el oty evn chs of g, ,.,f?w,“., {80 prt o socad ot ey et comsecuti poi
Sumcd in GAch (WenRy-seven Mches of progress dusing & single siride of & Thgvertial lies were twenty-seven inches apart  the horzontal
ies represent clevations of four iches ach. ~ The exposure of €ac s tha the twothoutandth pare of & second.
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SGX-Step: Precise Enclave Execution Control

High Resolution Side-Channels in Practice

= Coarse-grained preemption (4 KB page leakage) J
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SGX-Step: Precise Enclave Execution Control

High Resolution Side-Channels in Practice

Hahnel et al.: “High-resolution side channels for untrusted operating systems”, ATC 2017 [HCP17]

= Fine-grained preemption (64 B cache line leakage) J
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Timer-Based Attacks

SGX-Step Goal: executing enclaves one instruction at a time )
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Timer-Based Attacks

SGX-Step Goal: executing enclaves one instruction at a time )

Frequent enclave preemption challenge:

® x86 HW debug features disabled in enclave mode
© ...but full control over timer devices/scheduling
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Timer-Based Attacks

SGX-Step Goal: executing enclaves one instruction at a time )

Frequent enclave preemption challenge:

® x86 HW debug features disabled in enclave mode
© ...but full control over timer devices/scheduling

= User space virtual memory mappings for x86 APIC + page table entries

jo@sgx-laptop:~§ cat /proc/iomem | grep "Local APIC"
Tee00000-feeBOfff :

jo@sgx-laptop:~% sudo devmem2 OxFEE00830 h

/dev/mem opened.

Memory mapped at address @x7f37dcl87000.
Value at address OxFEEGG@30 (0x7137dcl87030): 0x15
jo@sgx-laptop:~§ []
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SGX-Step: Precise Enclave Execution Control

Interrupting and Resuming Enclaves

Enclave

/while true do \

INST
INST
INST
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SGX-Step: Precise Enclave Execution Control

Interrupting and Resuming Enclaves

Enclave @ IRQ

(while true do —
INST
INST
INST

INST
endwh

- )
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SGX-Step: Precise Enclave Execution Control

Interrupting and Resuming Enclaves

Enclave @ IRQ
(while true do —
INST
@ AEX INST

(| INST

INST
endwh

apic_timer_interrupt Kernel
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SGX-Step: Precise Enclave Execution Control

Interrupting and Resuming Enclaves

Enclave @ IRQ

/,;hile true do —
INST
@ AEX INST
(| INST

INST
endwh

apic_timer_interrupt Kernel
/dev/sgx—step]

A
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SGX-Step: Precise Enclave Execution Control

Interrupting and Resuming Enclaves

Enclave @ IRQ
/,;hile true do —
INST
@ AEX INST

(| INST

INST
endwh

(EDBGRD) User

J /\ apic_timer_interrupt Kernel
/dev/sgx—step]

A
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SGX-Step: Precise Enclave Execution Control

Interrupting and Resuming Enclaves

Enclave @ IRQ

/,;hile true do —
INST
@ AEX INST
(| INST

INST
endwh

: (EDBGRD)

‘/\ apic_timer_interrupt

A

/dev/sgx-step
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SGX-Step: Precise Enclave Execution Control

Interrupting and Resuming Enclaves

Enclave @ IRQ

/,;hile true do —
INST
@ AEX INST
(| INST

INST
endwh '5Ei:l
N .

{3} (EDBGRD)

apic_timer_interrupt

A

/dev/sgx-step

Jo Van Bulck Hardware-Based Trusted Computing from an Attack/Defense Perspective Newline 0x08 31 /36



SGX-Step: Precise Enclave Execution Control

Interrupting and Resuming Enclaves

Enclave @ IRQ
(while true do _— AEP
INST T
@ Aex NSt (6) ERESUME Y\

(| INST

INST
endwh

apic_timer_interrupt

A

/dev/sgx-step
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Increasing the Resolution of Page Table-Based Attacks

strlen loop
Note: page fault-driven attacks cannot make progress }

1 size_t strlen (char xstr) 1 mov  %rdi ,%rax
> | 2 1: cmpb $0x0,(%rax)
3 char x*s; 3 je 2f
4 4 inc  %rax
5 for (s = str; xs; 4+s); 5 jmp 1b
6 return (s — str); 6 2: sub  %rdi ,%rax
7} 7 retq
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Increasing the Resolution of Page Table-Based Attacks

strlen loop }

Note: page fault-driven attacks cannot make progress

1 size_t strlen (char xstr) 1 mov  %rdi ,%rax
> | 2 1: cmpb $0x0,(%rax)
3 char x*s; 3 je 2f
4 4 inc %rax
5 for (s = str; xs; 4+s); 5 jmp 1b
6 return (s — str); 6 2: sub  %rdi ,%rax
7} 7 retq
= tight loop: 4 instructions, single memory operand
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Increasing the Resolution of Page Table-Based Attacks

Protection from Side-Channel Attacks

Intel® SGX does not provide explicit protection from side-channel attacks. It is the enclave developer's responsibility to
address side-channel attack concerns.

In general, enclave operations that require an OCall, such as thread synchronization, /O, etc., are exposed to the
untrusted demain. If using an OCall would allow an attacker to gain insight Into enclave secrets, then there would be a
security concem. This scenario would be classified as a side-channel attack, and it would be up to the ISV to design the
enclave in a way that prevents the leaking of side-channel information

Mere iImportant, the application enclave should use an appropriate crypto implementaticn that is side channel attack
resistant inside the enclave if side-channel attacks are a concern.

Source: https://software.intel.com/en-us/node/703016
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SGX-Step: Precise Enclave Execution Control

Attacking strlen

Page fault adversary

Progress = both code + data pages present &

Page Table

! PTE text

Jo Van Bulck

N

\.

text
mov %rdi,%rax
1: cmpb $0x0,(%rax)

je 2f
inc  %rax
jmp 1b

2: sub  %rdi,%rax
retq

.data
.ascii "SysTEX 2017"

J
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SGX-Step: Precise Enclave Execution Control

Attacking strlen

Single-stepping adversary
Execute + interrupt = data page accessed ? ©

Page Table

! PTE text

Jo Van Bulck

N

\.

text
mov %rdi,%rax

1: cmpb $0x0,(%rax) 4
Pb_$0x0,(%rax) 3

je 2f
inc  %rax
jmp 1b

2: sub  %rdi,%rax
retq

.data
.ascii "SysTEX 2017"

£
= O

INTERRUPT

J
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SGX-Step: Precise Enclave Execution Control

Attacking strlen

Single-stepping adversary

Execute + interrupt = data page accessed ? ©

Page Ta

! PTE text

ble

T ........ \\

M AccesseD? \

Jo Van Bulck

\.

text
mov %rdi,%rax

1: cmpb $0x0,(%rax) 4
Pb_$0x0,(%rax) 3

je 2f
inc  %rax
jmp 1b

2: sub  %rdi,%rax
retq

.data
.ascii "SysTEX 2017"

£
= O

INTERRUPT

J
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SGX-Step: Precise Enclave Execution Control

High-Resolution Side-Channels in Practice (revisited)
(hﬂeD

2 Background

On February 16th, 2018, a team of security researchers at Catholic University of Leuven (KU Leuven)
disclosed to Intel Corporation an issue with Edger8r Tool within the Intel® Software Guard Extensions
(Intel® SGX) Software Developer’s Kit (SDK). This issue could cause the Edger8r tool to generate source
code that could, when used as intended within an SGX enclave, expose the enclave to a side-channel
attack. The attack would then have the potential to disclose confidential data within the enclave.

Source: https://software.intel.com/sites/default/files/managed/e1/ec/180309_SGX_SDK_Developer_Guidance_Edger8r.pdf
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SGX-Step: Precise Enclave Execution Control

High-Resolution Side-Channels in Practice (revisited)

static sgx status t SGX CDECL sgx _ecall pointer string(void* pi
{

CHECK_REF_ POINTER(pms, sizeof (ms_ecall pointer string t));
s eecdall polnter strifg t% ms =

SGX CAST (ms ecall pointer string t*, pms);
sgx status t sEatus = S5GX SUCCESS;
char* tmp str = ms->ms str;
size_t__leﬁ;str = _tmp_gtr ? strlen(_tmp str) + 1 : 0;
char* _in_str = NULL;

CHECK UNIQUE POINTER( tmp str, _len str);

= Reliably locate all 0x00 bytes in enclave memory (!) J
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Road Map

@ Conclusions
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But ...

= Need trustworthy hardware:
@ Free and open-source processors (e.g., Sancus [NVBM*17], RISC-V, CHERI [ww(C"14])
e Formal verification (e.g., secVerilog [ZWSM15])
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Conclusions

Conclusion

Take-Away Message

Hardware-based security primitives to isolate and attest enclaved application logic

J

But ...

= Need trustworthy hardware:

@ Free and open-source processors (e.g., Sancus [NVBM*17], RISC-V, CHERI [ww(C"14])

e Formal verification (e.g., secVerilog [ZWSM15])

= Watch out for side-channels:
@ Architecture: e.g., unprotected page table memory

@ Application: e.g., secret-dependent control/data flow
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Conclusions

Thank you! Questions?

https://distrinet.cs.kuleuven.be/software/sancus/

Free as in Freedom

https://github.com/jovanbulck
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