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wildgrowth last 2 years; chaos; hard to see the research tracks in this field; LVI is an entirely different way to look at some of these existing tracks, with surprising fargoing consequences; so let me first start with cleanup; disentangle



A new perspective. . .
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Motivation: Branch prediction to avoid pipeline stalls

4/30/2020
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Fmovb $20, %al 

add %rax, %rcx

sub %rdx, %rsi

jne target:

add %rax, %rax

target:
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Branch prediction as a side channel

if secret do

    ...

endif

start_timer

  if public do

    ...

  endif

end_timer

secret=1, train branch predictor

BPU historyCPU

taken
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Branch prediction as a side channel

if secret do

    ...

endif

start_timer

  if public do

    ...

  endif

end_timer

fast exec → predict taken → secret=1

BPU historyCPU

taken
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Branch prediction as a transient fault injection primitive

if i < LEN do

    ...

endif

  if train do

    ...

  endif
mistrain shared branch predictor

BPU historyCPU

taken
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Branch prediction as a transient fault injection primitive

if i < LEN do

    ...

endif

BPU historyCPU

taken

poisoned history → mis-speculate

  if train do

    ...

  endif
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Spectre v1: Speculative buffer over-read

secretuser buffer • Programmer intention: no out-of-bounds accesses

• Mistrain gadget to speculatively “ahead of time”

execute with idx ≥ LEN in the transient world

• Side channels may leave traces after roll-back!
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Spectre take-away

• CPU transiently executes wrong code paths

• Confused-deputy gadgets encode secrets via side channels



? ?



but wait, was there not this thing called MD as well?



?







Meltdown: Transiently encoding unauthorized memory

Unauthorized access
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Meltdown: Transiently encoding unauthorized memory

Unauthorized access Transient out-of-order window Exception

(discard architectural state)
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Meltdown: Transiently encoding unauthorized memory

Unauthorized access Transient out-of-order window

oracle array

cache hit

Exception handler
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Meltdown variants: Address dependencies
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Meltdown variants: Microarchitectural buffers
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Meltdown take-away

Faulting (or assisted) loads transiently forward unrelated data from

various microarchitectural buffers



?



















LVI: The basic idea
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LVI: The basic idea

Replay load
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GRUSS: but wait Jo what are you saying, victims don't have page faults, there's a TLB etc



Enclaves to the rescue!

Mem HDD

OS kernel

CPU

AppApp

TPM

Hypervisor

 Enclave app

Intel SGX promise: hardware-level isolation and attestation
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Intel SGX: A look under the hood

paging unit SGX checkslogical address physical address

• SGX machinery protects against direct address remapping attacks

• . . . but untrusted address translation may fault during enclaved execution (!)
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Intel SGX: A look under the hood

paging unit SGX checks

page fault (#PF)

logical address physical address

We can arbitrarily provoke page faults for trusted enclave loads!
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LVI toy example: Hijacking transient data flow

1 vo id c a l l v i c t i m ( s i z e t

u n t r u s t e d a r g )

2 {
3 ∗ a r g c o p y = u n t r u s t e d a r g ;

4 a r r a y [ **trusted ptr ∗ 4 0 9 6 ] ;

5 }
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LVI toy example: Recovering arbitrary secrets
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Taxonomy of LVI variants: Many buffers, many faults. . .

LVI-type

LVI-NM-FPU

LVI-PF

LVI-MCA

LVI-US

LVI-PPN
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LVI-AD
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LVI-US-SB

LVI-US-LP

LVI-PPN-NULL

LVI-PPN-L1D

LVI-P-NULL

LVI-P-L1D

LVI-P-LFB

LVI-P-SB

LVI-P-LP

LVI-AD-LFB

LVI-AD-SB

LVI-AD-LP
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LVI-based transient control-flow hijacking

P3 address

uarch buffer
P1_gadget:

*user_pt; 1. Victim fills µ-arch buffer with

attacker-controlled data

2. Victim executes indirect branch

(JMP/CALL/RET)

3. Faulting load → inject incorrect

attacker values(!)

4. Redirect transient control flow
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LVI-based transient control-flow hijacking

P2_gadget:

return;

P3 address

uarch buffer

P3_gadget:
oracle[*secret_pt];

LVI

P1_gadget:

*user_pt;RAX 1. Victim fills µ-arch buffer with

attacker-controlled data

2. Victim executes indirect branch

(JMP/CALL/RET)

3. Faulting load → inject incorrect

attacker values(!)

4. Redirect transient control flow
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GRUSS: interrupt Jo in the end; doesn't matter, we already have processors that are not vulnerable to FS anwyay



LVI-NULL: Why 0x00 is not a safe value

• Recent Intel CPUs forward 0x00 dummy values for faulting loads

• . . . but NULL is a valid virtual memory address, under attacker control

• . . . hijack pointer values (e.g., function pointer-to-pointer)

21



LVI-NULL: Why 0x00 is not a safe value

NULL

2

1

 trusted enclave load

attacker-controlled page

• Recent Intel CPUs forward 0x00 dummy values for faulting loads

• . . . but NULL is a valid virtual memory address, under attacker control

• . . . hijack pointer values (e.g., function pointer-to-pointer)
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LVI-NULL: Why 0x00 is not a safe value

&trusted_func_pt

&trusted_func

%rax 

&P3_gadgetNULL %rbx=NULL 

P2_gadget:
mov	(%rax),	%rbx
call	(%rbx)

2

1

• Recent Intel CPUs forward 0x00 dummy values for faulting loads

• . . . but NULL is a valid virtual memory address, under attacker control

• . . . hijack pointer values (e.g., function pointer-to-pointer)
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Mitigating LVI?

Gadget-based exploits → flushing µ-arch buffers does not suffice!



Mitigation idea: Fencing vulnerable load instructions
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Mitigation idea: Fencing vulnerable load instructions

lfence
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Serializing indirect branches

LVI ↔ Spectre: no control-flow prediction; every load can be hijacked

Instruction Possible emulation Clobber-free

ret pop %reg; lfence; jmp *%reg 7

ret not (%rsp); not (%rsp); lfence; ret 3

jmp (mem) mov (mem),%reg; lfence; jmp *%reg 7

call (mem) mov (mem),%reg; lfence; call *%reg 7

24



Intel architectural enclaves: lfence counts libsgx qe.signed.so

23 fences
October 2019—“surgical precision”

:
49,315 fences

March 2020—“big hammer”
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Performance overheads: OpenSSL (our prototype mitigation)

aes-
128

cbc

rsa
409

6

(sig
n)

rsa
409

6

(ver
ify)

ecd
h

nist
p25

6 ecd
sa

nist
p25

6

(sig
n)

ecd
sa

nist
p25

6

(ver
ify)

gha
sh

sha2
56

sha5
12

0

500

1,000

1,500
9
7
8
.1
3

7
8
2
.2
9

7
0
3
.3
6

5
6
8
.8
7

4
9
2
.8
8

5
4
3
.8
1

6
5
0
.5
3

2
4
7
.1

4
3
0
.1
5

1
5
.3
9

1
.6
2

0
.9
1

1
2
.4
2

2
.7
4

8
5
.2

5
.5
9

5
.0
2

O
ve

rh
ea

d
[%

]

own-full own-ret

27



Performance overheads: OpenSSL (Intel’s mitigation)
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Performance overheads: SPEC (Intel’s mitigation)
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Independent performance evaluations https://www.phoronix.com
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Conclusions https://lviattack.eu/

⇒ LVI gadgets reversely exploit Meltdown-type effects

⇒ Short-term: extensive lfence compiler mitigations for Intel SGX enclaves

⇒ Long-term: improved silicon patches in new CPUs
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