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• Induce page fault or μ-code assist in victim
• Vulnerable platforms: Intel SGX

• 2018 - Meltdown, Foreshadow
• 2019 - RIDL, Fallout, ZombieLoad, MDS
 

 Flush leaky buffers on context switch

• Gadget-driven exploitation of faulting loads
• ≠ Spectre: Hijack any load with unrelated data

 https://lviattack.eu/  https://github.com/jovanbulck/sgx-step  https://youtu.be/baKHSXeIIaI

LVI-NULL even on Meltdown-resistant CPUs!

Published in 41st IEEE Symposium on Security and Privacy (S&P), 2020.
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 Slowdown (application-specific) with factor 2-19
 Until silicon patches in newer CPUs
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