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Besieging the SGX Fortress: Software Interface Attacks



https://github.com/openenclave/openenclave/security

https://github.com/openenclave/openenclave/security


Context: Writing “Secure” Enclave Software is Hard. . .

secure world "enclave"untrusted world TEE processor

• API level: Sanitize pointer arguments in shared address space

• ABI level: Sanitize low-level CPU configuration registers

• µ-arch level: Spectre/LVI → lfence; ÆPIC/MMIO stale data → verw;

cacheline GPU leak → avoid dword0/1. . .

3



Context: Writing “Secure” Enclave Software is Hard. . .

secure world "enclave"untrusted world TEE processor

• API level: Sanitize pointer arguments in shared address space

• ABI level: Sanitize low-level CPU configuration registers

• µ-arch level: Spectre/LVI → lfence; ÆPIC/MMIO stale data → verw;

cacheline GPU leak → avoid dword0/1. . .

3



Context: Writing “Secure” Enclave Software is Hard. . .

secure world "enclave"untrusted world TEE processor

• API level: Sanitize pointer arguments in shared address space

• ABI level: Sanitize low-level CPU configuration registers

• µ-arch level: Spectre/LVI → lfence; ÆPIC/MMIO stale data → verw;

cacheline GPU leak → avoid dword0/1. . .

3



Context: Writing “Secure” Enclave Software is Hard. . .

secure world "enclave"untrusted world TEE processor

• API level: Sanitize pointer arguments in shared address space

• ABI level: Sanitize low-level CPU configuration registers

• µ-arch level: Spectre/LVI → lfence; ÆPIC/MMIO stale data → verw;

cacheline GPU leak → avoid dword0/1. . .

3





Solution: Enclave Shielding Runtimes

Entry

Exit
Application

Runtime

library

Init

EENTER

Enclave shielding runtime

Key idea: Transparent input sanitization on enclave entry/exit
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Challenge: Diverse Intel SGX Software Ecosystem

SDK
Language

Runtime
Library OS Applications

SGX SDK

(Intel)

Open Enclave

(LF CCC)

Rust EDP

(Fortanix)

Teaclave

(Apache)

Contact Discovery v2

(Signal)

Value Recovery v2

(Signal)

CCF

(Microsoft)

SGX-LKL

(Microsoft)

Occlum

(LF CCC)

Enarx

(LF CCC)

Gramine

(LF CCC)

EGo

(Edgeless)

WAMR

(Bytecode

Alliance)

ePrescription

(Germany)

BigDL PPML

(Intel)

Asylo

(Google)

EnclaveOS

(Fortanix)

SCONE

Linux selftest

DCAP

Inclavare GoTEE

WolfSSL

Fingerprint 

(Synaptics/Goodix)

Contact Discovery v1

(Signal)

Value Recovery v1

(Signal)

• Ecosystem: Diverse programming

paradigms & abstractions

• Prior work: Selected applications

on Intel SDK (e.g., NULL pointers)

• Pandora: Runtime-agnostic &

truthful symbolic execution

1. Exact attested memory binary

2. Vulnerability detection plugins

6



Challenge: Diverse Intel SGX Software Ecosystem

SDK
Language

Runtime
Library OS Applications

SGX SDK

(Intel)

Open Enclave

(LF CCC)

Rust EDP

(Fortanix)

Teaclave

(Apache)

Contact Discovery v2

(Signal)

Value Recovery v2

(Signal)

CCF

(Microsoft)

SGX-LKL

(Microsoft)

Occlum

(LF CCC)

Enarx

(LF CCC)

Gramine

(LF CCC)

EGo

(Edgeless)

WAMR

(Bytecode

Alliance)

ePrescription

(Germany)

BigDL PPML

(Intel)

Asylo

(Google)

EnclaveOS

(Fortanix)

SCONE

Linux selftest

DCAP

Inclavare GoTEE

WolfSSL

Fingerprint 

(Synaptics/Goodix)

Contact Discovery v1

(Signal)

Value Recovery v1

(Signal)

• Ecosystem: Diverse programming

paradigms & abstractions

• Prior work: Selected applications

on Intel SDK (e.g., NULL pointers)

• Pandora: Runtime-agnostic &

truthful symbolic execution

1. Exact attested memory binary

2. Vulnerability detection plugins

6



Challenge: Diverse Intel SGX Software Ecosystem

SDK
Language

Runtime
Library OS Applications

SGX SDK

(Intel)

Open Enclave

(LF CCC)

Rust EDP

(Fortanix)

Teaclave

(Apache)

Contact Discovery v2

(Signal)

Value Recovery v2

(Signal)

CCF

(Microsoft)

SGX-LKL

(Microsoft)

Occlum

(LF CCC)

Enarx

(LF CCC)

Gramine

(LF CCC)

EGo

(Edgeless)

WAMR

(Bytecode

Alliance)

ePrescription

(Germany)

BigDL PPML

(Intel)

Asylo

(Google)

EnclaveOS

(Fortanix)

SCONE

Linux selftest

DCAP

Inclavare GoTEE

WolfSSL

Fingerprint 

(Synaptics/Goodix)

Contact Discovery v1

(Signal)

Value Recovery v1

(Signal)

• Ecosystem: Diverse programming

paradigms & abstractions

• Prior work: Selected applications

on Intel SDK (e.g., NULL pointers)

• Pandora: Runtime-agnostic &

truthful symbolic execution

1. Exact attested memory binary

2. Vulnerability detection plugins

6



1. Truthful Symbolic Execution



Background: Symbolic Execution and angr

1 i n t e c a l l ( i n t p i n ) {
2 i f ( p i n == 123) {
3 r e t u r n s e c r e t ;

4 } e l s e {
5 r e t u r n 0 ;

6 }
7 }

https://angr.io/

if (pin == 123)

return 0 return secret

pin == 123pin != 123

• Symbolic execution uses a constraint solver

• Execution works on instruction-level, i.e., as

close to the binary as possible
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Challenge: Intel SGX Memory Layout

Angr is designed to load normal OS binaries

↔ No uniform SGX enclave binary format!

• Untrusted runtime loader parses ELF binary embedded metadata to

create enclave image with TCS, SSA, Stack, Heap, etc.

• MRENCLAVE attestation independent of load address → partial

relocation in enclave

↔ No syscalls; untrusted interaction through enclu (ecall/ocall/. . . )
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Pandora: Runtime-Agnostic Enclave Loading

Enclave
binary angr
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Pandora: Runtime-Agnostic Enclave Loading

Dynamic Phase

SGX-Tracer

+ Enclave
binary

Memory
dump Json layout
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Dynamic Phase

SGX-Tracer

+ Enclave
binary

Memory
dump Json layout

Untrusted
application

trace

dump
SGX-Tracer

SGX driver

Create enclave

Add pages

Initialize enclave

Memory
dump

Json layout
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Pandora: Runtime-Agnostic Enclave Loading

Dynamic Phase

SGX-Tracer

+ Enclave
binary

Memory
dump Json layout

SECS

SSA
TCS

...

Stack
...

Stack
Heap
...

Heap
Data
Data

Code
Code

EPC

SSA

SGX entry point

FS/GS addresses

SSA count

...

Enclave boundaries
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Pandora: Runtime-Agnostic Enclave Loading

linux_
selftest

SDK

intel_sdk

angrscone

enclave_
dump

Dynamic Phase

SGX-Tracer

+ Enclave
binary

Memory
dump Json layout

Pandora Engine
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Pandora: Enclave-Aware Symbolic Exploration

linux_
selftest

SDK

intel_sdk

angrscone

enclave_
dump

Dynamic Phase

SGX-Tracer

+ Enclave
binary

Memory
dump Json layout

Enclave-Aware 
Exploration

SGX instructions

Enclave memory

Taint tracking

Enclave (re)entry

Pandora Engine

Exploration limiter

Fully integrated in angr;

see paper for details!
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2. Pluggable Vulnerability Detection



Pandora: Plugin-Based Vulnerability Detection

PTRSan

ABISan

linux_
selftest

Plugins

SDK

intel_sdk

UI + Reports

angrscone

enclave_
dump

CFSan

AEPICSan

Dynamic Phase

SGX-Tracer

+ Enclave
binary

Memory
dump Json layout

Enclave-Aware 
Exploration

SGX instructions

Enclave memory

Taint tracking

Enclave (re)entry

Pandora Engine

Exploration limiter
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API Vulnerabilities: Confused-Deputy Attacks
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Excurse: Secure Enclave Pointer Usage is Hard. . .

1 s t r u c t e n c l a r g s { u i n t 6 4 t v a l u e ; u i n t 6 4 t addr ; } ;
2

3 s t a t i c vo i d d o e n c l o p g e t f r om add r ( s t r u c t e n c l a r g s ∗op )
4 {
5 /∗ 1 . Base p o i n t e r check ∗/

6 i f ( ! s g x i s o u t s i d e e n c l a v e ( op , s i z e o f ( s t r u c t e n c l a r g s ) ) )

7 r e t u r n ;

8 /∗ 2 . Prevent time−of−check time−of−use ∗/

9 v o l a t i l e v o i d ∗ p t r = ( vo i d ∗) op−>addr ;

10 /∗ 3 . Nested p o i n t e r check ∗/

11 i f ( ! s g x i s o u t s i d e e n c l a v e ( ( vo i d ∗) pt r , 8) )

12 r e t u r n ;

13 memcpy(&op−>va lue , ( vo i d ∗) pt r , 8) ;

14 }
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ABI Vulnerabilities: x86 Control Register Poisoning

ZMM0 YMM0 XMM0 ZMM1 YMM1 XMM1

ZMM2 YMM2 XMM2 ZMM3 YMM3 XMM3

ZMM4 YMM4 XMM4 ZMM5 YMM5 XMM5

ZMM6 YMM6 XMM6 ZMM7 YMM7 XMM7

ZMM8 YMM8 XMM8 ZMM9 YMM9 XMM9

ZMM10 YMM10 XMM10 ZMM11 YMM11 XMM11

ZMM12 YMM12 XMM12 ZMM13 YMM13 XMM13

ZMM14 YMM14 XMM14 ZMM15 YMM15 XMM15

ZMM16 ZMM17 ZMM18 ZMM19 ZMM20 ZMM21 ZMM22 ZMM23

ZMM24 ZMM25 ZMM26 ZMM27 ZMM28 ZMM29 ZMM30 ZMM31

ST(0) MM0 ST(1) MM1

ST(2) MM2 ST(3) MM3

ST(4) MM4 ST(5) MM5

ST(6) MM6 ST(7) MM7

CW FP_IP FP_DP FP_CS

SW

TW

FP_DS

FP_OPC

RAX

RBX

RCX

RDX

R8

R9

R10

R11

R12

R13

R14

R15

RBP RDI RIP

RSI RSP RFLAGS

MXCSR

CS SS DS

ES FS GS

x86 user-space CPU control registers

Basic x86 execution environmentx87 FPUSSE/AVX vector extensions

Modified from Wikipedia – Table of x86 Registers / CC-BY-SA-3.0
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Pandora: Principled Symbolic Validation?

1. Extend angr with enclave-aware breakpoints

2. Validate software invariants during symbolic exploration!

3. Aggregate violations in human-readable rich HTML reports

Challenge: Understanding attacks + specifying adequate invariants:

• ABI: No attacker-tainted CPU control register reads

• API: No attacker-tainted addresses (partially) inside the enclave

• MMIO/ÆPIC: All attacker-tainted addresses aligned or preceded by verw

• Control flow: No (arbitrary) attacker-tainted jumps in enclave memory
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Experimental Results: > 200 New Vulnerable Code Locations

Runtime Version Prod Src Plugin Instances

EnclaveOS 3.28 ✓ p
†
ABISan 1

EnclaveOS 3.28 ✓ p
†
PTRSan 15

EnclaveOS 3.28 ✓ p
†
ÆPICSan 33

EnclaveOS 3.28 ✓ p
†
CFSan 2

GoTEE b35f p ✓ PTRSan 31

GoTEE b35f p ✓ ÆPICSan 18

GoTEE b35f p ✓ CFSan 1

Gramine 1.4 ✓ ✓ ABISan 1

Intel SDK 2.15.1 ✓ ✓ PTRSan 2

Intel SDK 2.19 ✓ ✓ ÆPICSan 22

Occlum 0.29.4 ✓ ✓ ÆPICSan 11

Open Enclave 0.19.0 ✓ ✓ ABISan 2

Rust EDP 1.71 ✓ ✓ ABISan 1

Runtime Version Prod Src Plugin Instances

Linux selftest 5.18 p ✓ ABISan 1

DCAP 1.16 ✓ ✓ ABISan 1

Inclavare 0.6.2 p ✓ ABISan 1

Linux selftest 5.18 p ✓ PTRSan 5

DCAP 1.16 ✓ ✓ PTRSan 17

Inclavare 0.6.2 p ✓ PTRSan 2

Linux selftest 5.18 p ✓ CFSan 1

Inclavare 0.6.2 p ✓ CFSan 1

SCONE 5.7 / 5.8 ✓ p ABISan 2 / 1

SCONE 5.7 / 5.8 ✓ p PTRSan 10 / 3

SCONE 5.7 / 5.8 ✓ p ÆPICSan 11 / 3

SCONE 5.8 ✓ p CFSan 1
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Conclusions and Outlook

github.com/

pandora-tee

Ó Truthful: Runtime-agnostic enclave memory model

→ Exact attested memory layout (MRENCLAVE)

� Extensible: Validate vulnerability invariants via plugins

→ ABISan, PTRSan, ÆPICSan, CFSan

¥ Evaluation: > 200 instances; 7 CVEs; 11 SGX runtimes

→ Including low-level initialization & relocation logic!
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