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TEEs ensure isolation from hypervisor
Isolation requires physical address checks
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Low-cost setup for DDR4 and DDR5 DIMMs
Open-source practical SPD tools
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DRAM trust in TEEs
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Classic SGX AES-CTR
Scalable SGX  AEX-XTS
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Scalable TEEs Forgo strong crypto
Need for additional aliasing mitigations
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BIOS configures memory controller
Malicious SPD contents introduces aliases

Breaking AMD SEV-SNP
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Static encryption enables ciphertext replay
E2E attack breaking SEV-SNP's attestation
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Countermeasures
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Deployed Countermeasures Address Space Data O-bit
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Limited protection against physical attacks
Principled mitigations not deployed
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