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Enclaved Execution: Reducing Attack Surface
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’Q‘ Reality #1: Microarchitectural side channels



Confidential Computing Spectrum
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Reality #2: Heterogeneous CPU spectrum
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Case Study: Hardware-Software Co-Design for Secure IRQs

/A\ Interrupts == Universal attack primitive

O

Intel x86 SGX

]
;
BR AR A

16-bit TI MSP430 ==

e Small CPU, open source e Large CPU, proprietary

Van Bulck et al. “Nemesis: Studying Microarchitectural Timing Leaks in Rudimentary CPU Interrupt Logic”, CCS 2018. 8



Case Study: Hardware-Software Co-Design for Secure IRQs

/A\ Interrupts == Universal attack primitive

= — explore synergy low-end <> high-end TEEs
A C i> A
& =t
16-bit TI MSP430 =HW==|(==| Intel x86 SGX
e Small CPU, open source e Large CPU, proprietary
e Formal operational semantics e Pragmatic mitigation primitives

Van Bulck et al. “Nemesis: Studying Microarchitectural Timing Leaks in Rudimentary CPU Interrupt Logic”, CCS 2018. 9



Reality #1: IRQ Side channels?




Wait a Cycle: Interrupt Latency as a Side Channel

ck 4 [ 4 4 4 [+ L

CMD 7 ADD X IRQlogic  } ISR

if (secret){ ADD QR5+, R6;} // 2 cycles ‘J )
else { NOP; NOP; } // 2*1 cycle

Van Bulck et al. “Nemesis: Studying Microarchitectural Timing Leaks in Rudimentary CPU Interrupt Logic”, CCS 2018. 11
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Sancus: Open-Source Trusted Computing for the loT

Embedded enclaved execution:

Sancus CPU core

. . RAM
o Isolation & attestation frontend Gammm| O
e Save + clear CPU state on interrupt — HT
Execution unit SM control g
Small CPU (openMSP430): || ceeS I R
w o
 Area: < 2 kLUTs : S
e Deterministic execution: no R ——: L ) EH
pipeline/cache/MMU/... =
e Research vehicle for rapid prototyping 3 ||| oo Eeripherals
of attacks & mitigations

https: ithub.com/sancus-tee Noorman et al. Sancus 2.0: A Low-Cost Security Architecture for
’r ps://9 / loT devices. TOPS, 2017 13



Example: Extracting Keystrokes with Interrupt Latency

A

~ IRQ latency »

Y

Instruction (interrupt number)

PIN code enclave

HIE[N
I:I El ||||:> 0100000000000000

—> traverse bits

fra,

: Key 'B' was ressed’
y P 14



Example: Extracting Keystrokes with Interrupt Latency
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—> traverse bits

fra,

: Key 'B' was pressed' 15



Two-stage padding:
1) IRQ latency

IQ\

<:J< Aty Al
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Legend:

: enclave instruction

Interrupt service
routine runs here 77/ : padding

Busi et al. “Provably Secure Isolation for Interruptible Enclaved Execution on Small Microprocessors”, CSF 2020. 16
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Interrupt service
routine runs here

Two-stage padding:
1) IRQ latency
2) Resume time + count

IQ\

J

Legend:

Y

: enclave instruction

: padding

Busi et al. “Provably Secure Isolation for Interruptible Enclaved Execution on Small Microprocessors”, CSF 2020. 17



Deductive Validation: Proving Contextual Equivalence

e Operational semantics: Sancusy,. w/ and w/o interrupts (~35 pages)

= « Pen-and-paper proof: Any attack in Sancus, can also be expressed
in Sancusy w/o interrupts...

.
[Enclavejﬁ[ Other software]
e e i-- - ------------

[ Core HPeripheral]

Busi et al. “Provably Secure Isolation for Interruptible Enclaved Execution on Small Microprocessors”, CSF 2020. 18




Deductive Validation: Proving Contextual Equivalence

(CPU-NoT)

B# (L, L tywg) i R,peu.Blme K R =Rlpc— Ripd + 2)[r = —R[r]]
- &.t. t, ."\}i-” sie) {sr- elJ- !: DI \ﬁf rf. r:J : .‘-’1?{" I{PC| B g {du- :.lr- !::. -MJ- R“. Jr{,lpc. ' E;f\

- T - i = decode(M, R]pc]) = NOT r
DF {4 tta, M, R, peyg, By =+ {6,271, M , R, Rlpc], B’}

(CPU-AND)
B# (L, L tya) i R.peuyBlFu. 0K R = R[pc— Rlpe] + 2|[rz = Rrs1|&R[rs]

R" = R'[st.0 = R'[r2]&0x8000, 1.2 — (R'[rs] 0),s1.C — (R'[rs] # 0), 5.V = (]
Db 8¢, ta AR § 1) DE (¢, ), MR, Rlpc], B) = (6", ¢", ¢, M', R" , R[pc], B')

- ———— - 1 = decode( M, R]pc]) = AND ry 12
Dk {8ttty M, R,pe . B) = 8", t, M R, Rlpc|, B}

(CPU-Cmp)
B#{Ll L th) R, P B Fmae 0K R Rlpc — Rlpe| + 2][rz — Riri] - '.’{'rg||

R" = R'[st.N = (R'[r2] < 0),sr.2 = (R'[12] 0),s7.C ~ (R'[r2] # 0), stV = overflow(R[r;] — Rir])]
Db §,t,ta AN § ' DR (¢, MR, Rlpc], B) < (8", ¢" ¢t} , M',R" , Rlpc], B') _
- e ” i = decode( M, R[pc]) = CMP r; 2
DF {8 tte, M, R poyu, B) = 8,87 ,¢,, M, R, Rpe], B}
(CPU-ADD)
B# (L1 tpatt 4Ry pepss B Faige 0K R' = Rlpc = Rlpc| + 2][r2 — Riri] 4+ Rrz]]
R" = R'[st.N = (R'[r2] < 0),sr.2 = (R'[r4] 0),s7.€ = (R'[r2] # 0), sx.V — overflow(R[r,] + R[rz])
T—j = d i r“ -’""}-j”llf-“:“ #_ir_j’_‘l'; I—j | :ﬁ—r f’_ f;.\r’lﬂl”?ﬂpci B::' _ {c}-n- r”. f::.,\r’f'.'ﬁ'm.'f\?|pc§. Br.:l )
i = decode(M, R[pc]) = ADD ry ro

D (5, t,ta, M, R, pe,yy, BY = (8", " £, M', R, Rlpc], B)

(CPU-SuB)
B L, btuia) 2 Rypcys: B e OK Rr' Rlpc — Rpec| + 2|[rz = Riri] — Rirz]]

R" = R [sr. N — (R'[rz] < 0), 8.2 — (R'[rz] 0),81.C — (R'[rz] # 0), st.V —~ overflow(R[r;] — R|rz])

D &t ta A2 § 1) DR, MR, Rlpc], B) = (8", 8", ¢, M',R" , R[pc], B')

]

a

s T . ' = decode(M, R[pc]) = SUBr; r2
Dk {8t ty, M, R,pe,B) = (8", ¢ ¢, M R, Rlpe|, B} 19



Mind the Gap: Studying Model Mismatches

o |Inductively study 2 “provably secure” systems (Sancus + VRASED)

e >16 model mismatches/incompleteness

TABLE I. List of falsified and exploitable assumptions found in Sancusy.
IM = Implementation-model mismatch; MA = Missing attacker capability.

V-B1 | Instruction execution time does not depend on the context.

V-B2 | The maximum instruction execution time is 17" = 6.

V-B3 | Interrupted enclaves can only be resumed once with reti.
IM V-B4 | Interrupted enclaves cannot be restarted from the ISR.

V-B5 | The system only supports a single enclave.

V-B6 | Enclave software cannot access unprotected memory.

V-B7 | Enclave software cannot manipulate interrupt functionality.

V-C1 | Untrusted DMA peripherals are not modeled.

MA V-C2 | Interrupts from the watchdog timer are not modeled.

Bognar et al. “Mind the Gap: Studying the Insecurity of Provably Secure Embedded Trusted Execution Architectures”, S&P’22.
Busi et al. “Bridging the Gap: Automated Analysis of Sancus”, CSF’24. 20



Mitigation Strategy #2: Compile-Time Branch Balancing

cmp (@ro,
jz 1f

r

/

add #1,
Jmp 2f

cmp (@ré6,
jz 1f

r

0(re6)

iy

add #13,

g 1e%)

bic #42,
add #1,
Jmp 2f

& dummy
0(ro)

1: add #13, 0 (r6)
swpb &dummy
Jmp 2f

Winderix et al. “Compiler-Assisted Hardening of Embedded Software Against Interrupt Latency Side-Channel Attacks”, EuroS&P 2021.

Bognar et al. “MicroProfiler: Principled Side-Channel Mitigation through Microarchitectural Profiling”, EuroS&P 2023.
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1) Exhaustively generate all instructions 138 KRR ATC) ERER L AlamEnECISH :.
2) Extract leakage model ~ —— e } """"""" _
3) Feed to compiler + binary validator Cée (Existiig) binary
~ Hardware-software contract 4 1 2 mitigation' 3Vandauonl,, """""""
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Winderix et al. “Compiler-Assisted Hardening of Embedded Software Against Interrupt Latency Side-Channel Attacks”, EuroS&P 2021.
Bognar et al. “MicroProfiler: Principled Side-Channel Mitigation through Microarchitectural Profiling”, EuroS&P 2023. 22




Inductive Validation: Systematic ISA Augmentation

| Dummy and leakage trace | Members
| ) 1 4 mov #0x1l, 42(r6) mov #0x1, &dmem mov r1l0, 42(r6)
mov rl0, &dmem mov.b #0x1, 42(r6) mov.b #0x1, &dmem
I | I l I | I l mov.b rl1l0, 42 (r6) mov.b rl10, &dmem push #const
A 2
S| oz
=
=¥
mov #1, &dummy
| 5 3 4 5 mov #const, 42(r6) mov fconst, &dmem mov.b #const, 42(r6)
|_|_I_|_|_|_|_|_|_I_ mov.b #const, &dmem
= -
— =
£ 3 =
@ =
S| 3
=
=9
mov #0x4Z2, &dummy

Bognar et al. “MicroProfiler: Principled Side-Channel Mitigation through Microarchitectural Profiling”, EuroS&P 2023. 23



Excurse: Subverting and Securing Tl IPE “Enclaves”

Attack primitive CXx 1IX Section
Tg Controlled call corruption (new) O & 3.1
S Code gadget reuse [35] O © 8§32
% Interrupt register state [73] @ ® 333
< Interface sanitization [69] (), ¢© 36.1
« Cache timing side channel [23,39] O O 834.1
qg’ Interrupt latency side channel [71] (), O 8342
% Controlled channel [25,77] () O 8343
§ Voltage fault injection [31,40] O O §A.
DMA contention side channel [7, 8] O O §A.2

Bognar et al. “Intellectual Property Exposure: Subverting and Securing Intellectual Property Encapsulation in Texas Instruments Microcontrollers”,
USENIX Sec’24. 24



Excurse: Subverting and Securing Tl IPE “Enclaves”

Untrusted code IPE region
<:> secret:
.......... » .word 0x1234- OX4E30
4E2C: mov #secret, SP ----------- ) )

4E2E: call #ipe_function
4E32: nop W‘'“""—___“““*\“-__’i’pe1=unct:'Lc.n:
(:) mov &secret, r4

Bognar et al. “Intellectual Property Exposure: Subverting and Securing Intellectual Property Encapsulation in Texas Instruments Microcontrollers”,
USENIX Sec’24. 25



Excurse: Subverting and Securing Tl IPE “Enclaves”

PSIRT Notification
MSP430FR5xxx and MSP430FR6xxx IP Encapsulation

Write Vulnerability

w3 TEXAS INSTRUMENTS

Summary

The IP Encapsulation feature of the Memory Protection Unit may not properly prevent writes to an IPE protected
region under certain conditions. This vulnerability assumes an attacker has control of the device outside of the
IPE protected region (access to non-protect memory, RAM, and CPU registers).

Vulnerability

Bognar et al. “Intellectual Property Exposure: Subverting and Securing Intellectual Property Encapsulation in Texas Instruments Microcontrollers”,
USENIX Sec’24. 26



Reality #2: Larger CPUs?




Challenge: Side-Channel Sampling Rate

Slow Medium Fast
shutter speed shutter speed shutter speed

CC-BY-SA Nevit Dilmen



SGX-Step: Executing Enclaves one Instruction at a Time

&,
0

~~
.T’ —» OUTPUT

’
INPUT ——>

Q

INTERRUPT

Van Bulck et al., “SGX-Step: A Practical Attack Framework for Precise Enclave Execution Control”, SysTEX 2017. 29



SGX-Step: Executing Enclaves one Instruction at a Time

T B
(‘@’) Interrupt handler

f Enclave \ IRQ

N

>/ libsgxstep

if secret do &
N—— instl €] o
oy
inst2 .
endif :

s ®
mun
.

 mm Em Em Em Em Em Em Em o Em o B Em Em RN RN BN BN BN R R RN RN Em Em Em Em BN RN BN BN EE Em BN BN R R Em SRR Em RN Em RN AN BN BN Em B Em B B B Em Em Em A

OS kernel
y
\ [/dev/sgx—step]

Van Bulck et al., “SGX-Step: A Practical Attack Framework for Precise Enclave Execution Control”, SysTEX 2017. 30




void inc_secret( void )

if (secret)

5 -t Stack §
| B il i ~————e—{Code”, PN
€ ig s — 4 Code Py . .
y +=1; Interrupt latency testfje  call
Stack §
c=1 L\R Code P
A : [CCS'18, USENIX'21] pu Code Py
'. test/je  mov call
WPt eSsEssssssssNsssasssERansRsanRaan,y -. GCD L
PTE b CMP/SHITT
....................................... I.5H 4 11N I 1
STy 15K CMPYSHIFT Gen ==

400 6“0 R0 1000 1200 1400

\_)‘ Interrupt counting

5 S G X- S te p [CCS'19, CHES'20-21, USENIX'20]

Page-table manipulation
[AsiaCCS'18, USENIX'18-23, CC520, CHES'20, ND55'21]

’;& High-resolution probing O

[CCS5'19/21, CHES'20, S&P'20-21, USENIX'17/18/22]

N\

31

[USENIX'18, ccs'19, s&P21] Zero-step replaying



1600 oneshot (u=10956, 0=72, M=10966)

1200 ‘ } ‘1
wi——
) 600 1 \‘ 1 ’{ W‘J ‘.l

= AIRCA b

200 ’ ’ I I

¢ IUB‘C:!\I‘“. H 1’0é50 lﬁéﬂﬂ 10950 L lenllﬂﬂﬂ. s 11{’)50‘ M LJ'@]D 11150 l]iOO \'QQ c}'Q/Q @Q
atency (cycles) 0/5 %@I .\,r;‘v
z ; %% RIP N
N
. a |l o a2 a2 2
[Arm tlmerI ERESUME ] S 2 2 2 9 ..

8 r RIP
=] @

Constable et al. “AEX-Notify: Thwarting Precise Single-Stepping Attacks through Interrupt Awareness for Intel SGX Enclaves”, USENIX Sec’23. 32



Root-Causing SGX-Step: CPU Microcode Assists

PTE A-bit Mean (cycles) Stddev (cycles) TS
A=1 27 30 w ,
A=0 666 55 El
K}Assisted PT walk
! \
@ L page walk (SRIP) [ execJ

1. Clear PTE A-bit 2. TLB flush

{Arm timerI ERESUME NOP,
Y% "D

Constable et al. “AEX-Notify: Thwarting Precise Single-Stepping Attacks through Interrupt Awareness for Intel SGX Enclaves”, USENIX Sec’23. 33




g )
- ™
1. Clear PTE A-bit 2. TLB flush 3. Assisted PT walk

4. Filter zero-step (PTE A-bit)

Qéi

NOP,

W?_— E ;:ED=>-_ ’ E =~

O
| )Ag'ﬂ(.

{Arm timerI ERESUME
) ®-

Constable et al. “AEX-Notify: Thwarting Precise Single-Stepping Attacks through Interrupt Awareness for Intel SGX Enclaves”, USENIX Sec’23. 34




Ideas That Were Rejected (1)

ﬁj?::: B:IE—D: 2}15-):__5 What if...?

NOP, :‘Ség ?

NOP,
NOP,
NOP,
NOP,

[Arm timerI ERESUME

Highly complex

Constable et al. “AEX-Notify: Thwarting Precise Single-Stepping Attacks through Interrupt Awareness for Intel SGX Enclaves”, USENIX Sec’23.

35



Ideas That Were Rejected (2)

Memory
/ Enclave \ Vlrtu-al Machine
Monitor (VMM)
\~_ =4
o
w7
i Enclave’s Page \‘. ;' Extended Page \‘.
; Tables = i J Tables l :
1 N =1 [ 1S O ' . e e >
i i Guest Host
X -—— el physical physical
: i address address
: e E: ..................................................................................... l ........................................... "
Virtual Machine

Constable et al. “AEX-Notify: Thwarting Precise Single-Stepping Attacks through Interrupt Awareness for Intel SGX Enclaves”, USENIX Sec’23. 36



B
ASYNCHRONOUS ENCLAVE EXIT NOTIFY AND THE EDECCSSA USER LEAF FUNCTION In te I

CHAPTER 8
ASYNCHRONOUS ENCLAVE EXIT NOTIFY AND THE EDECCSSA USER

LEAF FUNCTION

8.1 INTRODUCTION

Asynchronous Enclave Exit Notify (AEX-Notify) is an extension to Intel® SGX that allows Intel SGX enclaves to be
I'IOtIfled after an asynchronous enclave exnt (AEX) has occurred EDECCSSA is @ new Intel SGX user leaf functlon

™ ¢ *Ila ' vy a2 . thae

n Section 8.3 Ia\ SGX-5Step led to new x86 processor instructions!
o ' - — shipped in millions of devices > 4th Gen Xeon CPU




AEX-Notify: Idea Overview

/

Enclave

\

Enclave App

AEX-Notify
behavior

Interrupt or

. Exception

(

\[/— | ERESUME | h

AEX Handler
1. Call a C3 byte
on .pagel
2. Load all cache
lines in .pagel

Enclave App
.pagel:

Attacker

C Q

EDECCSSA \3' JMP [&NOP,]

RET #(C3 byte)

AEX Handler ERESUME\‘; page walk (.pagel) exec
4 i il
[ ERESUME 1 AEX Handler J S
| AEX-Notify ISA e
Legend: Extension ‘

38

Constable et al. “AEX-Notify: Thwarting Precise Single-Stepping Attacks through Interrupt Awareness for Intel SGX Enclaves”, USENIX Sec’23.



AEX-Notify: Software Implementation

We implemented a fast, constant-time decoder (CTD) \[/_ [ ERESUME] Q N\
4

. . 'd ™\
CTD Instruction Coverage for popular SGX runtimes
98.6% 97.5% 98.1% 98.0% <-—--- Total Coverage AEX Handler EnCIave App

1. Decode the .pagel:

saved [RIP] _/')

50.0% » 2. Read and write = INC [RAX]
40.0% " 71.1% T o o CEETVITTY back to [RA)(]// v
20.0% 3. ... = RET # (C3 bytE)
% . g ) ”

Intel SGX SDK (18) Gramine (53) Occlum (35) Total (106)

100.0%

80.0%

SGX Runtime (# of binaries analyzed)

’ page walk ([RAX]) ’ page walk (.pagel) l exec
\ b b
[ ERESUME I AEX Handler ]E

Constable et al. “AEX-Notify: Thwarting Precise Single-Stepping Attacks through Interrupt Awareness for Intel SGX Enclaves”, USENIX Sec’23. 39



Conclusions and Take-Away

\

\
= @ Value of deductive formal models
:,% ... guided and refined by inductive validation!

cu’,o Synergy attacks < defenses; open-source research prototypes
&

| | [ e ?
[ 999 Thank you! Questions: ]

40
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