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Enclaved Execution: Reducing Attack Surface

“Platonic” ideal: Hardware-level isolation and attestation
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Enclaved Execution: Privileged Side-Channel Attacks

Reality #1: Microarchitectural side channels
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Confidential Computing Spectrum

Reality #2: Heterogeneous CPU spectrum
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Case Study: Hardware-Software Co-Design for Secure IRQs 

Interrupts == Universal attack primitive

● Small CPU, open source ● Large CPU, proprietary

16-bit TI MSP430 Intel x86 SGX

Van Bulck et al. “Nemesis: Studying Microarchitectural Timing Leaks in Rudimentary CPU Interrupt Logic”, CCS 2018.
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Case Study: Hardware-Software Co-Design for Secure IRQs 

Interrupts == Universal attack primitive
   → explore synergy low-end <> high-end TEEs

● Small CPU, open source
● Formal operational semantics

● Large CPU, proprietary
● Pragmatic mitigation primitives

16-bit TI MSP430 Intel x86 SGX

Van Bulck et al. “Nemesis: Studying Microarchitectural Timing Leaks in Rudimentary CPU Interrupt Logic”, CCS 2018.



  

Reality #1: IRQ Side channels?
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Wait a Cycle: Interrupt Latency as a Side Channel

Van Bulck et al. “Nemesis: Studying Microarchitectural Timing Leaks in Rudimentary CPU Interrupt Logic”, CCS 2018.
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Sancus: Open-Source Trusted Computing for the IoT

Embedded enclaved execution:
● Isolation & attestation
● Save + clear CPU state on interrupt

Small CPU (openMSP430):
● Area: ≤ 2 kLUTs
● Deterministic execution: no 

pipeline/cache/MMU/…
● Research vehicle for rapid prototyping 

of attacks & mitigations

https://github.com/sancus-tee Noorman et al. Sancus 2.0: A Low-Cost Security Architecture for 
IoT devices. TOPS, 2017
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Example: Extracting Keystrokes with Interrupt Latency
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Example: Extracting Keystrokes with Interrupt Latency
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Mitigation Strategy #1: Hardware-Level Padding

Busi et al. “Provably Secure Isolation for Interruptible Enclaved Execution on Small Microprocessors”, CSF 2020.

Two-stage padding:
1) IRQ latency
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Mitigation Strategy #1: Hardware-Level Padding

Busi et al. “Provably Secure Isolation for Interruptible Enclaved Execution on Small Microprocessors”, CSF 2020.

Two-stage padding:
1) IRQ latency
2) Resume time + count
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Deductive Validation: Proving Contextual Equivalence

Busi et al. “Provably Secure Isolation for Interruptible Enclaved Execution on Small Microprocessors”, CSF 2020.

● Operational semantics: SancusH/L w/ and w/o interrupts (~35 pages)
● Pen-and-paper proof: Any attack in SancusL can also be expressed 

in SancusH w/o interrupts...
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Mind the Gap: Studying Model Mismatches

● Inductively study 2 “provably secure” systems (Sancus + VRASED)
● >16 model mismatches/incompleteness

Bognar et al. “Mind the Gap: Studying the Insecurity of Provably Secure Embedded Trusted Execution Architectures”, S&P’22.
Busi et al. “Bridging the Gap: Automated Analysis of Sancus”, CSF’24.
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Mitigation Strategy #2: Compile-Time Branch Balancing

Winderix et al. “Compiler-Assisted Hardening of Embedded Software Against Interrupt Latency Side-Channel Attacks”, EuroS&P 2021.
Bognar et al. “MicroProfiler: Principled Side-Channel Mitigation through Microarchitectural Profiling”, EuroS&P 2023.
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Inductive Validation: Microarchitectural Profiling

Winderix et al. “Compiler-Assisted Hardening of Embedded Software Against Interrupt Latency Side-Channel Attacks”, EuroS&P 2021.
Bognar et al. “MicroProfiler: Principled Side-Channel Mitigation through Microarchitectural Profiling”, EuroS&P 2023.

“Principled” ISA augmentation:
1) Exhaustively generate all instructions 
2) Extract leakage model
3) Feed to compiler + binary validator

~ Hardware-software contract
→ incl. μ-arch timing
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Inductive Validation: Systematic ISA Augmentation

Bognar et al. “MicroProfiler: Principled Side-Channel Mitigation through Microarchitectural Profiling”, EuroS&P 2023.
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Excurse: Subverting and Securing TI IPE “Enclaves”

Bognar et al. “Intellectual Property Exposure: Subverting and Securing Intellectual Property Encapsulation in Texas Instruments Microcontrollers”, 
USENIX Sec’24.
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Excurse: Subverting and Securing TI IPE “Enclaves”

Bognar et al. “Intellectual Property Exposure: Subverting and Securing Intellectual Property Encapsulation in Texas Instruments Microcontrollers”, 
USENIX Sec’24.



  

Reality #2: Larger CPUs?
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Challenge: Side-Channel Sampling Rate
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SGX-Step: Executing Enclaves one Instruction at a Time

Van Bulck et al., “SGX-Step: A Practical Attack Framework for Precise Enclave Execution Control”, SysTEX 2017.
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SGX-Step: Executing Enclaves one Instruction at a Time

Van Bulck et al., “SGX-Step: A Practical Attack Framework for Precise Enclave Execution Control”, SysTEX 2017.
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SGX-Step: A Versatile Open-Source Attack Toolkit

Van Bulck et al., “SGX-Step: A Practical Attack Framework for Precise Enclave Execution Control”, SysTEX 2017.
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Root-Causing SGX-Step: Aiming the Timer Interrupt

Constable et al. “AEX-Notify: Thwarting Precise Single-Stepping Attacks through Interrupt Awareness for Intel SGX Enclaves”, USENIX Sec’23.
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Root-Causing SGX-Step: CPU Microcode Assists

Constable et al. “AEX-Notify: Thwarting Precise Single-Stepping Attacks through Interrupt Awareness for Intel SGX Enclaves”, USENIX Sec’23.
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Ideas That Were Rejected (1)

Constable et al. “AEX-Notify: Thwarting Precise Single-Stepping Attacks through Interrupt Awareness for Intel SGX Enclaves”, USENIX Sec’23.
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Ideas That Were Rejected (2)

Constable et al. “AEX-Notify: Thwarting Precise Single-Stepping Attacks through Interrupt Awareness for Intel SGX Enclaves”, USENIX Sec’23.
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AEX-Notify: Idea Overview

Constable et al. “AEX-Notify: Thwarting Precise Single-Stepping Attacks through Interrupt Awareness for Intel SGX Enclaves”, USENIX Sec’23.
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AEX-Notify: Software Implementation

Constable et al. “AEX-Notify: Thwarting Precise Single-Stepping Attacks through Interrupt Awareness for Intel SGX Enclaves”, USENIX Sec’23.
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Conclusions and Take-Away

Thank you! Questions?

Value of deductive formal models

… guided and refined by inductive validation!

Synergy attacks↔defenses; open-source research prototypes
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