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The Big Picture: Protecting Private Data

Data in transit Data in use Data at rest

& SSL/TLS etc.

© Homomorphic encryption? & Full disk

© Trusted Execution? encryption
= Confidential Computing

= Hardware Enclaves
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Confidential Computing: Reducing Attack Surface

Aplid App i Enclave app |
OS kernel |
Hypervisor

TPM | CPUOA | Mem I HDD

w Trusted execution: Hardware-level isolation and attestation



The Rise of Confidential Computing CPU Technology

e 2004: ARM TrustZone

a rl I l e 2015: Intel Software Guard Extensions (SGX)
/‘j e 2016: AMD Secure Encrypted Virtualization (SEV)
lntEI e 2018: IBM Protected Execution Facility (PEF)

€

e 2020: AMD SEV with Secure Nested Paging (SEV-SNP)

AMD:‘ e 2022: Intel Trust Domain Extensions (TDX)
—— e — e 2023: ARM Confidential Compute Architecture (CCA)
é:_f_:é_?:i: e 2024: NVIDIA Confidential Computing

S NVIDIA r |

ﬁ TEEs are here to stay...




Example: WhatsApp Private Processing Confidential Al

- /

ate Proc ] enables
optlonal AI capabnltles -

while ¢ (m

+_

& Meta and WhatsApp can’t access your messages

ey
& Your messages are never stored

F,}; Built in the open, verifiable by security experts

https://engineering.fb.com/2025/04/29/security/whatsapp-private-processing-ai-tools/



“Confidential Computing Today, Just Computing Tomorrow” *

E-

&

Internet of Things

. Cloud

computing

* Mark Russinovich, CTO Microsoft Azure



Confidential Computing: The Weakest Link?




Confidential Computing: Trust Boundary

® CPU package = trust boundary

11



Confidential Computing: Trust Boundary

® CPU package = trust boundary

® Memory encryption to protect
against physical access:

1. Rogue cloud provider employees

2. Supply-chain adversaries

3. Local law enforcement
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A Brief History of Commercial Memory Encryption

intel.

SGX

2015

Confidentiality
Integrity

Freshness

Scalable

3 X vap
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A Brief History of Commercial Memory Encryption

intel.
SGX SEV-ES
2016 2020
T S e
SEV SEV-SNP

AMD
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A Brief History of Commercial Memory Encryption

CLOUD OPERATIONS & MANAGEMENT NEWS

Why Google Cloud Turned to AMD to Solve for Runtime
Encryption

AMD'’s latest server chips enabled better scalability, less lag, and more memory than Intel SGX, the cloud
provider said.

@ Maria Korolov © 5 Min Read

https://www.datacenterknowledge.com/cloud/why-google-cloud-turned-to-amd-to-solve-for-runtime-encryption 15



A Brief History of Commercial Memory Encryption

ars TECHNICA

{2} PUTTING ON A BRAVE FACE

Intel promises Full
Memory Encryption in
upcoming CPUs

Intel’s security plans sound a lot like “we’re going to catch up to
AMD.”

IM SALTER - FEB 26, 2020 8:29Pm | @ 1:

-» Intel Security Architecture and Technology Director lahn Sell
provided an overview of Intel's mission to provide common
security capabilities across all architectures. credit: Intel Corporation

https://arstechnica.com/gadgets/2020/02/intel-promises-full-memory-encryption-in-upcoming-cpus/ 16



A Brief History of Commercial Memory Encryption

intel. intel.
Scalable
SGX SEV-ES SGX

2016 2020
zéa T zi? ? Eél
SEV SEV-SNP
AMD T

Confidentiality
Integrity

Freshness

Scalable
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A Brief History of Commercial Memory Encryption

intel. intel.
SGX SEV-ES SCSB-C?X ¢
2016 2020 2022
S0 8%
SEV SEV-SNP TDX
AMD
Confidentiality a a ﬁ B G a
Integrity e X X
Freshness ») X X
Scalable X M ¥
g% T T e o3
£ 2 |
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A Brief History of Commercial Memory Encryption

intel intel.
STX SE\i—ES Scsﬁi?.)lgle
2015 ? 2017 ? 2021 ? ?
SEV  SEV-SNP TDX CCA
AMD Y arm
Confidentiality ﬂ E E ﬂ e B ﬁ
Integrity e X X X U X
Freshness ») X X X X b 4
Scalable M H MM B
*J» °3 i‘.‘_ °3 '-:_:.‘_ °3 i‘.‘_
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A Brief History of Commercial Memory Encryption

intel. intel.
SGX SEV-ES SCSE“!'_;&)?IE
2016 2020 2022 2023
& o e Y e ¢
SEV SEV-SNP TDX CCA
AMDA arm
L]

Confidentiality ﬂ

Integrity e
Freshness

Scalable
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Background: Memory Initialization
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Background: Memory Initialization - Serial Presence Detect (SPD)

g P & o - -
B, < .
Gilamad WM N W CoEsseoaT s Rl

il b ELDRELORTT LT TLAL

DIMM meta data:
manifacturer,
speed, size, ...

~N

J
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BadRAM: What if Your DRAM Lies to You?

Physical DRAM o DRAM
Address Space Address Space Address Space

I d
#
e i o i i o ol i i e T e i, o o e e e = B g R T e e e e B s e e i T e 2 l



BadRAM: What if Your DRAM Lies to You?

| am 16 GB large

Physical DRAM B DRAM
Address Space Address Space g Address Space
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BadRAM: What if Your DRAM Lies to You?

lam 16 22 GB large

¥ But there’s memory
‘\) | encryption, right?
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BadRAM: What if Your DRAM Lies to You?

lam 16 22 GB large

¥ But there’s memory
‘\) | encryption, right?

Confidentiality a
Integrity ><

Physical DRAM E DRAM i Freshness x
Address Space Address Space g Address Space '
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Demo
Replaying encrypted memory



Initialized Gd-byte memory buffer
-—= Wirtual address;. OxTr445c6eTEA0
--& Phyeical address; axlef5e008

Buffer inftialized to péro: )
Bl 0@ B 03 BB 99 00 84 DD 8F OO0 BE 00 B 00 08 93 D 80 DR B3 08 B3 00 B 00 8D 43 BE Qa [n 24
23 08 BT 468 PR 49 DD 89 0 8. 00 BF Q0 g5 G0 PR 90 BB G0 DR BE 00 B3 08 8D 08 PR QR 00 Q3 op 3§

Capture she caphertexs, then press enter

Errevlegad Scttwarn Sttachar

Translabting wictim address
--3 Guedt physical address: OXETSedbD
=<3 HasT physical address: DIBA15E0EE

Calculating memory alias
==» Driginal address: BxLB415e0343
==» Aliaz address: BEAA15 R

Press Enter 19 capture ¢iphartest



. Des chercheurs de Louvain
L Echolps™ piraté la sécurité des

AMD secure VM tech undone by DRAM | puces AMD

: BadRAM attack breaches AMD secure VMs
mEddII ng using a Raspberry Pi Pico, DDR socket, and a

Boffins devise BadRAM attack to pilfer secrets from SEV-SNP ¢ 2V battery

By Mark Tyson published December 11, 2024

A Thomas Claburn

icrsakknEs sl ) has now issued firmware updates for cloud providers.

dl'S TECHNICA

AMD’s trusted
execution environment

blown wide open by
new BadRAM attack

Attack bypasses AMD protection promising security, even when a
server is compromised,

AN GOOOM - 10 05 2024 1808 | iz

KU Leuven legt kwetsbaarheid JESaverEors

I_ In AMD-processoren bloot

@ https://badram.eu/ Leuvense onderzoekers kraken beveiliging AMD-chips
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Vendor Response: Boot-Time Firmware Mitigations

Undermining Integrity Features of
SEV-SNP with Memory Aliasing

AMD ID: AMD-5B-3015
Potential Impact: Loss of Integrity
severity: Medium

Summary

A team of researchers has reported to AMD that it may be possible to modify serial presence detect (SPD)
metadata to make an attached memory module appear larger than it is, potentially allowing an attacker to

overwrite physical memory. Guest Attestation Report [Attestation method for Guest VM)

ATTESTATION_REPORT Structure PLATFORM_INFO field in Byte offset Oh bit 5 contains indication that the
mitigation has been applied and confirmed.,

Byte Bits | Name | Description
‘ Offset |

00h 63:6|- Reserved.

=) ALIAS CHECK_COMPLETE | Indicates that alias detection has completed since the last system
reset and there are no aliasing addresses. Resets to 0.

https://www.amd.com/en/resources/product-security/bulletin/amd-sb-3015.html 36



Vendor Response: Boot-Time Firmware Mitigations

Undermining Integrity Features of
SEV-SNP with Memory Aliasing

AMD ID: AMD-5B-3015

- e introduce aliases at
runtime (post-boot)? I

/

What if we can

~—_

Summary

A team of researchers has reported to AMD that it may be possible to modify serial presence detect (SPDY
metadata to make an attached memory module appear larger than it is, potentially allowing an attacker to

overwrite physical memory. Guest Attestation Report [Attestation method for Guest VM)

ffse@Dh bit 5 contains indication that the

ATTESTATION_REPORT Structure PLATFORM_INF
mitigation has been applied and confirmed.,

AMDZ [ —

00h 63:6|-

=) ALIAS CHECK_COMPLETE | Indicates that alias detection has completed since the last system
reset and there are no aliasing addresses. Resets to 0.

https://www.amd.com/en/resources/product-security/bulletin/amd-sb-3015.html 37
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Interfering at Runtime: Commercial DRAM Interposers?

Genuine New MW-Keysight U4972A DDR4 Protocol Debugging and

Analysis Solution Logic Analyzers Factory Wholesale Price

KEYSIGHT DSOX1204G Digitsl Stetege Oscilissscos

US$782,016.00

1 Set (MOQ)

: il \
Send Inquiry ) ( () Chat Now )
Product Details >
Customization: Available
After-sales Service: 12 Months
Warranty: 12 Months
m Shenzhen Leading International Trading Co., Ltd. > @
Gold Member Since 2024

M Audited Supplier

\*; Add Inquiry Basket to Compare
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ith Addressing at Runtime
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Battering RAM: Tampering with Addressing at Runtime

-\ Row 0b1011 ; —» Row 0b1011
X)[ Row 0b1001 5 — Row 0b1001

Physical DRAM DRAM
Address Space Address Space : Address Space

T o mm o Em Em E Em G B O AR N R BN BN AN N RS SN BN NN N NN N BN BN N NN R M NN N SN NN O NN NN SN BN N NN NN N BN A o am o Em w Y am Em Em o O N EE S B N O EE RN G B EE S B Em o e P
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Battering RAM: Tampering with Addressing at Runtime

1 Row 0bi1G11 l Row Obi1@11
W—)' Row 0bl0O1

Row 0bl001
Physical DRAM E DRAM
Address Space Address Space ! : Address Space

--------------------------------------------------------------------------------

42



Battering RAM: Tampering with Addressing at Runtime

Microcontroller (RPi Pico) $4 DDR4 connector: $16
4

=1
I

i

1.. v I
- Bl B
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e

it
TR R TR DR R

BUEINIY
RERRERAA R RRRARE2E

‘hhﬁ%%ﬂ%ﬁﬂﬁﬂﬁﬂ%%ﬂiﬂNMlm HWMWHHMNWHM smmmmmmmﬂmwn
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AL
Custom PCB: $18 Analog Switch (ADG902) $4
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Battering RAM: Breaking Intel Scalable SGX Memory Encryption

IIIIIII

fsecret data; ; § 3d9c 5d95 1

lllllll
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Battering RAM: Breaking Intel Scalable SGX Memory Encryption

.......

secret data . 3d9c 5d95

lllllll
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Battering RAM: Breaking Intel Scalable SGX Memory Encryption

;Secret datai T3d9c 5d95 i
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Battering RAM: Breaking Intel Scalable SGX Memory Encryption

2bf9 65d4

:Secret datai i'3d9c 5d95 i
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Battering RAM: Breaking Intel Scalable SGX Memory Encryption

IIIIIII

2bf9 65d4
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lllllll

48



Battering RAM: Breaking Intel Scalable SGX Memory Encryption
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Battering RAM: Breaking Intel Scalable SGX Memory Encryption

.......

2bf9 65d4
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Battering RAM: Breaking Intel Scalable SGX Memory Encryption

2bf9 65d4

3d9c 5d95
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Battering RAM: Breaking Intel Scalable SGX Memory Encryption

2bf9 65d4

secret data l I 3d9c 5d95
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Battering RAM: Breaking Intel Scalable SGX Memory Encryption

2bf9 65d4

Arbitrary plaintext

read/write access!

secret data | I 3d9c 5d95

53



Demo
Arbitrary plaintext access on Intel Scalable SGX



=

tryagain@iryagain-X12: ~ badramfscalable-sgi-attacksfzimple-readfatiacker-onclove-read ==

yAgaimprryagain-xX1z;

=

Timestamp=TTTTA55 72759
Timestamp-TTTTASSTI632
Timestanp-TTTTA5573354
Timestanp=TTTTAG5T33562
T4 mastanp=7 7T TA5573085
Timestamp=7 77745573024
Timestanp=77 1 7454574449
TiRestamp=7 ! 1455 r44us
lHimestamp=7F{{ (45575814
Timestanp=7 11745575847
Timestamp=TTTT455T557T
Timesianp=7TT 145575644

ik

gk
Found B log entries:

ack
Faund B log entries:

ark
SPI0- switcher wi. 8.1

jesseEvancer =

Event=LEVEL_ LW
Event=LEVEL_HIGH
Event-LEVEL_LOW
Evant= EVEL_HIGH
Euant=LEVEL _| W
Fuvant=L FVEL _HIEX
Ewvant=L FVEL LW
Evant=LEVEL HIGH
Event=LEVEL LW
Event=LEVEL HIG=
Ewent=LEVEL LW
Event=LEVEL_HIGH

& sudo - feuildibinariesapp ﬂ

trya
ey

(K

Trya
o]

iainﬁirya;a1n-ﬁli:

tryagain@tryagain-X12: - /badram/scalable-sg-attacks/simple. read vctim-enclave a = x

S osudo CSburildibinaries fapp aliases.

tryeoaini@inagain-Z12 =/kadramiscatable-sgu-attacksfsimple-readiattadker-enclave-alias Q= E

FainEtryagain-¥12:

ANdELTiniiEr |

F suda . b iu:i_-' binaries/app




,aI'S'_TECHNICA Al BIZ&IT CARS CULTURE GAMING HEALTH POLICY SCIENCE SECURITY SPACE TECH FORUM uescrise | I Q

Intel and AMD trusted enclaves, a
foundation for network security, fall to
physical attacks

The ch|pmaker5 say physma[ attacks aren’t in the threat model. Many users didn’t get the memo.

NewSuentlst

Voor zo n hackaanval hacl je: 001t tonnen
nodig, nu kan het met minder dan v1]ft1g euro’

Onderzoekers KU Leuven hacken hyperbeveiligde

cloudsoftware met paneeltje van 50 euro: "Zeker

niet zomaar afgaan op de beweringenvan

technologiebedrijven” Batterlng RAM Attack Breaks Intel and AMD Security
\'/ m Tech With $50 Device

Q) https://batteringram.eu/ - P h =



SEV-SNP Physical Memory Aliasing

AMD ID: AMD-5B-3024
Potential Impact: N/A

summary

Researchers have reported a method for privileged attackers with physical access to a motherboard to potentially
compromise confidentiality and integrity of AMD Secure Encrypted Virtualization - Secure Nesting Paging (SEV-5NP)
guests,

AMD does not plan to release any mitigations in response to this report because the reparted exploit is outside the
scope of the published threat model for SEV-SNP, as detailed in Table 1 of the AMD SEV-SNP technical paper. ]

https://www.amd.com/en/resources/product-security/bulletin/amd-sb-3024.html

ID Updated Version
865767 10/27/2025 1.0 Public

In the Battering RAM paper, researchers from KU Leuven and University of Birmingham developed a custom interposer to actively alias
memory and gain arbitrary read/write access into Intel SGX-protected memory.

Both research teams assume a physical adversary has direct access to the hardware with a memory bus interposer. Both methods can
then be used to attack Intel SGX-protected assets, including Intel SGX attestation keys. In a separate disclosure to Intel, Fortanix
provided a potential attack that requires a replay-capable physical interposer. Such attacks are outside the scope of the boundary of
protection offered by Advanced Encryption Standard-XEX-based Tweaked Codebook Mode with Ciphertext Stealing (AES-XTS) based
memory encryption, as originally stated in the 2021 Intel publication Supporting Intel® SGX on Multi-socket Platforms. As it provides

limited confidentiality protection, and no integrity or anti-replay protection against attackers with physical capabilities, Intel does not
plan to issue a CVE.

https://www.intel.com/content/www/us/en/developer/articles/news/more-information-encrypted-memory-frameworks.html 57



REPUBLIQUE
FRANCAISE

Libereé
Egalité

Fratermité

About ANSSI Regulation Scientific standing Digital Risk Management Incident Response

Accueil » Liste Des Publications » Techmnical Position Paper on Confidential Computing

Technical Position Paper on Confidential
Computing

In this position paper, ANSSI outlines its views on Confidential Computing. It recalls the attack models that Confidential Computing purports
addressing, its main securitv mechanisms and their current limitations. It also nrovides euidelines to Cloud Service Providers and other comnanies

LR As mentionned before, Confidential Computing is often presented by commercial providers
as a solution to run remote workloads with the same level of confidentiality and integrity as
a local setup, i.e. resistant to a physical attack. However, physical attacks are explicitly out-
of-scope of the security target defined by hardware vendors. This means in particular that
If a user is concerned about a cloud-provider conducting targeted attacks, instead of relying
on a Confidential Computing approach they need to switch to a cloud-provider they trust,
i.e. with strong counterparts or control capabilities, or use their own hardware with physical
security protection measures. Likewise, the security of Confidential Computing assumes an
uncompromised Manufacturer TCB: manufacturer and supply-chain attackers, including state-
level ones, are thus explicitly out-of-scope.

https://cyber.gouv.fr/en/publications/technical-position-paper-confidential-computing
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Lessons Learned https://batteringram.eu/

ﬂ 1. Confidential computing is here to stay

9?
ad

ﬁn% 3. Hardware attacks are practical

2. Challenge your attacker models

| ml Thank you! Questions?
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