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The Big Picture: Protecting Private Data
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Confidential Computing: Reducing Attack Surface

Trusted execution: Hardware-level isolation and attestation



7

The Rise of Confidential Computing CPU Technology
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Example: WhatsApp Private Processing Confidential AI

https://engineering.fb.com/2025/04/29/security/whatsapp-private-processing-ai-tools/
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“Confidential Computing Today, Just Computing Tomorrow” *
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Confidential Computing: The Weakest Link?
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● CPU package = trust boundary

Confidential Computing: Trust Boundary
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● CPU package = trust boundary

● Memory encryption to protect 

against physical access:

1. Rogue cloud provider employees

2. Supply-chain adversaries

3. Local law enforcement

Confidential Computing: Trust Boundary
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A Brief History of Commercial Memory Encryption
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A Brief History of Commercial Memory Encryption
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15https://www.datacenterknowledge.com/cloud/why-google-cloud-turned-to-amd-to-solve-for-runtime-encryption

A Brief History of Commercial Memory Encryption



16https://arstechnica.com/gadgets/2020/02/intel-promises-full-memory-encryption-in-upcoming-cpus/

A Brief History of Commercial Memory Encryption
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A Brief History of Commercial Memory Encryption
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Background: Memory Initialization

?
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Background: Memory Initialization - Serial Presence Detect (SPD)

?
DIMM meta data: 

manifacturer, 

speed, size, ...
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BadRAM: What if Your DRAM Lies to You?
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BadRAM: What if Your DRAM Lies to You?

But there’s memory 

encryption, right?
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BadRAM: What if Your DRAM Lies to You?

But there’s memory 

encryption, right?

Confidentiality

Integrity

Freshness



#BHEU   @BlackHatEvents

Demo
Replaying encrypted memory
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 � https://badram.eu/
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Vendor Response: Boot-Time Firmware Mitigations

https://www.amd.com/en/resources/product-security/bulletin/amd-sb-3015.html
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Vendor Response: Boot-Time Firmware Mitigations

https://www.amd.com/en/resources/product-security/bulletin/amd-sb-3015.html

What if we can 

introduce aliases at 

runtime (post-boot)?
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Interfering at Runtime: Commercial DRAM Interposers?
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Tampering with Addressing at Runtime
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Battering RAM: Tampering with Addressing at Runtime
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Battering RAM: Tampering with Addressing at Runtime
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$4Custom PCB: $18

$4 DDR4 connector: $16

Battering RAM: Tampering with Addressing at Runtime
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Battering RAM: Breaking Intel Scalable SGX Memory Encryption



45

Battering RAM: Breaking Intel Scalable SGX Memory Encryption



46

Battering RAM: Breaking Intel Scalable SGX Memory Encryption



47

Battering RAM: Breaking Intel Scalable SGX Memory Encryption



48

Battering RAM: Breaking Intel Scalable SGX Memory Encryption



49

Battering RAM: Breaking Intel Scalable SGX Memory Encryption



50

Battering RAM: Breaking Intel Scalable SGX Memory Encryption



51

Battering RAM: Breaking Intel Scalable SGX Memory Encryption



52

Battering RAM: Breaking Intel Scalable SGX Memory Encryption



53

Arbitrary plaintext 

read/write access!

Battering RAM: Breaking Intel Scalable SGX Memory Encryption



#BHEU   @BlackHatEvents

Demo
Arbitrary plaintext access on Intel Scalable SGX
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 � https://batteringram.eu/
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https://www.amd.com/en/resources/product-security/bulletin/amd-sb-3024.html

https://www.intel.com/content/www/us/en/developer/articles/news/more-information-encrypted-memory-frameworks.html
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https://cyber.gouv.fr/en/publications/technical-position-paper-confidential-computing
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1. Confidential computing is here to stay

2. Challenge your attacker models

3. Hardware attacks are practical

Lessons Learned

Thank you! Questions?

https://batteringram.eu/
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