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The “Great Lock Controversy” at the Industrial Exhibition of 1851
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The “Great Lock Controversy” at the Industrial Exhibition of 1851

“Rogues are very keen in 
their profession, and know 
already much more than 

we can teach them.” 

!?
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“Il faut qu'il n'exige pas le secret, et qu'il 
puisse sans inconvénient tomber entre 
les mains de l'ennemi.”

– Auguste  Kerckhoff (1883)

Kerckhoff’s Principle: No Security through Obscurity
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“Given enough eyeballs, all bugs are 
shallow.”

– Eric S. Raymond (1997) 

Linus’s Law: Security through Open Source?
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Context: Evolution of Linux Kernel Lines of Code

Millions of lines of code!
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Context: Evolution of Linux Kernel Vulnerabilities

Hundreds of vulnerabilities!



Research Landscape
Reducing attack surface with confidential computing



DALL E 3⋅
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Confidential Computing: Reducing Attack Surface

Trusted execution: Hardware-level isolation and attestation
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The Rise of Trusted Execution Environments (TEEs)
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“Confidential Computing Today, Just Computing Tomorrow” *

* Mark Russinovich, CTO Microsoft Azure

Internet of Things

Cloud 
computing
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Research Agenda: (Un)confidential Computing?

● Offensive security analysis of closed-source 
(large) commercial systems

→ Critical analysis of vendor claims…

● Defensive prototypes on open-source (small) 
research systems

→ Next-generation innovations...
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A Decade of Vetting Confidential Computing @DistriNet

‘13 ‘14 2015  2016  2017  2018  2019  2020  2021  2022  2023  2024  2025 2026

BadRAM

SGX TDXSEV-SNP

IPE

Sancus



 Scientific Understanding Driven by Attacker-Defender Race...



 Scientific Understanding Driven by Attacker-Defender Race...



Highlight #1: Sancus
Do’s and don’ts for long-lived open-source research prototypes
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Sancus: Lightweight Trusted Computing for the IoT

OpenMSP430 CPU extensions
for isolation + attestation

LLVM compiler pass

+ +

Support software
“operating system”



  



  

Key #1: Open-Source Ecosystem
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Sancus: Open-Source Artifacts for Reproducible Science

● No commercialization/patents; FOSS licenses
● Limit dependencies: e.g., LLVM <> GCC
● Upstream eagerly: Avoid dead forks...

– 2012-2017: Public tarballs + private git
– 2017: Move to public GitHub organization



  

Key #2: Modular Base Design
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Sancus is Dead, Long Live Sancus!

Sancus 1.0

Programming paradigms (auth exec)

Applications (Contiki, VulCAN, smart meter)

Real-time (Aion)

Attacks (T2W, Nemesis, DMA, Gap) Defenses (Sancus-V, SLLVM, SCF-MSP)

2013 2015-2017

2017-2022 2016-2021

2020-20232018-2022



  

Key #3: Build Usable Systems
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Sancus: Building Usable Systems

● Large engineering effort >> minimal publication effort
● Simulators and test frameworks
● Continuous integration
● Tutorial [DSN’18] → VulCAN [ACSAC’20]

“I'm happy to say that the evaluation worked 
flawlessly – great job!”



  

Key #4: Impact through Education
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 Continuous master thesis involvement
 Understanding: Putting theory into practice

 → e.g., MIT xv6 OS, KUL Proteus RISC-V core

Maximizing Impact through Education



  

Key #4: Science Communication







“A project based on open-source building blocks 
and free-software ethos […] should be lauded 

and considered by anyone [...]”
– Mischa Spiegelmock, LWN.net, 2018

https://fosdem.org/



Highlight #2: SGX-Step
From open-source research to real-world impact
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SGX-Step: Executing Enclaves one Instruction at a Time
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SGX-Step: Executing Enclaves one Instruction at a Time
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SGX-Step: Open-Source Release

Van Bulck et al., “SGX-Step: A Practical Attack Framework for Precise Enclave Execution Control”, SysTEX 2017.

Used in > 50 academic 
papers worldwide



  

Key #1: Accessible Library Design
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SGX-Step: Extensible Linux Kernel Framework
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SGX-Step: Extensible Linux Kernel Framework

Driver runs on stock Linux 
→ no need to compile 
custom kernel!



  

Key #2: Reusable Primitives
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SGX-Step: Enabling a New Line of High-Resolution Attacks
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SGX-Step: A Versatile Open-Source Attack Framework



  

Key #3: Engage with Industry
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Mitigating SGX-Step: Hardware-Software Co-Design

● 2017: SGX-Step academic paper and open-source release

→ de-facto standard attack framework; used in > 45 international papers

● 2018-2020: High-impact attacks Foreshadow, ZombieLoad, LVI, etc.

→  coverage in (inter)national press; widespread patches in processors 
and operating systems

● 2023: AEX-Notify hardware extension for software-based mitigations

→  collaboration with Intel Research; shipped in millions of Intel CPUs 
worldwide

● 2023: ACSAC'23 Cybersecurity Artifacts Impact Award

● 2025: TLBlur improved compiler mitigation



Constable et al. “AEX-Notify: Thwarting Precise Single-Stepping Attacks through Interrupt Awareness for Intel SGX Enclaves”, USENIX Security 2023.

https://vanbulck.net/files/usenix23-aexnotify.pdf


Constable et al. “AEX-Notify: Thwarting Precise Single-Stepping Attacks through Interrupt Awareness for Intel SGX Enclaves”, USENIX Security 2023.

https://vanbulck.net/files/usenix23-aexnotify.pdf
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Conclusion: 7 Magic Ingredients

1) Open-source ecosystem

2) Modular base design

3) Impact through education

4) Science communication

5) Accessible library design

6) Reusable primitives

7) Engage with industry
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