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The Big Picture: Protecting Private Data
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The Big Picture: Protecting Private Data
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Confidential Computing: Reducing Attack Surface

Enclave app

w Trusted execution: Hardware-level isolation and attestation



The Rise of Trusted Execution Environments (TEEs)

e 2004: ARM TrustZone

a rm e 2015: Intel Software Guard Extensions (SGX)
_\ e 2016: AMD Secure Encrypted Virtualization (SEV)
intel e 2018: IBM Protected Execution Facility (PEF)

e 2020: AMD SEV with Secure Nested Paging (SEV-SNP)
AMDA e 2022: Intel Trust Domain Extensions (TDX)
e 2023: ARM Confidential Compute Architecture (CCA)
= o 2024: NVIDIA Confidential Computing

[ ’Q\ TEEs are here to stay...




Confidential Computing Isolation Paradigms
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Example: WhatsApp Private Processing Confidential Al
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@ Meta and WhatsApp can’t access your messages
@ Your messages are never stored

@ Built in the open, verifiable by security experts

https://engineering.fb.com/2025/04/29/security/whatsapp-private-processing-ai-tools/



“Confidential Computing Today, Just Computing Tomorrow” *
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Confidential Computing: The Weakest Link?




Lecture Overview: Privileged Software Interface (Part 1)

Enclave app
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= @ Untrusted OS — New class of powerful software-based side channels! "



Lecture Overview: Privileged Hardware Interfaces (Part 2)

Enclave App App
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= @ CPU == trust boundary — Hardware-level interposer attacks! 13



Game Changer: Privileged “Bottom-Up” Adversary Model
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Abuse privileged operating system powers

— New and unexpected attack vectors




Privileged x86 Interface and Complexity Growth...
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Baumann, “Hardware is the New Software”, HotOS’17. 16



Systematizing the SGX Attack Landscape

W x86 Interface Constraints
Attack . x
& < e
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& Cache priming [181, 92, 29,225,790 ¢ O © © O © O @ O 64B (f \\ POSS’bly every
5 Branch prediction [156, 59, 105] ¢ O 0 0 0 0 O @ O Inst prIVIIeged CPU feature
S DRAM row buﬁfar conflicts [263] (fl ,.fj “; O C ( O @ O 1-8KiB can be abused!
s False dependencies [180] @ IS @G @ ® ¢ O 4B
£ Interrupt latency [256, 95, 208] © O @ © O O O @ O Inst
£ Port contention [7] o O O i O O ® ® O pop
T Page faults [277] ® O O 0O O O O O O 4KiB
S Page table A/D [258, 263] ® O © O © O] © O O 4KiB
T Page table flushing [258] ® O © O O O] © O O 32KiB
S Interrupt counting [182] ® O @ O O O o O © Ibst
S TA32 segmentation faults [91] ©C @€ © O O O O O O 1B-4KiB
C Alignment faults [254] O @€ O e O O O O 1B
% Foreshadow L1D extraction [249] @ O © O O O © O O -
% Data sampling [223, 216, 211] @ O 00O O 0o © O -
éé Spectre [39, 148] © O © O O O ¢ © © -

Load value injection [251] ® O 0O O 0o © © -
$ Memory safety (254, 154,24,266) f© O © O O O | O © © -
% Undervolting [188, 137, 210] © O 0O O0]loO & © -
= Off-chip memory address bus [152] | @ O © O © O O O O 64B

https://vanbulck.net/files/phd-thesis.pdf 17




TEE Attack Research Leads the Way . ..
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& e Privileged TEE attacker models sets the bar!
W e |dealized execution environment for attack research
1 e Generalizations: e.g., Foreshadow-NG, branch

prediction, address translation, etc.
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Idea #1 - Software-Based Attacks:
Spatial Resolution?




Background: The Virtual Memory Abstraction

Virtual | Address . Physical
Address Space ! Translation . Address Space
Virtual | Manoin : Physical
Address | PPING E Address

| | |

| T | System bus
i Page i v

| Tables i DRAM

[ costan et al. “Intel SGX explained”, IACR 2016. 21



Idea: Page Faults as a Side Channel

logical address —>[ paglng unit ]—»[ SGX checks ]—»physical address

U

[ SGX machinery protects against direct address remapping attacks ]

D Xu et al. “Controlled-Channel Attacks: Deterministic Side Channels for Untrusted Operating Systems”, IEEE S&P 2015. 22



Idea: Page Faults as a Side Channel

logical address

paging unit ]—>[ SGX checks ]—»physical address

U

[ ... but untrusted address translation may fault(!) ]

‘ page fault (#PF)
L

.0

\

D Xu et al. “Controlled-Channel Attacks: Deterministic Side Channels for Untrusted Operating Systems”, IEEE S&P 2015. 23



Intel SGX: Page Faults as a Side Channel

Page fault sequence
X, Z

X, ¥

|

| |

Page fault sequence : funci() I
| |

O Xu et al.: “Controlled-channel attacks: Deterministic side channels for untrusted operating systems”, Oakland 2015.

[ = Page fault traces leak private control data/flow ]

D Xu et al. “Controlled-Channel Attacks: Deterministic Side Channels for Untrusted Operating Systems”, IEEE S&P 2015. 24



Spatial Resolution: Page-Granular Memory Access Traces
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D Vanoverloop et. al “TLBIur: Compiler-Assisted Automated Hardening against Controlled Channels on Off-the-Shelf Intel SGX Platforms”, USENIX'25. 25



Spatial Resolution: Page-Granular Memory Access Traces
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D Vanoverloop et. al “TLBlur: Compiler-Assisted Automated Hardening against Controlled Channels on Off-the-Shelf Intel SGX Platforms”, USENIX'25. 26



Spatial Resolution: Page-Granular Memory Access Traces

Original Recovered Original Recovered

D Xu et al.: “Controlled-channel attacks: Deterministic side channels for untrusted operating systems”, Oakland 2015.

[ ... but many faults and a coarse-grained 4 KiB granularity ]

27



Naive Solutions: Hiding Enclave Page Faults

logical address 4{ paglng unit ]—»{ SGX checks ]—»physical address

D

[Q Shih et al. “T-SGX: Eradicating controlled-channel attacks against enclave programs”, NDSS 2017.

[ Shinde et al. “Preventing page faults from telling your secrets”, AsiaCCS 2016.

28



Naive Solutions: Hiding Enclave Page Faults

logical address paglng unit ]—»[ SGX checks ]—)physical address
& Y
=

-

... But stealthy attacker can learn page visits without triggering faults!

29



Documented Side-Effects of Address Translation

4.8 ACCESSED AND DIRTY FLAGS

For any paging-structure entry that is used during linear-address translation, bit 5 is the accessed ﬂag.?- For
paging-structure entries that map a page (as opposed to referencing another paging structure), bit 6 is the dirty
flag. These flags are provided for use by memory-management software to manage the transfer of pages and
paging structures into and out of physical memory.

Whenever there is a write to a linear address, the processor sets the dirty flag (if it is not already set) in the paging-
structure entry that identifies the final physical address for the linear address (either a PTE or a paging-structure
entry in which the PS flag is 1).

30



CANT,SEE PAGE FAULTS THEY SAID

BUT WE GAN SPY
~ ONPAGE TABLE MEMORY



Telling your Secrets without Page Faults

N
1. Attack vector: PTE status flags: ‘ ‘{’°id inc_secret( void )
o A(ccessed) bit Ior(i=0;i<len; i+4)
e D(irty) bit ifizeir:etgi;]) ..........
~ Also updated in enclave mode! ARERES / EI:SJ,: 1. ...
y :
\ J

g‘?,-.!' ACCESSED ?
7

D Van Bulck et al. “Telling your secrets without page faults: Stealthy page table-based attacks on enclaved execution”, USENIX 2017.

32



Telling your Secrets without Page Faults

N
1. Attack vector: PTE status flags: ‘ ‘{’°id inc_secret( void )
o A(ccessed) bit Ior(i=0;i<len; i+4)
e D(irty) bit ifizeir:et{i;]) ..........
~ Also updated in enclave mode! ARERES / EI:EJ,: 1. ...
y :
\ J

2. Attack vector: Unprotected page table
memory:

e (Cached as regular data

e Accessed during address translation

ggg ACCESSED ?
7

~» Flush+Reload cache timing attack!

D Van Bulck et al. “Telling your secrets without page faults: Stealthy page table-based attacks on enclaved execution”, USENIX 2017.
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Attacking Libgcrypt EADSA (Simplified)

for (j=nbits—1; j >=0; j——) {
_gery_mpi_ec_dup_point (result, result, ctx);
if (mpi_test_bit (scalar, j))
16 _gcry_mpi_ec_add_points (result, result, point, ctx);

Memory layout

gcry free

mpi_add

mpi_test bit

22 Code pages
per iteration

mpi_ec_add p

mpi_ec_mul_p

\

0x0F000

0xC0000

0xC1000

0xC9000

0xCA000

D Van Bulck et al. “Telling your secrets without page faults: Stealthy page table-based attacks on enclaved execution”, USENIX 2017.

34



Attacking Libgcrypt EADSA (Simplified)

Monitor
trigger page

(D

13 for (j=nbits—1; j >=0; j——) { ACCESSED ?
14 _gery_mpi_ec_dup_point (result, result, ctx);

15 if (mpi_test_bit (scalar, j))

16 _gcry_mpi_ec_add_points (result, result, point, ctx);

Memory layout

gcry free

mpi_add

mpi_ec_add p

mpi_ec_mul_p

0x0F000

0xC0000

mpi_test_bit L

0xC9000

0xCA000

D Van Bulck et al. “Telling your secrets without page faults: Stealthy page table-based attacks on enclaved execution”, USENIX 2017.
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Attacking Libgcrypt EADSA (Simplified)

Memory layout

0x0F000
gcry free
: N ; 0xC0000
. A mpi_add
Sy . ) 0xC1000
10 P mpi_test bit
11 INTERRUPT
_gcry_mpi_ec_dup_point (result, result, ctx); mpi_ec_add_p
if (mpi_test_bit (scalar, j)) ol ec mul 0xCA000
16 _gcry_mpi_ec_add_points (result, result, point, ctx); pl_ec_muLp
}

D Van Bulck et al. “Telling your secrets without page faults: Stealthy page table-based attacks on enclaved execution”, USENIX 2017.
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Attacking Libgcrypt EADSA (Simplified)

. ACCESSED ?
o

=

f'l) Record page set ,O

" 0011

12

13 for (jJ=nbits—1; j >=0; j—) {

14 _gcry_mpi_ec_dup_point (result, result, ctx);

15 if (mpi_test_bit (scalar, j)) ACCESSED ?

16 _gcry_mpi_ec_add_points (result, result, point, ctx);

Memory layout

gcry free

mpi_add

mpi_test bit

mpi_ec_add p

mpi_ec_mul_p

0x0F000

0xC0000

0xC1000

0xC9000

0xCA000

D Van Bulck et al. “Telling your secrets without page faults: Stealthy page table-based attacks on enclaved execution”, USENIX 2017.



Attacking Libgcrypt EADSA (Simplified)

e
L~ _ =
0O

for (j=nbits—1; j >=0; j——) { RESUME
_gery_mpi_ec_dup_point (result, result, ctx);
if (mpi_test_bit (scalar, j)) -

16 _gcry_mpi_ec_add_points (result, result, point, ctx);

Full 512-bit key recovery, single run

Memory layout

gcry free

mpi_add

mpi_test bit

mpi_ec_add p

mpi_ec_mul_p

0x0F000

0xC0000

0xC1000

0xC9000

0xCA000

D Van Bulck et al. “Telling your secrets without page faults: Stealthy page table-based attacks on enclaved execution”, USENIX 2017.
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Side-channel Analysis: From Metadata Patterns to Secrets

Ox7ffff7balfod 52 < gcry mpih submul 1=
Ox7FIff7b9chBd 20 < gcory mpih_divrem+366=

7 < _gcry mpi_tdiv_qr+374>

48 < gc r'y_mpih_rsh.'{ft_::

16 < gcry_mpi_tdiv gr+579>
Ox7ffff7bo=0ed 28 < gcry mpi_free limb_space> :
Gx 7 f7b03608 - 7 < _gery_frees ,&» e i T
Ox7ffff7affo@ 1 < errno_location@plt>
Ox7Ffff774e000 3 < GI_ errno location=

Gx7fFFf7b03080- 6 < gcry_free+10> b A
Bx7TFff7b080O8 17 < gery private frees Jl A A
Ox7ffff7aff@od 1 <free@plt> i
B Ox7fFff77b10080 20 =<_GI__ libc free- ,| !
Ox7Tfff77adibR 78 < int free> {
_ Bx7Tfff77blRob 'L'R < GI libc free+76> ;
by, £ ) : Ox7FFEF7bO3000- 48) < gcry_free+77> . |
e S 7t f7affooe i <=gpg_err_set errno@plt> |
N - gx?ffff?szmaaé <gpPg_err_Set.errnos. g At 0D |
ey, T § =l 0x7 TT 17510000 <4pg_err_set_errno> YU &N
g 5 7 =R OxTTEFT7742000 3). < . GI___errno. locatmn:- g :
: e@x7ff{751b000 % < gpg_err_set_ errnu+8> |
g ; Bx7ffff7b98080x {28\ < gcry mpi tdiv qr+500> i
g 3 By 7fffT7babone j’“\ < gcry mpiec mul pclnt+1081:>
#’, _f)__} OXFFFFFTDO7O00™ (1) < gcry mpi test bits SRR
1 77020000 {5\ < gery mpi_ec_mul_point+1092> @g: G ]
! Ox7fFFf700e000" . 176,<point_set> e e s (e
A Ox7Tff7babbos < gecry_mpil_ec_mu t+1111>

sopzfop 4@@;@; G

1 a3t Y ool R



Scientific Understanding Driven by Attacker-Defender Race...




Scientific Understanding Driven by Attacker-Defender Race...
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Idea #2 - Software-Based Attacks:
Temporal Resolution?




intel
Protection from Side-Channel Attacks

Intel® SGX does not provide explicit protection from side-channel attacks. It is the enclave developer's
responsibility to address side-channel attack concerns.

In general, enclave operations that require an OCall, such as thread synchronization, I/O, etc., are exposed to the
untrusted domain. If using an OCall would allow an attacker to gain insight into enclave secrets, then there would
be a security concern. This scenario would be classified as a side-channel attack, and it would be up to the ISV
to design the enclave in a way that prevents the leaking of side-channel information.

An attacker with access to the platform can see what pages are being executed or accessed. This side-channel
vulnerability can be mitigated by aligning specific code and data blocks to exist entirely within a single page.

More important, the application enclave should use an appropriate crypto implementation that is side channel
attack resistant inside the enclave if side-channel attacks are a concern.



Temporal Resolution Limitations for the Page-Fault Oracle

1 size_t strlen (char xstr) 1 mov  %rdi ,%rax

2 { 2 1: cmpb $0x0,(%rax)
3 char =5: 3 je 2f

4 4 inc  %rax

5 for (s = str; *s; ++s); 5 jmp 1b

6 return (s — str); 6 2: sub %rdi,%rax

7 } 7 retq

= tight loop: 4 instructions, single memory operand, single code + data page

Counting strlen loop iterations?

\
:‘@ Note: Page-fault attacks cannot make progress for 1 code + data page

44



Temporal Resolution Limitations for the Page-Fault Oracle

(
Page Table _w .text
.func strlen

strlen:
for (s=str; *s; s++);

.data
secret:
-byte Oxaa, 0x00

Counting strlen loop iterations?

\
:‘@ Progress requires both pages present (non-faulting) < page fault oracle

45



Building the Side-Channel Oracle with Execution Timing?

[ :: ) Too noisy: modern x86 processors are lightning fast. ..

30000

21 100,000 runs, strlen=1
25000+ B 100,000 runs, strlen=2 ]

20000t

15000}

Frequency

10000+

A

%0 70

?

120

Oa@lqolﬁnﬁhm?lﬂ —

Execution time (cycles)

8
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Challenge: Side-Channel Sampling Rate

Slow Medium Fast
shutter speed shutter speed shutter speed

CC-BY-SA Nevit Dilmen



SGX-Step: Executing Enclaves one Instruction at a Time

a,

o7

0
INPUT —»." — OUTPUT
}

Q

INTERRUPT

48



SGX-Step: Executing Enclaves one Instruction at a Time

ACSAC 2023

Cybersecurity Artifacts
Impact Award
. J

SGX-Step

() https://github.com/jovanbulck/sgx-step

< Watch 22 7 Star 245 % Fork 52

D Van Bulck et al., “SGX-Step: A Practical Attack Framework for Precise Enclave Execution Control”, SysTEX 2017. 49



SGX-Step: Executing Enclaves one Instruction at a Time

B
((@,) Interrupt handler

/ Enclave \ IRQ

>/ libsgxstep A

if secret do
—_——— instl —

a
N 4
else w \ A Y

inst2 B

endif ERESUME J :
\\ """"" user space
"""""""""""""""""""""""""""""""" 0S kernel

.\\ [/dev/;gx—step]

50



SGX-Step Demo: Single-Stepping Password Comparison

[idt.c] IDT[ 45] @0x7f83225492d0 = 0x556b4424b000 (seg sel 0x10); p=1l; dpl=3; type=14; ist=0
[file.c] reading buffer from '/dev/cpu/l/msr' (size=8)

[apic.c] established local memory mapping for APIC BASE=0xfee00000 at 0x7f8322548000
[apic.c] APIC ID=2000000; LVTT=400ec; TDCR=0

[apic.c] APIC timer one-shot mode with division 2 (lvtt=2d/tdcr=0)

[attacker] steps=15; guess='*****x!
[attacker] found pwd len = 6

[attacker] steps=35; guess='SECRET' --> SUCCESS

[apic.c] Restored APIC LVTT=400ec/TDCR=0)

[file.c] writing buffer to '/dev/cpu/l/msr' (size=8)
[main.c] all done: counted 2413/2336 IRQs (AEP/IDT)
jo@breuer:~/sgx-step-demo$ [



SGX-Step: Enabling a New Line of High-Resolution Attacks

Yr Venue Paper Step Use Case Drv Yr Venue Paper Step Use Case Drv
'15 S&P Ctrl channel Page Probe (page fault) v 20 CHES AtoZ - Page  Probe (page fault) . 4
'16 ESORICS AsyncShock Page Exploit (mem safety) — ? ‘20 €C3 Déja Vu NSS Page  Probe (page fault) v
'17 CHES CacheZoom X >1 Probe (L1 cache) v & "0 MICRO PTHammer = Probe (page walk .
17 ATC Hahnel et al. X0->1  Probe (L1 cache) v 8 '21 USENIX Frontal /1 Probe EIRQ iatenc)y) v &
'17 USENIX  BranchShadow X5 -50 Probe (BPU) x4 '21 S&P CrossTalk v 1 Probe (transient exec) v -#
A7 LSENIS - SealiyPLE Page  Probe (page table) v & 21 CHES  Online template v 1 Probe (IRQ count) v -
17 USENIX DarkROP Page Exploit (mem safety) v 4 1 NDSS SpeechMiner _ it s
'17 SysTEX  SGX-Step v0-1 Framework v D1 S&P Platypus /0-1 Probe (voltage) .
1130 ESS0% Off-limits v0-1 Probe (segmentation) v -# w1 DIMVA Aion /1 Probe (cache) s
'18 AsiaCCS  Single-trace RSA Page Probe (page fault) v - 21 CCS CrinehEy 71 Exploit (mem safety) v s
'18 USENIX  Foreshadow v0-1 Probe (transient exec) v '!f“ 21 CCS Util::Lookup g Biobells cache) b
ig f::;g&P iii:g:ite . Eige i’:;’g:r(itlrac”i:z;) - A 22 USENIX  Rapid prototyping 1 Framework ;-
) ) 22 CT-RSA Kalyna expansion v 1 Probe (L3 cache) v -
18 ICCD SGXlinger X >1 Probe (IRQ latency) X & , o
Y8 CES Nemesis v | Probe (IRQ latency) v ,22 SEED Enciyzer. . ; AL ’

. : 22 NordSec Self-monitoring Page Defense (detect) v
19 USENIX Spoiler V1 Probe (IRQ latency) v - , . . o s
‘19 CCS Zembiel oad e Probe (transient exes) < & '22 AutoSec Robotic vehicles « 1->1 Exploit (tlmestan".lp) v

IO EES Fallout — Probe (transient exec) v -# ,22 ALSAS BMol & A Defese (randor.mze} o
190 CCES Tale of 2 worlds v 1 Exploit (mem safety) v - - USF‘NIX AEP?C ) ap Probe (1/0 device) oo
19 ISCA MicroScope 0-Page Framework x O 22 arXiv Confidential code v 1 Probe (IRQ latency) v -
20 CHES Bivetiander 71 Probe (BPU) 7 ol '23 ComSec FaultMorse Page Probe (page fault) v o
'20 USENIX Big troubles - Page Probe (page fault) v - 23 CHES HQC timing v1 Probe (L3 cache) v o
'20 S&P Plundervolt - Exploit (undervolt) v - 23 ISCA Belong to us /1 Probe (BPU) v o
20, ‘CHES Viral primitive sl Probe (IRQ count) v 23 USENIX  BunnyHop v1 Probe (BPU) v &
'20 USENIX CopyCat 71 Probe (IRQ count) e 4 '23 USENIX DownFall v/ 0-1 Probe (transient exec) v -
'20 S&P LVI 7o Exploit (transient) V. 2 '23 USENIX AEX-Notify v 1 Defense (prefetch) v -

52




SGX-Step: A Versatile Open-Source Attack Framework

-
void inc_secret( void )
{
if (secret) : Stack §
)

*3 4= 1 i =
a+=1; c=0 Code P, ?

else —4 Code Py

" += 1 Interrupt latency esjecall

Stack §
\ c=1 | \H Code P,
3 PTE a 3 ———— Code Py

?

: : test/je  mov call

--------------------------------------- - 1 1 1 1 1 1

- 2 — GCD +

: PTEb z pre— CMPYSTTTTT [ {{—|-

R S S R s g 1.58 4 (I ], L li
NULL L i 1 S | 5

[%1+]

CMIYSHIFT GCD
T T

T
400 N 0] FhOGH 1200 14001

Page-table manipulat}ion\ I

@" )/SGX-StEp \—)( Interrupt counting

R Jo y

%h\"» High-resolution probing .
< @.@" O f-)

Zero-stepreplaying =H°X
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Root-Causing SGX-Step: Aiming the Timer Interrupt

APIC timer ones hot TSC distribution

1400 - Il
1200 ; | I
> 1000 4 I
E;E.r BOO 4 f | S
600 A nky |
'lﬂéDD 1DéSU 10509 10650 11:?0.‘3. - 11650 11100 1'.‘150 }léU':I Q/Q C}‘e @Q
Latency (cycles) ,C;\’ Qf’ c}
- o ) &
- — - o QO R
= Prr= . Vv o Q
%% RIP XN
h .-/-\rq 0 < n
. o o. o o. o.
o O 0 O O
[Arm tlmerl ERESUME lz)|2|2|2)=2
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Root-Causing SGX-Step: Microcode Assists to the Rescue!

i =7
g Ussfsted PT walk
ot \v’» |

1. Clear PTE A-bit 2. TLB flush

PTE A-bit Mean (cycles) Stddev (cycles)
A=1 27 30
A=0 666 55

page walk (SRIP) l exec ‘

[Arm timerI ERESUME NOP,

40 @~

D Constable et al. “AEX-Notify: Thwarting Precise Single-Stepping Attacks through Interrupt Awareness for Intel SGX Enclaves”, USENIX Security 2023.
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Root-Causing SGX-Step: Microcode Assists to the Rescue!

od % i® 7

1. Clear PTE A-bit 2. TLB flush 3. Assisted PT walk

L
OW 4. Filter zero-step (PTE A-bit)
\

i % 4

[Arm timerI ERESUME NOP,

PA

!l &

D Constable et al. “AEX-Notify: Thwarting Precise Single-Stepping Attacks through Interrupt Awareness for Intel SGX Enclaves”, USENIX Security 2023.
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AEX-Notify: Hardware-Software Co-Design Solution

| ERESUME |
(T endave ) AEX-Notify p \[/_ -_—y

behavior AEX Handler Enclave App
Interruptor 1. Call a C3 byte .pagel: - |
EnclaveApp |- o Lo on .pagel N
2. Load all cache NOP,
lines in .pagel

Attacker

EDECCSSA k3.JMP [&NOP,] | RET #(C3 byte) |

C Q

J page walk (.pagel) '_ exec |

| AEX Handler ERESUME
' 4 M
ERESUME I AEX Handler ]

" AEX-Notify ISA |
| Extension |

NOP,

Legend:

D Constable et al. “AEX-Notify: Thwarting Precise Single-Stepping Attacks through Interrupt Awareness for Intel SGX Enclaves”, USENIX Security 2023.
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AEX-Notify: Hardware-Software Co-Design Solution

We implemented a fast, constant-time decoder (CTD) \[ [ ERESUME J e N\,
-

CTD Instruction Coverage for popular SGX runtimes @

100.0% 98.6% 97.5% 98.1% 98.0% <- Tital Coverse AEX Handler Enclave App
1. Decode the .pagel: - |
80.0%
saved [RIP]
60.0% . ﬁ
2. Read and write INC [RAX]
) Covered w/ CTD
o 61.2% 71.1% 65.9% m Covered w/o CTD baCk to [RAXI asa
20.0% 3. ... RET # (C3 byte
- > S (CS byte) J
0.0%
Intel SGX SDK (18) Gramine (53) Occlum (35) Total (106)

SGX Runtime (# of binaries analyzed)

‘ page walk ([RAX]) \ page walk (.pagel) ‘ exec
T \ i \ . ; .
p” A A)f‘
ERESUME I AEX Handler ] s

D Constable et al. “AEX-Notify: Thwarting Precise Single-Stepping Attacks through Interrupt Awareness for Intel SGX Enclaves”, USENIX Security 2023.
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ASYNCHRONOUS ENCLAVE EXIT NOTIFY AND THE EDECCSSA USER LEAF FUNCTION In te I

CHAPTER 8
ASYNCHRONOUS ENCLAVE EXIT NOTIFY AND THE EDECCSSA USER

LEAF FUNCTION

8.1 INTRODUCTION

Asynchronous Enclave Exit Notify (AEX-Notify) is an extension to Intel® SGX that allows Intel SGX enclaves to be
notified after an asynchronous enclave exit (AEX) has occurred. EDECCSSA is a new Intel SGX user leaf function

(ENC \‘” as soft "
. . e rn X '. " A

lin Se n 8.3 'Q‘ SGX-Step led to new x86 processor instructions!

- — shipped in millions of devices = 4th Gen Xeon CPU




phoronix = 0 a (@' %

ARTICLES & REVIEWS NEWS ARCHIVE FORUMS PREMIUM CONTACT © CATEGORIES

Code 1 Vv in  intel/linux-sgx X = Filter s

v ontet sdk/trts/linux/trts_mitigation.S

Intel AEX Notify Support Prepped For Linux To Help

Enhance SGX Enclave Security 48 * Description:
_ ) 49 * The file provides mitigations for SGX-Step
Written by Michael Larabel in Intel on 6 November 2022 at 06:01 AM EST. 5 Comments - it
Future Intel CPUs and some existing processors via a microcode update will 71 * Function:
support a new feature called the Asynchronous EXit (AEX) notification constant_time_apply_sgxstep_mitigation_and_continue_execution
mechanism to help with Software Guard Extensions (SGX) enclave security. 72 * Mitigate SGX-Step and return to the point at which the
Patches for the Linux kernel are pending for implementing this Intel AEX most recent
Notify support with capable processors. 73 s interrupt/exception occurred.

Intel's Asynchronous EXit (AEX) notification mechanism lets SGX enclaves run a handler
after an AEX event. Those handlers can be used for things like mitigating SGX-Step as an
attack framework for precise enclave execution control.

S

m SGX-Step led to changes in

= major OSs and enclave SDKs

SGX-Step



There’s a Catch...

Finally note that our proposed mitigation does not pro-
tect against interrupting enclaves and observing application
code and data page accesses at a coarse-grained 4 KiB spa-
tial resolution. In contrast to the fine-grained, instruction-
granular interrupt-driven attacks we consider in this work,
such controlled-channel attacks have received ample atten-
tion [18,47,56,59] from the research community.

D Constable et al. “AEX-Notify: Thwarting Precise Single-Stepping Attacks through Interrupt Awareness for Intel SGX Enclaves”, USENIX Security 2023. 62
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Why Mitigating Single-Stepping is Not Enough

susenix

THE ADVANCED
COMPUTING SYSTEMS
ASSOCIATION

3

Original (left), Xu et al. (middle), our attack with AEX-Notify single-stepping defense (right)
g;o ll:.:.:.:l:l:.:.:.:l: | | | |

D Vanoverloop et. al “TLBIur: Compiler-Assisted Automated Hardening against Controlled Channels on Off-the-Shelf Intel SGX Platforms”, USENIX'25. 63



Libjpeg: AEX-Notify’s Temporal Reduction in Practice
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Libjpeg: AEX-Notify’s Temporal Reduction in Practice
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Libjpeg: AEX-Notify’s Temporal Reduction in Practice
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Idea: TLB as a “Filter” to Hide Page Accesses

Application TLB hit Page tabl
age table

D Vanoverloop et. al “TLBIur: Compiler-Assisted Automated Hardening against Controlled Channels on Off-the-Shelf Intel SGX Platforms”, USENIX'25. 67



TLBlur: Self-Monitoring and Restoring Enclave Page Accesses

Prefetcher

@ [ Page Access Map (PAM) ] ‘
@ a_ﬂ N _ AEX Handler | g 1ouq

"‘

Untrusted OS

S

‘e, Hardware TLB -

a ZE: 00000 Hardware

D Vanoverloop et. al “TLBIur: Compiler-Assisted Automated Hardening against Controlled Channels on Off-the-Shelf Intel SGX Platforms”, USENIX'25. 68



Instrumentation to Self-Monitor Page Accesses at Runtime

4 k (add rax, rdi k (add raag, Tod
INLINE update(rax) |- @) INLINE update(rax)
mov rdi, [rax] mov rdi, [rax]

void foo(int 1) { INLINE update(rbx) — C1 )—{ INLINE update(rbx)

int = = aldils call *rbx = call *rbx
int v = (*b) (x); cmp 0, rax N\ cmp 0, rax
if (v) jne 1f C2 }— CALL update(1f)
c[i] = 0; jne 1f
C3 | CALL update(rip+8)
) O BN e oererrrrrrrrr
} add rc=, rdi add rcx, rdi
INLINE update(rcx) -—@— INLINE update(rcx)
mov [rcx], O mov [rcx], O
g J L Y, \L: J€

D Vanoverloop et. al “TLBIur: Compiler-Assisted Automated Hardening against Controlled Channels on Off-the-Shelf Intel SGX Platforms”, USENIX'25. 69



Leakage Reduction in Practice: Libjpeg Single-Stepping
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Leakage Reduction in Practice: Libjpeg Page Faults
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Leakage Reduction in Practice: Libjpeg TLBlur (N=10)
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Leakage Reduction in Practice: Libjpeg TLBlur (N=20)
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Leakage Reduction in Practice: Libjpeg TLBlur (N=30)
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TLBlur: Compiler-Assisted Leakage Reduction in Practice

f usenix Gg}}
THE ADVANCED [
’ COMPUTING SYSTEMS ‘&\'O

ASSOCIATION

O\ ._'_-(“.
:@ Automated “blurring” of page-access traces in space and time :‘:-'-\

D Vanoverloop et. al “TLBlur: Compiler-Assisted Automated Hardening against Controlled Channels on Off-the-Shelf Intel SGX Platforms”, USENIX'25. 75



Idea #3 - Hardware-Based Attacks:
Encrypted Memory Interface?







Confidential Computing: Trust Boundary

® CPU package = trust boundary

78



Confidential Computing: Trust Boundary

® CPU package = trust boundary

® Memory encryption to protect
against physical access:

1. Rogue cloud provider employees
2. Supply-chain adversaries
3. Local law enforcement

L4

79



A Brief History of Commercial Memory Encryption

intel.

SGX

2015

Confidentiality
Integrity

O < 1-5

Freshness

X

Scalable
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A Brief History of Commercial Memory Encryption

intel.

SGX SEV-ES

2016 2020

2015 ? 2017

SEV SEV-SNP

AMD1

Confidentiality a a B a
Integrity o X X X
Freshness ») X X X
Scalable X
© 906
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A Brief History of Commercial Memory Encryption

CLOUD OPERATIONS & MANAGEMENT NEWS

Why Google Cloud Turned to AMD to Solve for Runtime
Encryption

AMD's latest server chips enabled better scalability, less lag, and more memory than Intel SGX, the cloud
provider said.

@  Maria Korolov

© 5 Min Read

https://www.datacenterknowledge.com/cloud/why-google-cloud-turned-to-amd-to-solve-for-runtime-encryption 82



A Brief History of Commercial Memory Encryption

arsS) TECHNICA

PUTTING ON A BRAVE FACE

Intel promises Full
Memory Encryption in
upcoming CPUs

Intel’s security plans sound a lot like “we’re going to catch up to
AMD.”

JIM SALTER - FEB 26, 2020 8:29 P | ) 120

=+ Intel Security Architecture and Technology Director John Sell
provided an overview of Intel's mission to provide common
security capabilities across all architectures. credit: intel Corporation

https://arstechnica.com/gadgets/2020/02/intel-promises-full-memory-encryption-in-upcoming-cpus/ 83



A Brief History of Commercial Memory Encryption

intel. intel.

Scalable
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A Brief History of Commercial Memory Encryption
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A Brief History of Commercial Memory Encryption

intel. intel.
SfX SE\i—ES chf)?le

2015 ? 2017 ? 2021 ? ?

SEV SEV-SNP TDX CCA
AMD 1 arm

Confidentiality a a a a a a a
Integrity X X X X ° X

X X X X X X

Scalable

Freshness )
X

x %

\ 4
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e N
o

[ ]
o N
2 N
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A Brief History of Commercial Memory Encryption

intel. intel.
SGX SEV-ES ché)?le
2016 2020 2022 2023
e 9% o9
SEV SEV-SNP TDX CCA
AMDI arm
- N

Confidentiality a

Integrity °

Freshness

Scalable

B X ©




Background: Memory Initialization

88



Background: Memory Initialization - Serial Presence Detect (SPD)

DIMM meta data:
manifacturer,
speed, size, ...

~\

J

89



BadRAM: What if Your DRAM Lies to You?

Physical DRAM o DRAM
: Address Space Address Space i Address Space ,
\\ ____________________________________________________ ‘1 \~ --------------------------- , 90



BadRAM: What if Your DRAM Lies to You?

| am 16 GB large

4 BIOS
(1) ReadsPD |
S sl
Physical DRAM o DRAM
Address Space Address Space i Address Space

\
7
N . .
Slas i o T G S S S G SR S S A S ST A S S SR i SN S i e P R oo s s o S T SR i S ’ 91



BadRAM: What if Your DRAM Lies to You?

| am 16 GB large

@ Configure memory controller |

S sl
Physical DRAM o DRAM
Address Space Address Space i Address Space

.
?
.~ ’ .
Vit i i it 0 i B S i B B e T T S S e e e 2 R e st e e S i i St ’ 9:2



BadRAM: What if Your DRAM Lies to You?

Il am 16 GB large

@ Configure memory controller |

Physical DRAM o DRAM
. Address Space Address Space i Address Space ,
\\ ____________________________________________________ ,/ \\ ___________________________ ” 93



BadRAM: What if Your DRAM Lies to You?

32 GB large

@ Configure memory controller |

Physical DRAM o DRAM
. Address Space Address Space i Address Space ,
\\ ____________________________________________________ ,/ \\ ___________________________ ” 94



BadRAM: What if Your DRAM Lies to You?

32 GB large

@ Configure memory controller |

fJ

Physical DRAM o DRAM
. Address Space Address Space i Address Space ,
\\ ____________________________________________________ ,/ \\ ___________________________ ” 95



BadRAM: What if Your DRAM Lies to You?

32 GB large

@ Configure memory controller |

\,

Physical DRAM o DRAM
| Address Space Address Space i Address Space ;
\\ ____________________________________________________ ,/ \\ ___________________________ ” 96



BadRAM: What if Your DRAM Lies to You?

lam 16 32 GB large

@ Configure memory controller |

—

But there’s memory

\ encryption, right?

Physical DRAM o DRAM
. Address Space Address Space i Address Space ,
\\ ____________________________________________________ ’/ M ” 97



BadRAM: What if Your DRAM Lies to You?

lam 16 32 GB Iarge}

@ Configure memory controller |

—

But there’s memory

'\) encryption, right?
2 . Confidentiality a

Integrity X

Physical DRAM o DRAM . Freshness X
Address Space Address Space i Address Space

\
Al II
N
T N et 98




Replaying encrypted memory



AMD SEV-SNP Wictim WM

Privileged Software Attacker

Initialized 64-byte memory buffer
==> Virtual address: 0x7f485c6e7000
==> Physical address: 0x26f5e000

Buffer initialized to zero:
00 00 00 09 00 0O ©0 00 00 00 00 00 00 OO0 0O 00
60 00 00 69 0O 0O OO 00 00 00 00 00 00 00 0O 00

Capture the ciphertext, then press enter

Setting buffer to Oxff
ff ff ff ff ff ff ff ff ff ff ff ff £f £ff ff ff
EE £E fE £F £f £f £f £t ff tEEfEft ttfr ff

Replay the old ciphertext, then press enter

Printing memory buffer

00 00 00 @0 0/ 00 @0 00 00 0O 00 00 00 00 00 00
00 00 00 80 @O 00 @6 00 00 0O 00 00 00 60 DO 00
jesse@jesse-test:~$

00 00
00 09

ff ff
ff £f

00 00
00 00

00 00
00 00

£t £f
ff £f

00 00
00 00

00 80
00 00

tf 7f
£f tf

00 00
00 80

oo

F
f

00

ff
ff

oo
00

elo]

ff
ot

ae
ae

00

ff
ff

oe
0o

00 00
00 00

ff ff
EERt

00 08
00 00

00 00
00 00

ff ff
17 i

00 0@
00 08

Translating victim address
--> Guest physical address: 0x26f5e000
==> Host physical address: Ox18415e000

Calculating memory alias
-=> Original address: 0x18415e000
-=> Alias address: 0x58415e000

Press Enter to capture ciphertext

Successfully captured victim ci

0d 52 96 9c bl b3 0a 9 b5 f0 7e d9 06 ei 2f 5c fa 17 cf aa 88 c8 4e 8b c5 26 f7 28 5e 57 1f c4
e8 b5 09 44 00 a3 af 6f b9 12 61 aa 27 bV ed4 df 65 6f 39 ec a7 ee ¢5 50 f3 c9 56 51 dc 84 ee b3

Press enter to start replay

Replayed victim cipherte

jesse@horus: 1 5



meddling

A Thomas Claburn

al'S TECHNICA Al BIZ&IT CARS

-
=2 BEWARE OF GHOSTS

AMD’s trusted

execution environment
blown wide open by
new BadRAM attack

Attack bypasses AMD protection promising security, even when a

server is compromised.

DAN GODDIN - 10 DEC 202418:08 | @ 112

Boffins devise BadRAM attack to pilfer secrets from SEV-SNP e

.
KWETSBAARHEDEN#

o Des chercheurs de Louvain
| WEWIl] ont piratéla sécurité des

AMD secure VM tech undone by DRAM | puces AMD

BadRAM attack breaches AMD secure VMs
using a Raspberry Pi Pico, DDR socket, and a
9V battery

m By Mark Tyson published December 11, 2024

D has now issued firmware updates for cloud providers.

KU Leuven legt kwetsbaarheden s &4

in AMD-processoren bloot

@ https://badram.eu/

[T TR

KU Leuven legt kwetsbaarheid e LS
in AMD-processoren bloot

Leuvense onderzoekers kraken beveiliging AMD-chips 101



Vendor Response: Boot-Time Firmware Mitigations

Undermining Integrity Features of
SEV-SNP with Memory Aliasing

AMD ID: AMD-SB-3015
Potential Impact: Loss of Integrity
Severity: Medium

Summary

A team of researchers has reported to AMD that it may be possible to modify serial presence detect (SPD)
metadata to make an attached memory module appear larger than it is, potentially allowing an attacker to

overwrite physical memory. Guest Attestation Report [Attestation method for Guest VM]

ATTESTATION_REPORT Structure PLATFORM_INFO field in Byte offset Oh bit 5 contains indication that the
mitigation has been applied and confirmed.

Byte Bits | Name Description
‘ Offset

00h 63:6 |- Reserved.

5 ALIAS_CHECK_COMPLETE |Indicates that alias detection has completed since the last system
reset and there are no aliasing addresses. Resets to 0.

https://www.amd.com/en/resources/product-security/bulletin/amd-sb-3015.html 102



Vendor Response: Boot-Time Firmware Mitigations

Undermining Integrity Features of
SEV-SNP with Memory Aliasing

AMD ID: AMD-SB-3015

Potential Impact: Loss of Integri ] ]
Sieariy: Mesior ey introduce aliases at
runtime (post-boot)? \

ffse@Oh bit 5 contains indication that the

What if we can

———

Summary

A team of researchers has reported to AMD that it may be possible to modify serial presence detect (SPLUj
metadata to make an attached memory module appear larger than it is, potentially allowing an attacker to

overwrite physical memory. Guest Attestation Report [Attestation method for Guest VM]

ATTESTATION_REPORT Structure PLATFORM_INF
mitigation has been applied and confirmed.

AMDZU 5 [ ——

00h 63:6 |-

5 ALIAS_CHECK_COMPLETE |Indicates that alias detection has completed since the last system
reset and there are no aliasing addresses. Resets to 0.

https://www.amd.com/en/resources/product-security/bulletin/amd-sb-3015.html 103
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Interfering at Runtime: Commercial DRAM Interposers?

Genuine New MW-Keysight U4972A DDR4 Protocol Debugging and

Analysis Solution Logic Analyzers Factory Wholesale Price

USS$782,016.00
1 Set (MOQ)

Send Inquiry _ { () Chat Now ;I

KEYSIGHT DSOX12045G Digits Sietege Oucllicsccoe 1

Product Details >
Customization: Available
After-sales Service: 12 Months
Warranty: 12 Months
w Shenzhen Leading International Trading Co., Ltd. > @
Gold Member Since 2024

M Audited Supplier

105
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Battering RAM: Tampering with Addressing at Runtime

\) Row 0b1011 : — Row 0b1011
\_ Row 0b1001 ; —>»  Row 0b1001

Physical DRAM E DRAM
Address Space Address Space ! l\ Address Space

__________________________________________________________________________________
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Battering RAM: Tampering with Addressing at Runtime

CPU DIMM
\) Row 0b1011 Row 0b1011
\) Row 0b1001 Row 0b1001
Physical DRAM E DRAM
Address Space Address Space ! l\ Address Space

__________________________________________________________________________________
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Battering RAM: Tampering with Addressing at Runtime

Microcontroller (RPi Pico) $4

WARAARA AN RA 22223 8
N L L LR L

!.-unﬂarlulnlh 'ril!ﬁ WIHH lhﬁ‘lhﬂiﬂ'&'ﬁ’r HI H'IH]L, il

DDR4 connector: $16
4

HHHLHiaHiHlthHLh*th S hmlﬂ'Hifl."!“*f'-flr”fﬂ: il

= BE ) 2 d to 1 | | o) | 1de
. W 2 | Ao DET TR % '3 210” !Fu;_: 1 [ i e | . s
L' E s | 1 ¥ 3

EE

TI_E m
= =
TEL1&

CRTLEETT T TR R TRLLLRA R D LSRR TR

! |
Custom PCB: $18 Analog Switch (ADG902) $4

-
All->A17 4! i
][} “"':';'

||||| ‘| ?: E
TTATA R R T AR A0 ARR0A0 PN AR ARERARAA

109



Battering RAM: Breaking Intel Scalable SGX Memory Encryption

IIIIIII

:secret data E : ~ 3d9c 5d95 :

lllllll
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Battering RAM: Breaking Intel Scalable SGX Memory Encryption

IIIIIII

:secret data E : - 3d9c 5d95 :

lllllll

111



Battering RAM: Breaking Intel Scalable SGX Memory Encryption

féecret dataJ L'3d9c 5d95 ;
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Battering RAM: Breaking Intel Scalable SGX Memory Encryption

2bf9 65d4

féecret data; j"3d9c 5d95 ;
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Battering RAM: Breaking Intel Scalable SGX Memory Encryption

IIIIIII

2bf9 65d4

fsecret data E : - 3d9c 5d95 :

lllllll
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Battering RAM: Breaking Intel Scalable SGX Memory Encryption

IIIIIII

2bf9 65d4

lllllll
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Battering RAM: Breaking Intel Scalable SGX Memory Encryption

IIIIIII

2bf9 65d4

lllllll
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Battering RAM: Breaking Intel Scalable SGX Memory Encryption

2bf9 65d4

3d9c 5d95
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Battering RAM: Breaking Intel Scalable SGX Memory Encryption

2bf9 65d4

secret data l \ 3d9c 5d95
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Battering RAM: Breaking Intel Scalable SGX Memory Encryption

2bf9 65d4

Arbitrary plaintext

read/write access!

secret data l \ 3d9c 5d95
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Arbitrary plaintext access on Intel
Scalable SGX
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tryagain@tryagain-X12: ~/badram/scalable-sgx-attacks/simple-read/attacker-enclave-read
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jesse@vance: ~

90 00 O 00
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)0 00 0O 6@
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JeFound © log entries: 260 00 A0 08

1}
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]@ack

I8 680 00 00
0 00 PO 0@

yp GPIO switcher v@.8.1 20 00 00 80

1z}
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ack

:mack

ack

90 00 00 68
30 00 08 08

Q= x

% sudo ./build/binaries/app aliases.

tryagain@tryagain-X12: ~/badram/scalable-sgx-attacks/simple-read/victim-enclave

tryagain@tryagain-x12:
Csv

[main.c] Creating victim enclave...

[pt.c] fdev/sgx-step opened!

Buffer allocated at va=0x7fd64d228080 --
Setting buffer to 0x42
Capture buffer and press enter

-- alias=7380725000

[main.c] Done.

tryagain@tryagain-X12: $ D

tryagain@tryagain-X12: ~/badram/scalable-sgx-attacksfsimple-read/attacker-enclave-alias Q = x

tryagain@tryagain-X12:
0x7380725000

$ sudo ./build/binaries/app

[main.c] Creating attacker enclave...

[pt.c] /dev/sgx-step opened!

Buffer allocated at va=0x7f2150e29080 -- pa=0x73807250080
Enable interposer and press enter to capture ciphertext

Enable interposer and press enter to replay ciphertext

Disable interposer and press enter to destroy this enclave
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Intel and AMD trusted enclaves, a
foundation for network security, fall to
physical attacks

The chlpmakers say physmal attacks aren’t in the threat model. Many users didn’t get the memo.

NewSclentlst

Voor zo n hackaanval hacl je: 001t tonnen
nodig, nu kan' het met minder dan v1]ft1g euro’

Onderzoekers KU Leuven hacken hyperbeveiligde
cloudsoftware met paneeltje van 50 euro: "Zeker
niet zomaar afgaan op de beweringenvan )

technologiebedrijven” . Battering RAM Attack Breaks Intel and AMD Security
\"/ g nws Tech Wlth $50 Devme

&) https://batteringram.eu/



SEV-SNP Physical Memory Aliasing

AMD ID: AMD-5B-3024
Potential Impact: N/A

W
WARRANTY VOID :
u= SEAL |S BROKEN 4

g]g”'ffﬁ:ﬁ\]

Summary

Researchers have reported a method for privileged attackers with physical access to a motherboard to potentially
compromise confidentiality and integrity of AMD Secure Encrypted Virtualization - Secure Nesting Paging (SEV-SNP)
guests.

AMD does not plan to release any mitigations in response to this report because the reported exploit is outside the
scope of the published threat model for SEV-SNP, as detalled in Table 1 of the AMD SEV-SNP techmcal paper[&
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More Informanon on Encrypted Memory Frameworks for Intel Confidential Computing

ID Updated Version
865767 10/27/2025 1.0 Public

In the Battering RAM paper, researchers from KU Leuven and University of Birmingham developed a custom interposer to actively alias
memory and gain arbitrary read/write access into Intel SGX-protected memory.

Both research teams assume a physical adversary has direct access to the hardware with a memory bus interposer. Both methods can
then be used to attack Intel SGX-protected assets, including Intel SGX attestation keys. In a separate disclosure to Intel, Fortanix
provided a potential attack that requires a replay-capable physical interposer. Such attacks are outside the scope of the boundary of
protection offered by Advanced Encryption Standard-XEX-based Tweaked Codebook Mode with Ciphertext Stealing (AES-XTS) based
memory encryption, as originally stated in the 2021 Intel publication Supporting Intel® SGX on Multi-socket Platforms. As it provides

limited confidentiality protection, and no integrity or anti-replay protection against attackers with physical capabilities, Intel does not
plan to issue a CVE.

https://www.intel.com/content/www/us/en/developer/articles/news/more-information-encrypted-memory-frameworks.htmi
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About ANSSI Regulation Scientific standing Digital Risk Management Incident Response

Accueil » Liste Des Publications ¥ Technical Position Paper on Confidential Computing

Technical Position Paper on Confidential
Computing

In this position paper, ANSSI outlines its views on Confidential Computing. It recalls the attack models that Confidential Computing purports
addressfngf its main seciiritv mechanisms and their current limitations It alen nrovides cuidelines to Cloud Service Praviders and ather companies

SRRl As mentionned before, Confidential Computing is often presented by commercial providers
as a solution to run remote workloads with the same level of confidentiality and integrity as
a local setup, i.e. resistant to a physical attack. However, physical attacks are explicitly out-
of-scope of the security target defined by hardware vendors. This means in particular that
if a user is concerned about a cloud-provider conducting targeted attacks, instead of relying
on a Confidential Computing approach they need to switch to a cloud-provider they trust,
i.e. with strong counterparts or control capabilities, or use their own hardware with physical
security protection measures. Likewise, the security of Confidential Computing assumes an
uncompromised Manufacturer TCB: manufacturer and supply-chain attackers, including state-
level ones, are thus explicitly out-of-scope.

https://cyber.gouv.fr/en/publications/technical-position-paper-confidential-computing
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Conclusions and Take-Away

New era of confidential computing for the cloud

... but current architectures are not perfect!

C%) Scientific understanding driven by attacker-defender race
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