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Confidential Computing: Reducing Attack Surface

Trusted execution: Hardware-level isolation and attestation
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The Rise of Trusted Execution Environments (TEEs)
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Confidential Computing Isolation Paradigms

Intel SGX, Arm TrustZone-M AMD SEV, Intel TDX, Arm CCA
Arm TrustZone-A
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Example: WhatsApp Private Processing Confidential AI

https://engineering.fb.com/2025/04/29/security/whatsapp-private-processing-ai-tools/
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“Confidential Computing Today, Just Computing Tomorrow” *

* Mark Russinovich, CTO Microsoft Azure

Internet of Things

Cloud 
computing
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Confidential Computing: The Weakest Link?
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Untrusted OS → New class of powerful software-based side channels!

Lecture Overview: Privileged Software Interface             (Part 1)
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Lecture Overview: Privileged Hardware Interfaces          (Part 2)

CPU == trust boundary → Hardware-level interposer attacks!
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Game Changer: Privileged “Bottom-Up” Adversary Model
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Privileged x86 Interface and Complexity Growth...

Baumann, “Hardware is the New Software”, HotOS’17.
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Systematizing the SGX Attack Landscape

https://vanbulck.net/files/phd-thesis.pdf

Possibly every 
privileged CPU feature 
can be abused!
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TEE Attack Research Leads the Way . . .
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Idea #1 - Software-Based Attacks:
Spatial Resolution?
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Background: The Virtual Memory Abstraction

Costan et al. “Intel SGX explained”, IACR 2016.
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Idea: Page Faults as a Side Channel

Xu et al. “Controlled-Channel Attacks: Deterministic Side Channels for Untrusted Operating Systems”, IEEE S&P 2015.
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Intel SGX: Page Faults as a Side Channel

Xu et al. “Controlled-Channel Attacks: Deterministic Side Channels for Untrusted Operating Systems”, IEEE S&P 2015.
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Spatial Resolution: Page-Granular Memory Access Traces

Detailed trace of (coarse-grained) code and data accesses over time...

Vanoverloop et. al “TLBlur: Compiler-Assisted Automated Hardening against Controlled Channels on Off-the-Shelf Intel SGX Platforms”, USENIX’25.
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Spatial Resolution: Page-Granular Memory Access Traces

Vanoverloop et. al “TLBlur: Compiler-Assisted Automated Hardening against Controlled Channels on Off-the-Shelf Intel SGX Platforms”, USENIX’25.
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 Spatial Resolution: Page-Granular Memory Access Traces
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Naive Solutions: Hiding Enclave Page Faults
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Documented Side-Effects of Address Translation
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Telling your Secrets without Page Faults
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Attacking Libgcrypt EdDSA (Simplified)
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Attacking Libgcrypt EdDSA (Simplified)
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Side-channel Analysis: From Metadata Patterns to Secrets



 Scientific Understanding Driven by Attacker-Defender Race...



 Scientific Understanding Driven by Attacker-Defender Race...



  

Idea #2 - Software-Based Attacks:
Temporal Resolution?
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Temporal Resolution Limitations for the Page-Fault Oracle
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Temporal Resolution Limitations for the Page-Fault Oracle
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Building the Side-Channel Oracle with Execution Timing?
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Challenge: Side-Channel Sampling Rate
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SGX-Step: Executing Enclaves one Instruction at a Time
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SGX-Step: Executing Enclaves one Instruction at a Time

Van Bulck et al., “SGX-Step: A Practical Attack Framework for Precise Enclave Execution Control”, SysTEX 2017.
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SGX-Step: Executing Enclaves one Instruction at a Time
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SGX-Step Demo: Single-Stepping Password Comparison
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SGX-Step: Enabling a New Line of High-Resolution Attacks
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SGX-Step: A Versatile Open-Source Attack Framework
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Root-Causing SGX-Step: Aiming the Timer Interrupt

Constable et al. “AEX-Notify: Thwarting Precise Single-Stepping Attacks through Interrupt Awareness for Intel SGX Enclaves”, USENIX Security 2023.

https://vanbulck.net/files/usenix23-aexnotify.pdf
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There’s a Catch...

Constable et al. “AEX-Notify: Thwarting Precise Single-Stepping Attacks through Interrupt Awareness for Intel SGX Enclaves”, USENIX Security 2023.

https://vanbulck.net/files/usenix23-aexnotify.pdf


63

Why Mitigating Single-Stepping is Not Enough

Vanoverloop et. al “TLBlur: Compiler-Assisted Automated Hardening against Controlled Channels on Off-the-Shelf Intel SGX Platforms”, USENIX’25.
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Libjpeg: AEX-Notify’s Temporal Reduction in Practice
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Idea: TLB as a “Filter” to Hide Page Accesses

Vanoverloop et. al “TLBlur: Compiler-Assisted Automated Hardening against Controlled Channels on Off-the-Shelf Intel SGX Platforms”, USENIX’25.



68

TLBlur: Self-Monitoring and Restoring Enclave Page Accesses

Vanoverloop et. al “TLBlur: Compiler-Assisted Automated Hardening against Controlled Channels on Off-the-Shelf Intel SGX Platforms”, USENIX’25.
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Instrumentation to Self-Monitor Page Accesses at Runtime

Vanoverloop et. al “TLBlur: Compiler-Assisted Automated Hardening against Controlled Channels on Off-the-Shelf Intel SGX Platforms”, USENIX’25.
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Leakage Reduction in Practice: Libjpeg Single-Stepping
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Leakage Reduction in Practice: Libjpeg Page Faults



72

Leakage Reduction in Practice: Libjpeg TLBlur (N=10)
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Leakage Reduction in Practice: Libjpeg TLBlur (N=20)
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Leakage Reduction in Practice: Libjpeg TLBlur (N=30)
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TLBlur: Compiler-Assisted Leakage Reduction in Practice

Automated “blurring” of page-access traces in space and time

Vanoverloop et. al “TLBlur: Compiler-Assisted Automated Hardening against Controlled Channels on Off-the-Shelf Intel SGX Platforms”, USENIX’25.



  

Idea #3 - Hardware-Based Attacks:
Encrypted Memory Interface?
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● CPU package = trust boundary

Confidential Computing: Trust Boundary
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● CPU package = trust boundary

● Memory encryption to protect 
against physical access:

1. Rogue cloud provider employees
2. Supply-chain adversaries
3. Local law enforcement

Confidential Computing: Trust Boundary
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A Brief History of Commercial Memory Encryption

 🤩
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82https://www.datacenterknowledge.com/cloud/why-google-cloud-turned-to-amd-to-solve-for-runtime-encryption

A Brief History of Commercial Memory Encryption



83https://arstechnica.com/gadgets/2020/02/intel-promises-full-memory-encryption-in-upcoming-cpus/

A Brief History of Commercial Memory Encryption
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Background: Memory Initialization

?
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Background: Memory Initialization - Serial Presence Detect (SPD)

DIMM meta data: 
manifacturer, 
speed, size, ...

?
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BadRAM: What if Your DRAM Lies to You?
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BadRAM: What if Your DRAM Lies to You?

But there’s memory 
encryption, right?
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BadRAM: What if Your DRAM Lies to You?

But there’s memory 
encryption, right?

Confidentiality

Integrity

Freshness



#BHEU   
@BlackHatEvents

Demo
Replaying encrypted memory





101 🌍 https://badram.eu/
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Vendor Response: Boot-Time Firmware Mitigations

https://www.amd.com/en/resources/product-security/bulletin/amd-sb-3015.html
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Vendor Response: Boot-Time Firmware Mitigations

https://www.amd.com/en/resources/product-security/bulletin/amd-sb-3015.html

What if we can 
introduce aliases at 

runtime (post-boot)?
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Interfering at Runtime: Commercial DRAM Interposers?
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Tampering with Addressing at Runtime
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Battering RAM: Tampering with Addressing at Runtime
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Battering RAM: Breaking Intel Scalable SGX Memory Encryption
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Battering RAM: Breaking Intel Scalable SGX Memory Encryption
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Arbitrary plaintext 
read/write access!

Battering RAM: Breaking Intel Scalable SGX Memory Encryption



#BHEU   
@BlackHatEvents

Demo
Arbitrary plaintext access on Intel 

Scalable SGX





122 🌍 https://batteringram.eu/
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https://www.amd.com/en/resources/product-security/bulletin/amd-sb-
3024.html

https://www.intel.com/content/www/us/en/developer/articles/news/more-information-encrypted-memory-frameworks.html
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https://cyber.gouv.fr/en/publications/technical-position-paper-confidential-computing
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Conclusions and Take-Away

New era of confidential computing for the cloud

… but current architectures are not perfect!

Scientific understanding driven by attacker-defender race
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