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Context: Growth of the Internet of Things (IoT)
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TEE Computing Spectrum:  “Low-End” vs. “High-End”
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TEE Computing Spectrum:  “Low-End” vs. “High-End”

Heterogenous & 
underexplored!
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Sancus: Lightweight Trusted Computing for the IoT

Embedded enclaved execution:

○ Isolation & attestation
○ Save + clear CPU state on interrupt

Small CPU (16-bit openMSP430):

○ Area: ≤ 2 kLUTs
○ Deterministic execution: no pipeline/cache/MMU/…
○ Research vehicle for rapid prototyping of attacks & 

mitigations

Noorman et al. Sancus 2.0: A Low-Cost Security 
Architecture for IoT devices. TOPS, 2017.

https://github.com/sancus-tee
https://downloads.distrinet-research.be/software/sancus
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Van Bulck et al., “VulCAN: Efficient Component Authentication and Software Isolation for Automotive Control Networks”, ACSAC 2017.



Challenge: Writing “Secure” Enclave Software is Hard...

Intel SGX

Van Bulck et al. “A Tale of Two Worlds: Assessing the Vulnerability of Enclave Shielding 
Runtimes”, CCS 2019 9Van Bulck et al., “A Tale of Two Worlds: Assessing the Vulnerability of Enclave Shielding Runtimes”, CCS 2019.



Example: Confused-Deputy Pointer Attacks

SM_ENTRY 
int secure_func(int *attacker_pt){
     return *attacker_pt;
}
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Principled Software Validation: Symbolic Execution
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Research Gap: Symbolic Enclave Validation Tools

• TeeRex [USENIX’20]
• Coin [ASPLOS’20]
• Guardian [CCSW’21]
• SymGX [CCS’23]
• Pandora [S&P’24]
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Principled Symbolic Intel SGX Sancus Enclave Validation

● PtrSan: Confused-deputy pointers
● CfSan: Control-flow hijacking

Sancus enclave loader

MSP430 angr 
backend fixes

Alder et al. “Pandora: Principled Symbolic Validation of Intel SGX Enclave Runtimes”, S&P 2024. 16



CfSan PtrSan

→ 21 assembly testcases

Evaluation #1: Unit Test Framework

→ 15 assembly testcases
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Evaluation #2: Sancus Trusted Runtime
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Complexity: v1 (2013) << v2 (2017) << v2.1 (2021)



Evaluation #2: Sancus Trusted Runtime
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Example CfSan: Control-Flow Hijacking (<v2.1)
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Symbolic unconstrainted 
tainted jump target



Evaluation #3: Sancus Applications and Libraries

Van Bulck et al. “A Tale of Two Worlds: Assessing the Vulnerability of Enclave Shielding 
Runtimes”, CCS 2019 24
Van Bulck et al. “A Tale of Two Worlds: Assessing the Vulnerability of Enclave Shielding 
Runtimes”, CCS 2019Van Bulck et al., “A Tale of Two Worlds: Assessing the Vulnerability of Enclave Shielding Runtimes”, CCS 2019.



Conclusions and Take-Away

● TEE-agnostic: Symbolic hardware abstraction layer

→ Intel SGX + MSP430 Sancus + (open)IPE

● Extensible: Vulnerability validation via plugins

→ PtrSan + CfSan + ...

● Evaluation: Effective reproduction + unit tests

→ CI/CD: Unit tests + trusted runtime/applications

github.com/pandora-tee
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