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Computer systems often provide hardware support for isolation mechanisms like privilege levels, virtual
memory, or enclaved execution. Over the past years, several successful software-based side-channel attacks
have been developed that break, or at least significantly weaken the isolation that these mechanisms offer.
Extending a processor with new architectural or micro-architectural features, brings a risk of introducing new
software-based side-channel attacks.

This paper studies the problem of extending a processor with new features without weakening the security
of the isolation mechanisms that the processor offers. Our solution is heavily based on techniques from
research on programming languages. More specifically, we propose to use the programming language concept
of full abstraction as a general formal criterion for the security of a processor extension. We instantiate
the proposed criterion to the concrete case of extending a microprocessor that supports enclaved execution
with secure interruptibility. This is a very relevant instantiation as several recent papers have shown that
interruptibility of enclaves leads to a variety of software-based side-channel attacks. We propose a design for
interruptible enclaves, and prove that it satisfies our security criterion. We also implement the design on an
open-source enclave-enabled microprocessor, and evaluate the cost of our design in terms of performance and
hardware size.
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1 INTRODUCTION

Many computing platforms run programs coming from a number of different stakeholders that
do not necessarily trust each other. Hence, these platforms provide mechanisms to prevent code
from one stakeholder interfering with code from other stakeholders in undesirable ways. These
isolation mechanisms are intended to confine the interactions between two isolated programs to a
well-defined communication interface. Examples of such isolation mechanisms include process
isolation, virtual machine monitors, or enclaved execution [41].

However, security researchers have shown that many of these isolation mechanisms can be
attacked by means of software-exploitable side channels. Such side channels have been shown to
violate integrity of victim programs [33, 43, 54], as well as their confidentiality on both high-end
processors [9, 23, 34, 38] and on small microprocessors [56]. In fact, over the past two years,
many major isolation mechanisms have been successfully attacked: Meltdown [38] has broken
user/kernel isolation, Spectre [34] has broken process isolation and software defined isolation, and
Foreshadow [9] has broken enclaved execution on Intel processors.

The class of software-exploitable side-channel attacks is complex and varied. These attacks often
exploit, or at least rely on, specific hardware features or hardware implementation details. Hence, for
complex state-of-the-art processors there is a wide potential attack surface that should be explored
(see for instance [14] for an overview of just the attacks that rely on transient execution). Moreover,
the potential attack vectors vary with the attacker model that a specific isolation mechanism
considers. For instance, enclaved execution is designed to protect enclaved code from malicious
operating system software, whereas process isolation assumes that the operating system is trusted
and not under control of the attacker. As a consequence, protection against software-exploitable
side-channel attacks is much harder for enclaved execution [60].

Hence, no silver-bullet solutions against this class of attacks should be expected, and counter-
measures will likely be as varied as the attacks. They will depend on attacker model, performance
versus security trade offs, and on the specific processor feature that is being exploited.

The objective of this paper is to study how to design and prove secure such countermeasures.
In particular, we rigorously study the resistance of enclaved execution on small microproces-
sors [35, 45] against interrupt-based attacks [11, 29, 56]. This specific instantiation is important
and challenging. First, interrupt-based attacks are very powerful against enclaved execution:
fine-grained interrupts have been a key ingredient in many attacks against enclaved execution
[9, 15, 36, 56]. Second, to the best of our knowledge, all existing implementations of interruptible
enclaved execution are vulnerable to software-exploitable side channels, including implementations
that specifically aim for secure interruptibility [18, 35]. For our study, we rely on programming
language techniques developed in the field of secure compilation [48].

We base our study on the existing open-source Sancus platform [44, 45], a small microprocessor
with predictable timing of individual instructions, that supports non-interruptible enclaved execution.
We illustrate that achieving security is non-trivial through a variety of attacks enabled by supporting
interruptibility of enclaves. Next, we provide a formal model of the existing Sancus, called hereafter
Sancus™, and we then extend it with interrupts, dubbed Sancus”. We prove that this extension does
not break isolation properties by instantiating full abstraction [1]. Full abstraction is a good fit for
this study, as Sancus is fully deterministic, including deterministic timing. Moreover, the attacks
we consider rely on distinguishing code paths of programs when they have different execution
time, which is closely related to distinguishing different programs.

Roughly, we show that what the attacker can learn from (or do to) an enclave is exactly the same
before and after adding the support for interrupts. In other words, adding interruptibility does not
open new avenues of attack. Finally, we implement the secure interrupt handling mechanism as an
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extension to Sancus, and we show that the cost of the mechanism is low, in terms of both hardware
complexity and performance.

In summary, the novel contributions of this paper are:

e We propose a specific design for extending Sancus, an existing enclaved execution system,
with interrupts.

e We propose to use full abstraction [1] as a formal criterion of what it means to maintain
the security of isolation mechanisms under processor extensions. Also, we instantiate it for
proving that the mechanism of enclaved execution, extended to support interrupts, complies
with our security definition.

o We specialize the proof technique called backtranslation [47] to encode the attack logic within
the I/O device, so as to construct an attacker at Sancus'! given one at Sancus". The novelty
of our backtranslation consists in using the unlimited state space of the (attacker-controlled)
I/O device to work around the 64KB memory limit of the processor.

e We implement our countermeasures on the open source Sancus processor, and evaluate cost
in terms of hardware size and performance impact.!

The paper is structured as follows: in Section 2 we provide background information on enclaved
execution and interrupt-based attacks. Section 3 provides an informal overview of our approach.
Section 4 introduces our formalization, and Section 5 presents the semantics of Sancus without
and with interrupts. The proof that enclaved executions are resistant to interrupt-based attacks
is in Section 6; some auxiliary definitions and proofs are presented in full detail in the Appendix.
Section 7 shows how our full abstraction result implies some other security notions when tailored
to our setting. In Section 8 we describe and evaluate our implementation. Sections 9 and 10 discuss
limitations, and the connection to related work. Finally, Section 11 offers our conclusions and plans
for future work.

This is an extended version of the paper [13]. Here we include all the results of the conference
paper, and additionally include (1) a detailed outline of our formal model and full abstraction proof,
(2) additional results that make explicit how our full abstraction result relates to the preservation
of (variants of) non-interference and other security properties, and (3) a more detailed discussion
of the lessons that can be learned for other, more complex, enclaved execution systems, and the
challenges that remain there.

2 BACKGROUND
2.1 Enclaved execution

Enclaved execution is a security mechanism that enables secure remote computation [17]. It supports
the creation of enclaves that are initialized with a software module, and that have the following
security properties. First, the software module in the enclave is isolated from all other software on
the same platform, including system software such as the operating system. Second, the correct
initialization of an enclave can be remotely attested: a remote party can get cryptographic assurance
that an enclave was properly initialized with a specific software module (characterized by a
cryptographic hash of the binary module). These security properties are guaranteed while relying
on a small trusted computing base, for instance trusting only the hardware [41, 45], or possibly
also a small hypervisor [21, 40].

The remote attestation aspect is important for the secure initialization of enclaves, and for setting
up secure communication channels with them. However, it does not play an important role for
the interrupt-driven attacks that we study in this paper, and hence we will focus here on the

10ur implementation is available online at https://github.com/sancus-pma/sancus-core/tree/nemesis.
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isolation aspect of enclaves only. Other papers describe in detail how remote attestation and secure
communication work on large [17] or small systems [35, 45].

The isolation guarantees offered to an enclaved software module are the following. The module
consists of two contiguous memory sections, a code section, initialized with the machine code of the
module, and a data section. The data section is initialized to zero, and the loading of confidential
data happens through a secure channel, after attesting the correct initialization of the module.
For instance, confidential data can be restored from cryptographically sealed storage, or can be
obtained from a remote trusted party.

The enclaved execution platform guarantees that: (1) the code and data sections of an enclave
are only accessible while executing code from the code section, and (2) the code section can only be
entered through one or more designated entry points.

These isolation guarantees are simple, but they offer the useful property that data of a module
can only be manipulated by code of the same module, i.e., an encapsulation property similar to what
programming languages offer through classes and objects. Actually, untrusted code may reside in
the same address space of the enclave, but outside its code and data sections. Untrusted code can
only interact with the enclave by jumping to an entry point. The enclave can return control (and
computation results) to the untrusted code by jumping back out.

2.2 Interrupt-based attacks

Enclaved execution is designed to be resistant against a very strong attacker that controls all
other software on the platform, including privileged system software. Isolating enclaves is well-
understood at the architectural level, including even successful formal verification efforts [21, 46].
As a matter of fact, researchers have shown that it is challenging to protect enclaves against side
channels. Particularly, a recent line of work on controlled-channel attacks [11, 12, 36, 42, 56, 60]
has demonstrated a new class of powerful, low-noise side channels that leverage the adversary’s
increased control over the untrusted operating system.

A specific consequence of this strong model is that the attacker also controls the scheduling and
handling of interrupts: the attacker can precisely schedule interrupts to arrive during enclaved
execution, and can choose the code to handle them. This power has been exploited for instance
to single-step through an enclave [11], or to mount a new class of ingenious interrupt latency
attacks [29, 56] that derive individual enclaved instruction timings from the time it takes to dispatch
to the untrusted operating system’s interrupt handler. We provide concrete examples of interrupt-
based attacks in the next section, after detailing our model of enclaved execution.

While advanced CPU features such as virtual memory [9, 12, 42, 60], branch prediction [15, 36]
or caching [53] are known to leak information on high-end processors, pure interrupt-based attacks
such as interrupt latency measurements are the only known controlled-channel attack against
low-end enclaved execution platforms lacking these advanced features. Moreover, they have been
shown to be very powerful: e.g., Van Bulck et al. [56] have shown how to efficiently extract enclave
secrets like passwords or PINs from embedded enclaves.

Some enclaved execution designs avoid the problem of interrupt-based attacks by completely
disabling interrupts during enclave execution [45, 46]. This has the important downside that system
software can no longer guarantee availability: if an enclaved module goes into an infinite loop,
the system cannot progress. All designs that do support interruptibility of enclaves [18, 35] are
vulnerable to these attacks.
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Instr. i Meaning Cycles Size in words
RETI Returns from interrupt. 5 1
NoP No-operation. 1
HLT Halt. 1 1
NOT r r « =r. (Emulated in MSP430) 2 2
INr Reads word from the device and puts it in r. 2 1
ouT r Writes word in register r to the device. 2 1
AND rqy rp r,—ri&rp. 1 1
JIMP &r Sets pc to the value in r. 2 1
JZ &r Sets pc to the value in r if bit 0 in sr is set. 2 1
MOV ry ry ry «ry. 1 1
MOV @rq r,  Loads in r; the word starting in location pointed to by ri. 2 1
MOV ry @(rp) Stores the value of ry starting at location pointed to by r. 4 2
MOV #w r; ry «— w. 2 2
ADD rq ry rp <= ri+rp. 1 1
SUBrir; ry«ry—ro 1 1
CMP rq r; Zero bit in sr set if r, — ry is zero. 1 1

Table 1. Summary of the assembly language considered.

3 OVERVIEW OF OUR APPROACH

We set out to design an interruptible enclaved execution system that is provably resistant against
interrupt-based attacks. This section discusses our approach informally, later sections discuss a
formalization with security proofs, and report on implementation and experimental evaluation.

We base our design on Sancus [45], an existing open-source enclaved execution system. We first
describe our Sancus model, and discuss how naively extending Sancus with interrupts leads to the
attacks mentioned in Section 2.2. In other words, we show how extending Sancus with interrupts
breaks some of the isolation guarantees provided by the original architecture.

Then, we propose a formal security criterion that defines what it means for interruptibility to
preserve the isolation properties, and we illustrate that definition with examples.

Finally, we propose a design for an interrupt handling mechanism that is resistant against the
considered attacks and that satisfies our security definition. Crucial to our design is the assumption
that the timing of individual instructions is predictable, which is typical of “small” microprocessors,
like Sancus (whose memory has only 64KkB). Our approach of ensuring that the same attacks are
possible before and after an architecture extension is tailored here on a specific architecture and on
a specific class of attacks, however we expect it to be applicable in other settings too, as briefly
discussed in Section 9.3.

3.1 Sancus model

Processor. Sancus is based on the TI MSP430 16-bit microprocessor [30], with a classic von
Neumann architecture where code and data share the same address space. We formalize the subset
of instructions summarized in Table 1 that is rich enough to model all the attacks on Sancus we
care about (see also Section 9). We have a subset of memory-to-register and register-to-memory
transfer instructions; a comparison instruction; an unconditional and a conditional jump; and basic
arithmetic instructions.

Memory. Sancus has a byte-addressable memory of at most 64KB, where a finite number of
enclaves can be defined. The bound on the number of enclaves is a parameter set at processor
synthesis time. In our model, we assume that there is a single enclave, made of a code section,
initialized with the machine code of the module, and a data section. A data section is securely
provisioned with data by relying on remote attestation and secure communication, not modeled
here as they play no role in the interrupt-based attacks of interest in this paper. Instead, our model
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allows direct initialization of the data section with confidential enclave data. All the other memory
is unprotected memory that is under full control of the attacker.

Enclaves have a single entry point: the enclave can only be entered by jumping to the first address
of the code section. Multiple logical entry points can easily be implemented on top of this single
physical entry point. Control-flow can leave the enclave by jumping to any address in unprotected
memory. Obviously, a compiler can implement higher-level abstractions such as enclave function
calls and returns, or out-calls from the enclave to functions in the untrusted code [45].

Sancus enforces memory access control based on program counter (pc). If the pc points to
unprotected memory, the processor cannot access any memory location within the enclave — the
only way to interact with the enclave is to jump to the entry point. If the pc is within the code
section of the enclave, the processor can only access the enclave data section for reading/writing
and the enclave code section for execution. This access control is faithfully rendered in our model,
see Section 4.8 for the full definition of the relevant mechanism.

I/0 devices. Sancus uses memory-mapped I/O to interact with peripherals. One important example
of a peripheral for the attacks we study is a cycle-accurate timer, which allows software to measure
time in terms of the number of CPU cycles. In our model, we include a single very general I/O
device that behaves as a state machine running synchronously to CPU execution. In particular, it is
trivial to instantiate this general I/O device to a cycle-accurate timer.

Instead of modeling memory-mapped I/O, we introduce the two special instructions INand OUT
that allow writing/reading a word to/from the device (see Table 1). Actually these instructions
are short-hands, which are easy to macro-expand, at the price of dealing with special cases in the
execution semantics for any memory operation. For instance, software could read the current cycle
timer value from a timer peripheral by using the INinstruction.

The I/O devices can request to interrupt the processor with single-cycle accuracy. The original
Sancus disables interrupts during enclaved execution. One of the key objectives of this paper is to
propose a Sancus extension that does handle such interrupts without weakening security.

3.2 Security definitions

Attacker model. An attacker controls the entire execution environment, aka the context of an
enclave: he controls (1) the whole unprotected memory (including code interacting with the enclave,
as well as data in unprotected memory), and (2) the connected device. This is the standard attacker
model for enclaved execution. In particular, it implies that the attacker has complete control over
the Interrupt Service Routines, i.e., pieces of code that the CPU invokes when an interrupt is raised.

Contextual equivalence formalizes isolation. Informally, our security objective is extending the
Sancus processor without weakening the isolation it provides to enclaves. What isolation achieves
is that attackers cannot see “inside” an enclave, so making it possible to “hide” enclave data or
implementation details from the attacker. We precisely formalize this concept of isolation by
using the notion of contextual equivalence or contextual indistinguishability, as done by Abadi [1].
Contextual equivalence (as opposed to alternatives based on for instance non-interference) also
covers confidentiality of the code in the enclave, which some enclaved execution systems guarantee
[25]. Two enclaved modules M; and M, are contextually equivalent if there exists no context that
tells them apart. We discuss this on the following example.

Example 3.1 (Start-to-end timing). The following enclave compares a user-provided password in
the register Ry5 with a secret in-enclave password at address pwd_adrs, and stores the user-provided
value in the register Ry4 into the enclave location at store_adrs if the user password was correct.
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1 | enclave_entry:

2 /* Load addresses for comparison x/

3 MOV #store_adrs, ri10 ; 2 cycles

4 MOV #access_ok, ri11 ; 2 cycles

5 MOV #endif, ri2 ; 2 cycles

6 MOV #pwd_adrs, ri13 ; 2 cycles

7 /* Compare user vs. enclave password */
8 MOV @ri13, ri3 ; 2 cycles

9 CMP ri13, ri5 ;1 cycle

10 Jz &ri1 ; 2 cycles

11 | access_fail: /* Password fail: return x/
12 JMP &ri2 ; 2 cycles

13 | access_ok: /* Password ok: store user val =/
14 MOV ri14, @(ri10) ; 4 cycles

15 |endif: /x Clear secret enclave password */
16 SUB r13, ri13 ;1 cycle

17 | enclave_exit:

In the absence of a timer device, this enclave successfully hides the in-enclave password. If we
take enclaves M; and M; to be two instances of the above only differing in the value of the secret
password, then M; and M, are indistinguishable for any context that does not have access to a
cycle-accurate timer: all such a context can do is calling the entry point, but the context gets no
indication whether the user-provided password was correct. This formalizes that enclave isolation
successfully “hides” the password.

However, with the help of a cycle-accurate timer, the attacker can distinguish M; and M, as
follows. The attacker can create a context that measures the start-to-end execution time of an
enclave call: the context reads the timer right before jumping to the enclave. On enclave exit, the
context reads the timer again to compute the total time spent in the enclave.

In order to reason about execution time, we represent enclaved executions as an ordered ar-
ray of individual instruction timings. (Table 1 conveniently specifies how many cycles it takes
to execute each instruction.) Hence the two possible control-flow paths of the above program
are:ok=[2,2,2,2,2,1,2,4,1] for the access_ok branch, or fail=[2,2,2,2,2,1,2,2,1] for the
access_fail branch. Since sum(ok) = 18 and sum(fail) = 16, the context can distinguish the
two control-flow paths, and hence can distinguish M; and M, (and by launching a brute-force
attack [24], can also extract the secret password).

This example illustrates how contextual equivalence formalizes isolation. It also shows that the
original Sancus already has some side-channel vulnerabilities under our attacker model. Since we
assume the attacker can use any I/O device, he can use a timer device and mount the start-to-end
timing attack we discussed.

It is important to note that it is not our objective in this paper to close these existing side-channel
vulnerabilities in Sancus. Our objective is to make sure that adding interrupts does not introduce
additional side channels, i.e., that this does not weaken the isolation properties of Sancus.

For existing side channels, like the start-to-end timing side channel, countermeasures can
be applied by the enclave programmer or by a security-aware compiler [7]. For instance, the
programmer can balance out the various secret-dependent control-flow paths as in Example 3.2.

Example 3.2 (Interrupt latency). Consider the program of Example 3.1, balanced in terms of overall
execution time by adding two NOP instructions at lines 13-14 below. The two possible control-
flow paths are: ok=[2,2,2,2,2,1,2,4,1] vs. fail=[2,2,2,2,2,1,2,1,1,2,1]. Since sum(ok)
is equal to sum(fail), the start-to-end timing attack is mitigated.
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1 | enclave_entry:

2 /* Load addresses for comparison x/

3 MOV #store_adrs, ri10 ; 2 cycles

4 MOV #access_ok, ri11 ; 2 cycles

5 MOV #endif, ri2 ; 2 cycles

6 MOV #pwd_adrs, ri13 ; 2 cycles

7 /* Compare user vs. enclave password */
8 MOV @ri13, ri3 ; 2 cycles

9 CMP ri13, ri5 ;1 cycle

10 Jz &ri1 ; 2 cycles

11 | access_fail:

12 /* Password fail: constant time return =/
13 NOP ;1 cycle

14 NOP ;1 cycle

15 JMP &ri12 ; 2 cycles

16 | access_ok: /* Password ok: store user val x/
17 MOV r14, @(r10) ; 4 cycles

18 | endif: /* Clear secret enclave password */
19 SUB r13, ri3 ;1 cycle

20 | enclave_exit:

Interrupts can weaken isolation. We now show that a straightforward implementation of interrupts
in the Sancus processor would significantly weaken isolation. Consider an implementation of
interrupts similar to TI MSP430. The processor checks for the presence of pending interrupts after
the completion of each instruction. Hence, if an interrupt arrives while the processor is executing
a multi-cycle instruction, it will only be handled once that instruction is completed. If there is
an interrupt, the processor saves some essential state (like where to resume after the interrupt is
handled) and then sets the program counter to the interrupt service routine. The interrupt service
routine performs any actions required to handle the interrupt and then uses the RETI instruction
to resume execution at the instruction following the interrupted instruction.

The program in Example 3.2 is secure on Sancus without interrupts. However, it is not secure
against a malicious context that can schedule interrupts to be handled while the enclave executes.
To see why, consider the following attack. The attacker schedules an interrupt to arrive within
the first cycle after the conditional jump at line 10 (call this clock cycle t;), and the attacker
measures when control flow arrives in the interrupt service routine (clock cycle t;). The attacker
can then compute the interrupt latency t; — t,. If the jump was taken then the instruction being
interrupted is the 4-cycle MOVat line 18, otherwise it is the 1-cycle NOP at line 13. Now, since the
attacker’s interrupt service routine will only be called after completion of the current instruction,
the adversary observes an interrupt latency difference of 3 cycles, depending on the secret branch
condition inside the enclave. Researchers have shown how interrupt latency can be practically
measured to precisely reconstruct individual enclave instruction timings on both high-end and
low-end enclave processors [56].

Using this attack technique, illustrated in Figure 1, an attacker can again distinguish two instances
of the module with a different password, and hence the addition of interrupts has weakened isolation.

A strawman solution to fix the above timing leakage is to modify the implementation of interrupt
handling in the processor to always dispatch interrupt service routines in constant time T, i.e.,
regardless of the execution time of the interrupted instruction. We show in the two examples below
that this is however a necessary but not sufficient condition.

Example 3.3 (Resume-to-end timing). Consider the program from Example 3.2 executed on a
processor which always dispatches interrupts in constant time T. The attacker schedules an interrupt
to arrive in the first cycle after the JZ instruction, yielding constant interrupt latency T. Next, the
context resumes the enclave and measures the time it takes to let the enclave run to completion
without further interrupts. While interrupt latency timing differences are properly masked, the
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T T T T T
2 4~ | access_ok N
g A \//\ |
- 2 -
3 1) i
0 ! ! ! ! ! | ! |
mov mov mov mov mov cmp jz mov  sub
T T T T T T
2 4| | access_fail I
g 3 :
- 2 —
3 1 —\'/\0—0/‘\1 -
0 ! ! ! ! ! ! ! ! ! !
mov mov mov mov mov cmp jz nop nop jmp sub
Instruction

Fig. 1. Interrupt latency traces corresponding to the conditional control-flow paths in Example 3.2. When
interrupting after the 7th instruction, the adversary observes a distinct latency difference for the 4-cycle MOV
instruction vs. the 1-cycle NOP instruction.

time to complete enclave execution after resume from the interrupt is 1 cycle for the ok path and 4
cycles for the fail path (cf. Figure 1). Hence, like in Example 3.2, the compiler’s or developer’s
effort to equalize both branches is undermined.

Example 3.4 (Interrupt-counting attack). An alternative way to attack the program from Exam-
ple 3.2 even when interrupt latency is constant, is to count how often the enclave execution can be
interrupted, e.g., by scheduling a new interrupt 1 cycle after resuming from the previous one. Since
interrupts are handled on instruction boundaries, this allows the attacker to count the number
of instructions executed in the enclave, and hence to distinguish the two possible control-flow
paths (cf. Figure 1). Such interrupt counting attacks [42] have been shown to be dangerous even on
enclaved execution systems like Intel SGX, where timing measurements are noisy.

Defining the security of an extension. The examples above show how a new processor feature
(like interrupts) can weaken an existing isolation mechanism (like enclaved execution), and this is
exactly what we want to avoid. Here we propose and implement a defense against these attacks
and formally prove that it is indeed secure. Our security definition should now be clear: given
an original system (like Sancus), and an extension of that system (like interruptible Sancus), that
extension is secure if and only if it does not change the contextual equivalence of enclaves. Enclaves
that are contextually equivalent in the original system must be contextually equivalent in the
extended system and vice versa (we shall formalize this as a full abstraction property later on).

3.3 Secure interruptible Sancus

Designing an interrupt handling mechanism that is secure according to our definition above is
quite subtle. We illustrate some of the subtleties. In particular, we provide an intuition on how an
appropriate use of time padding can handle the various attacks discussed above. We also discuss
how other design aspects are crucial for achieving security. In this section, we just provide intuition
and examples. The ultimate argument that our design is secure is our proof, discussed later.

Padding. We already discussed that it is insufficient for security to naively pad interrupt latency
to make it constant, while we need a padding approach that handles all kinds of attacks.

Our padding scheme (see Figure 2) is as follows. Suppose the attacker schedules the interrupt
to arrive at t,, during the execution of instruction I in the enclave. Let At; be the time needed to
complete the execution of I. To make sure the attacker cannot learn anything from the interrupt
latency, we introduce padding for At,, cycles where At is computed by the interrupt handling
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At,,

T

|

Legend:
Interrupt service [ : enclave instruction
routine runs here V77777 : padding

Fig. 2. The secure padding scheme.

logic such that At; + At,, is a constant value T. This value T should be chosen as small as possible
to avoid wasting unnecessary time, but must be larger than or equal to the maximal instruction
cycle time MAX_TIME (to make sure that no negative padding is required, even when an interrupt
arrives right at the start of an instruction with the maximal cycle time). This first padding ensures
that an attacker always measures a constant interrupt latency.

But this alone is not enough, as an attacker can now measure resume-to-end time as in Example 3.3.
Thus, we provide a second kind of padding. On return from an interrupt, the interrupt handling
logic will pad again for At,, cycles, ensuring that At,, + At,, is again the constant value T (i.e.,
Atp, = Aty). This makes sure that the resume-to-end time measured by the attacker does not depend
on the instruction being interrupted.

This description of our padding scheme is still incomplete: it is also important to specify what
happens if a new interrupt arrives while the interrupt handling logic is still performing padding
because of a previous interrupt. This is important to counter attacks like that of Example 3.4.

Intuitively, the property we get is that (1) an attacker can schedule an interrupt at any time ¢,
during enclave execution; (2) that interrupt will always be handled with a constant latency T; (3)
the resume-to-end time is always exactly the time the enclave still would have needed to complete
execution from point ¢, if it had not been interrupted. Interrupt counting attacks become useless,
as the number of times an execution path can be interrupted does no longer depend on the number
of instructions in that path.

This double padding scheme is a main ingredient of our secure interrupt handling mechanism,
but many other aspects of the design are important for security. We briefly discuss a number of
other issues that came up during the security proof, leading to the refinement of the implementation
of Sancus.

Saving execution state on interrupt. When an enclaved execution is interrupted, the processor state
(contents of the registers) is saved (to allow resuming the execution once the interrupt is handled)
and is cleared (to avoid leaking confidential register contents to the context). A straightforward
implementation would be to store the processor state on a stack in the enclave accessible memory.
However, the proof of our security theorem showed that this solution is not secure: consider two
enclaved modules that monitor the content of the memory area where processor state is saved,
and behave differently on observing a change in the content of this memory area. These modules
are contextually equivalent in the absence of interrupts (as the contents of this memory area will
never change), but become distinguishable in the presence of interrupts. Hence, our design saves
processor state in a storage area inaccessible to software.

No access to unprotected memory from within an enclave. Most designs of enclaved execution
allow an enclave to access unprotected memory (even if this has already been criticized for security
reasons [52]). However, for a single core processor, interruptibility significantly weakens contextual
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equivalence for enclaves that can access unprotected memory. Consider an enclave M; that always
returns a constant 0, and an enclave M, that reads twice from the same unprotected address and
returns the difference of the values read. On a single-core processor without interrupts, M, will
also always return 0, and hence is indistinguishable from M. But an interrupt scheduled to occur
between the two reads from M, can change the value returned by the second read, and hence M,
and M, become distinguishable. Hence, our design forbids enclaves to access unprotected memory.

For similar reasons, our design forbids an interrupt handler to reenter the enclave while it has
been interrupted, and forbids the enclave to directly interact with I/O devices.

Finally, we prevent the interrupt enable bit in the status register from being changed by the
software in the enclave, as such changes are unobservable in the original Sancus and they would
be observable once interruptibility is added.

While the security proofis a significant amount of effort, an important benefit of this formalization
is that it forced us to consider all these cases and to think about secure ways of handling them. We
made our design choices to keep the model simple and the proof manageable, although some of
them may seem restrictive. Section 9 discusses the practical impact of these choices and possible
ways of relaxing some limitations.

4 THE FORMAL MODEL OF THE ARCHITECTURE

Here we set up the formal model of the architecture that runs both the original, uninterruptible
Sancus (Sancus'!, Sancus-High) and the secure interruptible Sancus (Sancus", Sancus-Low).? The
next section will define the semantics of of Sancus™ and Sancus”, and then we will formally show
that the two versions of Sancus actually provide the same security guarantees, i.e., the isolation
mechanism is not broken by adding our carefully designed interruptible enclaved execution.

4.1 Memory and memory layout

Recall from Section 3.1 that MSP430 has a 16-bit architecture, thus we model its memory as a
(finite) function mapping 2'° locations to bytes b. Given a memory M, we denote the operation of
retrieving the byte associated with the location I as M(I). On top of that, we define read and write
operations on words (i.e., pairs of bytes) and we write w = b1 by to denote that the most significant
byte of a word w is b; and its least significant byte is by.

The read operation is standard: it retrieves two consecutive bytes from a given memory location
[ (in a little-endian fashion, as in MSP430):

M) £ b1by f M(I) =bg AM(L+1) =by

We define the write operation as follows

b ifl’ =1
(ML= bibo])(I') = { by ifl’=1+1
M) ow.

Writing byb; in location ! in M means to build an updated memory mapping [ to by, [ + 1 to b; and
unchanged otherwise.

Note that reads and writes in [ = @xFFFF are undefined (I+1 would overflow hence it is undefined).
The memory access control explicitly forbids these accesses (see below). Also, the write operation
deals with unaligned memory accesses (cfr. case I’ = [ + 1). We faithfully model these aspects to
prove that they do not lead to potential attacks.

2The high and low terminology is inherited from the field of secure compilation of high source languages to low target
ones. Also, for readability we hereafter highlight in blue, sans-serif font elements of Sancus™, in red, bold font elements of
Sancus” and in black those that are in common.
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Since modeling the memory as a function gives no clues on how the enclave is organized, we
assume a fixed memory layout L = (ts, te, ds, de, isr). It describes how the enclave and the interrupt
service routine (ISR) are placed in non-fragmented portions of memory and is used to check memory
accesses during the execution of each instruction (see below). To reflect the memory segmentation
of the real Sancus, we have two protected memory sections, containing the code and the data
of the enclave. The protected code section is denoted by [ts, te), while [ds, de) is the protected
data section, and they are placed in non-overlapping memory sections. The first address of the
protected code section is the single entry point of the enclave. The last component of the tuple
L, isr, is the address of the ISR. Finally, we reserve the location @xFFFE to store the address of the
first instruction to be executed when the CPU starts or when an exception happens, reflecting
the behavior of MSP430. Thus, @xFFFE must be outside the enclave sections and different from isr.
Note that memory operations enforce no memory access control w.r.t. £, since these checks are
performed during the execution of each instruction (see below).

Summing up, a memory layout is defined as

L £ (ts, te, ds, de, isr), where

o [ts, te) and [ds, de) are the protected code and data sections, resp., with [ts, te) N [ds, de) = 0;

o isr ¢ [ts,te) U [ds, de) is the entry point for the ISR;

e isr # OXFFFE, and OXFFFE ¢ [ts, te) U [ds, de). The address @xFFFE is the one from which the
CPU starts executing on boot, or on an exception.

4.2 Register files

Sancus'!, just like the original Sancus, has sixteen 16-bit registers three of which Ry, Ry, R, are used
for dedicated functions, whereas the others are for general use. (Rs is a constant generator in the real
MSP430 machine, but we ignore that use in our formalization.) More precisely, Ry (hereafter denoted
as pc) is the program counter and points to the next instruction to be executed. Instruction accesses
are performed by word and the pc is aligned to even addresses. The register Ry (sp hereafter) is
the stack pointer and it is used, as usual, by the CPU to store the pointer to the activation record
of the current procedure. Also the stack pointer is aligned to even addresses. The register R, (sr
hereafter) is the status register and contains different pieces of information encoded as flags. The
most important here is the fourth bit, called GIE, set to 1 when interrupts are enabled. Other bits
are set, e.g., when an operation produces a carry or when the result of an operation is zero.

Formally, our register file R is a function that maps each register r to a word. The read operation
is standard:

RIr] 2 wif R(r) = w

The write operation requires instead accommodating the hardware itself and our security re-
quirements:

w&OxFFFE ifr'=rA(r=pcVr=sp)
(Ww&OXFFF7) | (R[sr]&ox8) ifr’ =r =sr A R[pc] Fmode PM
R[r—w] 2 A[r'].{w ifr'=rA(r£pcAr#sp)A

(r # sr Vv R[pc] Fmode UM)
R[r'] ow.

In the definition above & and | denote the standard and and or bitwise operators, and we use the
relation R[pc] Fmode M, for m € {PM, UM} that is defined in Section 4.7. It indicates that the execution
is carried on in protected or in unprotected mode. Note that word alignment is enforced because
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the least-significant bit of the program counter and of the stack pointer are always masked to 0 (as
it happens in MSP430). Also, the GIE bit of the status register is always masked to its previous value
when in protected mode, i.e., it cannot be changed when the CPU is running in protected code
(resulting from the bitwise or between w&0@xFFF7 - masking the GIE bit of w - and R[sr]&ox8 -
masking everything except the value of the GIE bit of the status register).

Finally, it is convenient defining the following special register files:

Ro = {pc > 0,spr— 0,sr +— 0,R3 > 0,...,R;5 +— 0}

RZ‘/{[ {pc — M[OXFFFE],sp — 0,sr — 0x8, Rs — 0,...,Ry5 — 0}

1>

where

e pcis set to M[OxFFFE] as it does in the MSP430;
e sp is set to 0 and we expect untrusted code to set it up in a setup phase, if any;
e sris set to Ox8, i.e., register is clear except for the GIE flag.

Register file R is used when we jump out from the enclave to zero the processor state; Ry denotes
the initial file register of the CPU, when it starts executing.

4.3 1/0 Devices

Recall from the previous section that the attacker can raise an interrupt and observe the effects it
has on the execution of the enclave. This kind of attack usually requires a software component
and a hardware one. The software component is settled in the unprotected memory and is detailed
below. The hardware component is a physical device that interacts with the processor through
synchronous I/O operations. Additionally, the progress of I/O devices is tied to that of the CPU,
making them cycle-accurate and allowing to model the full power of the attacker considered in the
real Sancus (e.g., to use a cycle-accurate timer). In our case it is a Sancus I/O device, and we model
it as a (simplified) deterministic I/O automaton [39], as follows:

D £ (A St ~>p), where

e g € A, with A a signature that includes the following actions (below w is a word):
— ¢, a silent, internal action;

— rd(w), an output action (i.e., read request from the CPU);

- wr(w), an input action (i.e., write request from the CPU);

— int? an output action telling that an interrupt was raised in the last state;

A # 0 is the finite set of internal states of the device;

Sinit € A is the single initial state;

§5p 8" € Ax Ax A is the transition function that takes one step in the device while doing
action a € A, starting in state § and ending in state §’. (We write a for a string of actions

and we omit € when unnecessary.) The transition function is such that V¢ either § ~Sp 8 or
int?
§~5p 8 (i.e., one and only one of the two transitions must be possible), also at most one

rd(w) action must be possible starting from a given state.
4.4 Software modules, contexts and whole programs
A module contains both protected code and protected data.

Definition 4.1. A software module is a memory M}, containing both protected code and protected
data sections.

Intuitively, the context is the part of the whole program that can be manipulated by an attacker,
i.e., the software component and the physical device:
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Definition 4.2. A context C is a pair (Mc, D), where D is a device and M defines the contents
of all memory locations outside the protected sections of the layout.

Filling in a context hole with a software module yields a whole program.

Definition 4.3. Given a context C = (M, D) and a software module My, such that dom (Mc) N
dom (M) = 0, a whole program is

CIMu] 2 (Mc w My, D).

4.5 Instruction set

The instruction set Inst is the same for both Sancus" and Sancus™ and is (almost) that of the
MSP430. An overview of the instruction set is in Table 1. For each instruction i the table includes its
operands, an intuitive meaning of its semantics, its duration and the number of words it occupies
in memory. The durations are used to define the function cycles(i) and implicitly determine a value
MAX_TIME, greater than or equal to the duration of longest instruction. Here we choose MAX_TIME = 6,
in order to maintain the compatibility with MSP430 (whose longest instruction takes 6 cycles). Since
instructions are stored in either the unprotected or in the protected code section of the memory
M, for getting them we use the meta-function decode( M, I) that decodes the contents of the cell(s)
starting at location /, returning an instruction in the table if any and L otherwise.

4.6 Configurations

Given an I/O device D, the internal state of the entire system is described by configurations of the
form:

c =, tte, MR, pcyy, B) € C,  where

e § is the current state of the I/O device;
e t is the current clock cycle, i.e., a natural number denoting the time elapsed since the CPU
started its execution;
e t, is the arrival time (clock cycle) of the last pending interrupt, set to L if there are none;
e M is the current memory;
e R is the current content of the registers;
e pc, is the value of the program counter before executing the current instruction
e B is the backup that can assume the following values:
— 1, indicating that the CPU is either handling no interrupt or it is handling one originated
in unprotected mode;
= (R, P> tpad)» indicating that the interrupt handler is managing an interrupt raised in
protected mode. The triple includes the register file R, the program counter pc ;, at the time
the interrupt was originated, and the value t,4, which indicates the remaining padding
time that must be applied before returning into protected mode;
= (L, L, tpea), indicating that the CPU is currently padding the resumption from an interrupt.

The initial states of the CPU are represented by the initial configurations from which the
computation starts. The initial configuration for a whole program C[My] = (M, D) is:

INITc[ My 2 (Sinits 0, L, M, Rj(l,;'fc, OXFFFE, L) where

e the state of the I/O device D is Siit;
e the initial value of the clock is 0 and no interrupt has arrived yet;
o the memory is initialized to the whole program memory Mc & Mp;
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e all the registers are initialized to 0, their initial value, except that pc is set to @xFFFE (the
address from which the CPU gets the initial program counter), and that sr is set to 0x8 (the
register is clear except for the GIE flag);

e the “old” program counter is also initialized to @xFFFE;

o the backup is set to L, as no interrupt has been raised yet.

Dually, HALT is the only configuration denoting termination. More precisely, we feel free to use
this distinguished and opaque configuration for representing termination.

Also, we define exception handling configurations, that model what happens on soft reset of the
machine (e.g., on a memory access violation, or a halt in protected mode). On such a soft reset,
control returns to the attacker by jumping to the address stored in location @xFFFE:

EXC(&t,ta,M,R,pc,,ld,B) 2 (5,t, L, M, Ry[pc — M[OXFFFE]], @xFFFE, L).

4.6.1 1/0 device wrapper. Since the class of interrupt-based attacks requires a cycle-accurate timer,
it is convenient to synchronize the CPU and the device time by forcing the device to take as many
steps as the number of cycles consumed for each instruction by the CPU. The following “wrapper”
around the device 9 models this synchronization:

D, ttg 8t

Intuitively, assume the device be in state J, the clock time be t and the last interrupt be raised at
time t,. Then, after k cycles the new clock time will be ¢’ = ¢ + k, the last interrupt was raised at
time ¢, and the new state will be §’; when no interrupt has to be handled, ¢, = t, = L. Formally:

int?

t+) 30 <)< k.8 S SimA
. a
a € {e, int?} 8;i ~p Oin1 t, = Vi’ < j.5; Sp 8y

tq 0.W.

x~
N

Il
o

D+ So,t,tg A 8, (E+K), 8,

4.7 CPU mode

We now specify when the CPU is running in protected or in unprotected mode. Actually, the mode
m € {PM, UM} is determined by the value of the program counter, which can be in either code section:

pec e [L.ts, L.te) pe ¢ [L.ts, L.te) U [L.ds, L.de)
PC Fmode PM PC *Fmode UM

Also, we lift the definition to configurations as follows:

'R[DC] Fmode M
<6, t,ta, Ma Rs PCa> B> Fmode M HALT Fmode UM

Note in passing that no mode is defined when the program counter points within the data section,
because the memory access control introduced below prevents the program counter to assume
values therein.

4.8 Memory access control

We formalize the memory access control (MAC) mechanism of Sancus using the predicate MAC ¢ (f, rght, t)
in Table 2. Roughly, this predicate holds whenever the address that the CPU is trying to read is
within the same memory partition as the program counter of the last completed instruction (pc,;,);
in other words, whenever from the location f (usually pc ;) we have the rights rght on location
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t

Entry Point  Prot. code Prot. Data Other

f Entry Point/Prot. code r-X r-X rw- -X
Other -x — . rwx

Table 2. Definition of MAC y (f, rght, t) function, where f and t are locations.

Rlsp]l #2° -1 R[sp]+2#2~1  MACr(pcyx Rlpcl)  MACr(peyy x Rlpc] + 1)
MAC,(R[pc],r, R[sp]) MAC,z(R[pc],r, R[sp] + 1) MAC, (R[pcl,r, R[sp] +2) MAC, (R[pc],r, R[sp] + 3)

RETT, R, pC,y L Fmac OK

i € {NOP,AND ry r,ADD ry rp,SUB ry rp,CMP ry rp, MOV ry rp, JMP &r, JZ &r}
MAC £ (pc,q. %, R[pc]) MAC £ (pcg, x, R[pc] + 1)

i, R, pGyig> L Fmac OK

i € {NOT r,MOV #w r}
MAC £ (peyg: x, Rlpc]) MAC £ (pc,ig, x, Rlpc] + 1) MAC £ (pcig, x, Rlpc] + 2) MAC £ (peyg, x, Rlpc] + 3)

i, R, pCyig> L Fmac OK

i€ {INr,OUTr} RIpc] Fmode UM MAC ¢ (peyg: %, Rlpe]) MAC (peyg, x, Rlpc] + 1)
i, R, pCyig> L Fmac OK

Rlm]#2%¥ -1 Rir]+1£2°-1
MAC,(R[pcl,r, R[r1]) MAC, (R[pcl,r, R[r1] + 1) MAC £ (pc,ig, x, Rlpc]) MAC £ (pcg, x, Rlpc] + 1)

MOV @ry ra, R, pcygs L Fmac OK

R[r] 2 -1 Rra]+1#2% -1 MAC g (R[pcl,w, R[r2]) MAC g (R[pcl,w, R[r2] + 1)
MAC £ (pc,q. %, R[pc]) MAC £ (pcg, x, R[pc] + 1) MAC £ (pcg, X, Rpc] + 2) MAC £ (pc,q. X, R[pc] + 3)

MOV rq @(r2), R, pcg> L Fmac OK

i #RETI B+L i, R, pcg> L Fmac OK R|[sr].GIE =0 Rlpc] # ts B+L
i, R, pCis B Fmac OK RETL, R, pci> B Fmac OK

Fig. 3. The rules defining the memory access control.

t, reflecting the mechanism provided by Sancus. Note that when f is within unprotected code,
MAC £ (f, rght, t) grants it no rights on a location ¢ in the protected memory.
Building on the above, we define the following relation

L, R, pcyg B Fmac OK

that holds whenever the instruction i can be executed in a CPU configuration in which the pre-
vious program counter is pc,;;, the registers are R and the backup is 8. We check that (1) when
transitioning from pc,;; to R[pc], the CPU has execution rights to execute instruction i, i.e.,
MAC r(pe,gx, Rpc] +Jj) for j € {0, ..., size(i) — 1}; (2) if i is an I/O instruction, it can be executed
in current CPU mode; and (3) if i is a memory operation (i.e., either MOV ry @(r;) or MOV @rq ry)
from R[pc] we have the appropriate rights to perform it. The predicate MAC is the minimal
relation satisfying the inference rules in Figure 3. Note that (i) for each word that is accessed in
memory we also check that the first location is not the last byte of the memory (except for the
program counter, for which the decode function would fail since it would try to access undefined
memory); (ii) word accesses must be checked once for each byte of the word; and (iii) checks on
pc guarantee that a memory violation does not happen while decoding. We briefly comment on
the rule for i € {IN r, OUT r}, the others being self-explanatory. The pre-conditions say that (i) the
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current value of the program counter is in unprotected mode; (ii) that the instructions pointed to
by pc,,; and R[pc] are executable, according to MAC ; and (iii) that the same holds for pc ;; and
R|[pc] + 1, i.e., the next instruction.

5 THE SEMANTICS OF Sancus' AND Sancus® AND THEIR INTERRUPT LOGIC

As anticipated, we proceed to formally define the semantics of Sancus' and Sancus®. The two
share most of their structure and just differ in the way they deal with interrupts, because Sancus'
has none of them and so the handler is trivial, while Sancus" has an appropriate interrupt logic,
based on the mitigation intuitively introduced in Section 3. Each version of Sancus is endowed
with two transitions systems: the main one specifies the operational semantics of instructions,
while the other is auxiliary and describes the relevant interrupt logic. Therefore, we will factorize
as much as possible the inference rules shared by the main transition systems, and only indicate
the differences using the mentioned code: blue, sans-serif font for Sancus™ and in red, bold font
elements for Sancus”.

More precisely, assume hereafter as given a context C = (M, D), where Mc defines the contents
of the memory locations of the unprotected section and D is an I/O device, and let ¢, ¢’ € C be two
configurations. Then, the main transition system of Sancus' has the transitions on the left and its
auxiliary one the transitions on the right:

Drc—c Drc—c

while the main and the auxiliary transition systems of Sancus" have the transitions on the left and
on the right, respectively:

Drc—c Drceoc

5.1 The Operational Semantics of Sancus"

We first present the auxiliary transition system implementing the logic that decides what happens

when an interrupt arrives, and then we formalize how the instructions are executed in SancusH.

5.1.1 Interrupts in Sancus". Interrupts in Sancus' are always ignored, thus the configuration is

left unchanged, and we have the following trivial rule:
INT

D+ (S, t,ta, MR, peyg B) =1 (8,8, ta, MR, peyy, B)

5.1.2  Main transition system. The transitions of the main transition system describe how the
Sancus'! configurations evolve during the execution. Figure 4 shows selected inference rules of
the transition system, on which we briefly comment below; the other rules can be found in the
Appendix.

The rule (CPU-HLT-UM) is the only one that halts the CPU and only applies when an HLT instruction
is executed in unprotected mode. Dually the rule (CPU-HLT-PM) deals with the case in which an HLT
instruction is to be executed in protected mode. In such a case, the exception handling configuration
is reached, allowing for a cleanup and a graceful termination. The rule (CPU-VioLaTion-PM) takes care
of the violations in protected mode: the transition in the conclusion of the rule leads to the exception
handling configuration if there is a non-empty backup (first premise) and if the instruction i does
not pass the memory-access control relation (second premise). The rule (CPU-MovL) is for when
the current instruction i loads in r, the word in memory at the position pointed to by ry. Its first
premise checks that the CPU is not currently padding interrupt resumption time (more details on
that later on, it can be safely ignored for now); the second one if the instruction can be executed;
the third one increments the program counter by 2 and loads in r; the value M[r;]; the fourth

, Vol. 1, No. 1, Article . Publication date: March 2022.



18 Busi et al.

premise registers in the device that i requires cycles(i) cycles to complete; and the last one executes
the interrupt logic to check whether an interrupt needs to be handled or not (see below). Rules
dealing with jumps are quite standard. Upon a JZ &r instruction (jump if zero), the CPU checks the
content of the Z (zero) bit of the status register. If R[sr].Z is 0, then the rule (CPU-Jz0) is triggered
and R[pc] is left unchanged, otherwise the rule (CPU-Jz1) applies and the content of the register r is
copied into pc, so performing the jump. Another interesting rule is (CPU-In) that deals with the case
in which the instruction reads a word from the device and puts the result in r. Its third premise
holds when the device sends the word w to the CPU; the others are similar to those of (CPU-MovL).
Dually, the rule (CPU-Our) deals with outputs to the device. Note that, the CPU is forced to halt
when the I/O device is not ready for a read or a write (rules (CPU-Noln) and (CPU-NoOur)). As a matter
of fact, this can only happen in unprotected mode, since the MAC relation forbids I/O operations
inside enclaves. Note also that the current time of the CPU is always incremented by the time
needed to complete the current instruction.

5.2 The Operational Semantics of Sancus"

In Sancus” interrupts can be raised and must be properly handled securely both in protected and
unprotected mode, and for that we define a non-trivial auxiliary transition system. Although the
rules of the main transition system are largely the same of Sancus'!, the new auxiliary transitions
affect the behaviour of the instruction for returning from interrupts.

5.2.1 Interrupts in Sancus®. The inference rules in Figure 5 formalize the mitigation outlined in
Section 3 as a defense against interrupt-based attacks, regardless of the CPU being in unprotected
or protected mode. To intuitively clarify how our rules realize the secure padding schema, we refer
again to Figure 2. We still denote the time when the interrupt is raised with ¢,. Instead, the intervals
Aty (in the rules t — t;) and At,,, (in the rules k = MAX_TIME — (¢ — t4)) represent the time to complete
the current instruction and the padding before the ISR starts, respectively. The interval At,, (in the
rules t,44) completes the padding making sure that mitigation always amounts to MAX_TIME (recall
from Section 4.5 that the longest instruction takes 6 cycles). Note also that MSP430 takes 6 cycles
to set up the call to the interrupt handler (which is not displayed in Figure 2).

All the semantic rules have a premise checking the mode in which the last instruction was
executed (pcy Fmode UM OF pCyiy Fmode PM).

The rules INT-UM-NP) and (INT-PM-NP) take care of when the GIE bit of the status register is set
to 0, i.e., interrupts are disabled, or there is none (¢, = ). In this case the configurations are simply
left untouched.

When instead GIE = 1 and an interrupt is on (¢, # L), either rule (INT-UM-P) or (INT-PM-P)
handles it. When in unprotected mode, a premise of (INT-UM-P) concerns registers: the program
counter gets the entry point of the handler; the status register gets 0; and the top of the stack is
moved 4 positions ahead to allocate the activation record of the interrupt handler.

Accordingly, the new memory M’ updates the locations pointed by the relevant elements of the
stack with the current program counter and the contents of the status register. The last premise
reflects that setting up this interrupt handling takes 6 cycles.

The rule (INT-PM-P) is for protected mode and it is more interesting. Besides assigning the
entry point of the handler to the program counter, it computes the padding time for mitigation of
interrupt-based timing attacks and saves the backup in 8’. The padding k is then used, causing
interrupt handling to take 6 + k steps. Such a padding implements the first part of the mitigation
(see Section 3.3) and is computed so as to make the dispatching time of interrupts constant. Note
that the padding never gets negative. When an interrupt arrives in protected mode two cases may
arise. Either GIE = 1, and the padding is non-negative because the interrupt is handled at the end
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of the current instruction; or GIE = 0, and no padding is needed because the interrupt is handled
as soon as GIE becomes 1, which is only possible in unprotected mode. The backup stores part of
the CPU configuration (R and pc,;;) and ty.¢ = t — t,. The value of 5,4 will then be used as further
padding before returning, so fully implementing the mitigation (cf. Section 3.3). Recall that the
register file Ry is {pc > 0,sp +— 0,sr - 0,R3 — 0,...,Ry5 > 0}.

It might be worthy to briefly describe what happens upon “corner cases:”

e Whenever an interrupt has to be handled in protected mode, but the current instruction drives
the CPU in unprotected mode, the padding mechanism is applied as in the rule (CPU-Rz11)
including the padding after the RETI. Indeed, if partial padding (resp. no padding at all) was
applied then the duration of the padding (resp. of the last instruction) would be leaked to the
attacker (cf. Figure 5).

Interrupts are ignored when arising during the time spent in padding and before invoking the

interrupt service routine. This is because the padding duration and the instruction duration

would be leaked otherwise. To avoid that, the rule (INT-PM-P) ignores any interrupts raised

during the cycles needed for the interrupt logic and for the padding. A viable alternative

would require to buffer interrupts and handle them later on.

e Interrupts happening during the execution of the interrupt service routine are simply “chained”
and handled as soon as the current routine completes (see rule (CPU-ReT1-Crain)).

e Finally, interrupts raised during the padding time and after the interrupt service routine are
handled as any other interrupt happening in protected mode (see rule (CPU-ReT1-Pan)).

5.2.2  Main transition system. The rules of the main transition system of Sancus" are exactly the

same used for the semantics of Sancus', except for the blue arrows turned into red, notably those
for the interrupt logic: the red arrow < replaces the blue arrow < in the premises.

Figure 6 shows the rules dealing with the cases that may happen when the interrupt handler
returns and the processor gives the control back to the code that was executing before the interrupt
was raised. The first rule (CPU-RET1), deals with the actual return from an interrupt. In this case the
processor restores the status register and sets the program counter to the instruction following the
interrupted one. The previous values of these registers are stored in the current activation record
on the stack (i.e., R’ = R[pc > M[R][sp] + 2], sr —> M[R][sp]]]). Instead, rule (CPU-Rer1-Cran)
applies if an interrupt arrived while returning from handling an interrupt raised in protected mode
(third and fifth premises). In this case the CPU directly jumps to the handler of the new interrupt
with no further padding. Finally, we discuss the rules (CPU-ReT1-PrePaD) and (CPU-ReT1-Pap). Their
combination deals with the case in which the CPU is returning from handling an interrupt raised
in protected mode, and no new interrupt arrived afterwards (or the GIE bit is off, cf. the fourth
premise of rule (CPU-ReT1-PrePaD)). First, the rule (CPU-ReT1-PrEPAD) restores registers and pc,;,
from the backup B, so enabling the application of the rule (CPU-ReT1-Pap) (note that no other rule
is applicable because of the contents of $). Then, through the rule (CPU-Re11-Pap) the remaining
padding (recorded in the backup) is applied so to prevent resume-to-end timing attacks (note that
this last padding is interruptible, as witnessed by the last premise). This last padding is applied
even though the configuration reached through rule (CPU-ReT1-PrEPAD) is in unprotected mode
(i.e., when the interrupted instruction was a jump out of protected mode). Otherwise, the attacker
may discover the value of the padding applied before the interrupt service routine. Actually, we
model the mechanism of restoring registers, pc;; and of applying the remaining padding with two
rules instead of just one for technical reasons.
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(CPU-HLT-UM)
B # (L, L, tpaa) (8, t, ta, M, R, pcyigs B) Fmode MM
D+ (6,t,te, M, R, pe,g. B) — HALT

decode( M, R[pc]) = HLT

(CPU-NoIN)
rd(w)

5 b
D+ (5.t ta, M, R, pe Cold> B) — HALT

decode(M, R[pc]) =INr

(CPU-NoOUT)

5B

Dt (S, ta, M, R, pe,y, B) — HALT

decode( M, R[pc]) =0UT r

(CPU-HLT-PM)
B# (L1, tpad) (5, t, ta, M, R!pcold’ B) Fmode PM

i = decode( M, R[pc]) = HLT
D+ (8.t ta, M, R, peyg, B) — EXCis prcyeles(i) ta MR peyyg,B)

(CPU-DEcoDE-FAIL)
B # (L, L, tpad) decode( M, R[pc]) = L

D+ (S titgyy M, R, PSias B) — EXC(&,t,tg,M,‘R,pCald,ﬂ)

(CPU-VioLATION-PM)
B # (L, L, tpad) i, R, peyg» B ¥mac OK

D+ (8, t,ta, M, R, peyg, B) — EXCs prcyeles(i) ta, MR, peyjgrB)

i = decode(M, R[pc]) # L

(CPU-Movl)
B # (L, L tpaa) i, R, pCg> B Fmac OK
= Rpe = Rlpe] +2][rz > MIR[r1]]]  Drd.ttg ~ AW 5 g
D (8,11, MR, Rpc], BY <1 (8", ¢, 1, M',R”, Rlpc], B')

i = decod = MOV
D1 0.1 ta MR peyy, B) = &, 0, 2, M, R, Rpcl, B) i = decode( M, R[pc]) @rir2

(CPU-J20)
B # (L, L tpad) i, R, pcig» B Fmac 0K
R = R[pc > Rlpcl+2] Dt 8 t.ta A3 81,8,
D+ (S, MR, Rpcl, BY <) (8,1, ¢, W, R", R[pc]. B)
D+ (8.t tas M. R peyg. B) — (8”1”1, M/, R”, R[pc]. B)

i = decode(M, R[pc]) =JZ&r AR[sr].Z =0

(CPU-Jz1)
B # (L, L tpa) i, R, pcig B Fmac 0K
=Rlpc R[r]]  Dré.tty A D 5 v 1
Dr <5/ o1 MR, RIpel, BY <) (57,17, %) M/, R". R[pc], )

= =JZ A Z=1
DG, ta MR peyy, B) — (0.7, 0 M, R, Rlpc], B) = decode( M, R[pc]) = JZ &r A R][sr].

(CPU-IN)
) B+ (L1, tpad) i, R, pCg> B Fmac OK
6r(W) & R = R[pc— Rlpc] +2][r — w] Dr&,tt, r»cydes(l) vt 1,
D+ (8", 1, t;, M, R, Rpcl, B) — (8", t", 1] M/ R”, R [PC] B')
D+ (8,1, ta, M, R, pyyg, BY — (57, 1", t;’, M’, R”, R[pc], B")

i = decode( M, R[pc]) =INr

(CPU-OuT)
B+ (L, 1, tpad> i, R’Pcvla" B tmac K

R[r i—
R =Rlpc Rpcl+2]  6"S V08 Dr& Lt ASEO 8 1,

D+ (8" 1, t5 MR, R[pcl. B) = (87, ¢", 15 M/, R", R|pc]. 8')

i = decode( M, R =ouT
D+ (5,1, tas M, R, peyy B) — (7,1, 1, M, R, R[pc], B) i = decode( M, Rlpc]) r

Fig. 4. Some rules of the main transition system for Sancus'.
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(INT-UM-P)
PGl Fmode UM R[sr].GIE=1 tq# L R’ = R[pc > isr,sr > 0,sp — R[sp]| — 4]
M = M[R[sp] —2 = R[pcl,R[sp] =4+ R[sr]]  Dr&,t,L A% 8,11,
D+ (8, t,ta, M, R, peygs BY =1 (8t 15, M, R, peyy, B)

(INT-UM-NP)
PCa Fmode WM (R[Sr].GIE=0V £, = 1)
D (S, t,ta, M, R, peyg. B) 1 (0, t, ta, M, R, pe g, B)

(INT-PM-P)
ke = MAX_TIME — (¢ — £,)
PCuq Fmode PM R[sr].GIE =1 tazLl R =Ro[pc s isr] Dr& 6, LASFE 1, B = (R peyyt —ta)
D+ (S, t,ta, My R, peygs B) =1 (', t', L MR, peyyq, B')

(INT-PM-NP)
g Fmode PM - (R[sr].GIE=0V t, = 1)
D+ (8.t tas M, R, peyg. BY <=1 (8, £, tas M, R, pcyyg, B)

Fig. 5. The transition system for handling interrupts in Sancus",

(CPU-RETI)
B+ (L1, tpad) i, R, PCugs L Fmac OK
R’ = R[pc > M[R[sp]+2],sr — M[R[sp]],sp+ R[sp]+4]

DSt 1, mgd“(’) §,t,t,

D+ (8, t,ta, MR, peyg, BY — (8t 15, M, R, R[pc], L)

i = decode( M, R[pc]) = RETI

(CPU-RETI-CHAIN)
B # (L, L, tpeq) B+ L DSt ty mgd‘”(’) A R[sr.GIE] =1
totq Ll DIt MUR, R[pc], B) <=1 (8", 1", t, M/, R', R[pc], B)
D+ (8, t,ta, M, R, pcyy, BY — (8", ¢, ), M/, R", R[pc], B)

i = decode(M, R[pc]) =RETI

(CPU-RETI-PREPAD)
B+ (L1, tpad} i, R, pSyig> B Fmac OK
B+ L Db 6,1t AYED 5y, t, (R[sr.GIE] =0 V t, = 1)

D i = decode( M, R[pc]) = RETI
D (S, t,ta, M, R, peyg, BY — (8t 15, M, B.R, B.peyg, (L, L, Butpaa))

(CPU-RETI-PAD)
B =(L, L, tpaa)
Dbt t, mg”” A D+ (&, 15, MR, peyg, LY <=1 (8", 1", 15, M, R, peq. B')
D+ (8, t,ta, M, R, peyy, BY — (8", t", th, M, R’, pc, iy, B')

Fig. 6. Some rules from the operational semantics of Sancus".
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5.3 A progress property

As a sanity check we prove the following progress theorem showing that both Sancus'' and Sancus"

get stuck only if the CPU reaches the distinguished configuration HALT. Its proof is in the Appendix:

THEOREM 5.1 (PROGRESS). For all C = (Mc, D), M and configuration c
D FINITeim,,) — ¢+ = c¢=HALT and D+ INITe M, — ¢+ = c¢=HALT.

6 THE SECURITY THEOREM

In this section we establish that Sancus" enjoys the following security property: what an attacker
can learn from an enclave is exactly the same before and after adding the support for interrupts.
Technically, we show that the semantics of Sancus! is fully abstract w.r.t. the semantics of Sancus™;
in other words all the attacks that can be carried out in Sancus” can also be carried out in Sancus',
and viceversa.

Before stating the full abstraction theorem, we introduce some further notations, which also
help in the main steps of its proof; additional, minor lemmata and definitions for completing the
proofs are in the Appendix. Recall from Section 4.4 that C[ Mys] is a whole program, where My
is the software module and C = (M, D) represents the context (M¢ contains the unprotected
program and data and D is the I/O device).

We first define the notion of convergence of whole programs.

Definition 6.1. Let C = (Mc, D) be a context, and My be a software module. A whole program
C[My] converges in Sancus'! (written C[ My ][l iff
D + INITeqp,,] — HALT.
Similarly, the same whole program converges in Sancus® (written C[ My] ") iff

D + INITc[pm,,) — HALT.

The following definition introduces the notion of contextual equivalence of two software modules.
Roughly, the notion of contextual equivalence formalizes the intuitive notion of indistinguishability:
two modules are contextually equivalent if they behave in the same way when they interact with
an arbitrary, attacker-controlled context. Due to the quantification over all contexts, it suffices
to consider just terminating and non-terminating executions as distinguishable, since any other
distinction can be reduced to it.

Definition 6.2. Two software modules My; and M,y are contextually equivalent in Sancus'!,

written My =" My, iff
vC. (C[MM]UH — C[MM/]UH) .

Similarly, My; and My are contextually equivalent in Sancus®, written My ~“ My, iff
ve. (CIMuIl" &= CIMu]lY).

Finally, we state and prove the main theorem establishing the security of our mitigation:

THEOREM 6.3 (FULL ABSTRACTION). VM, Mar. (Mt =M Muyr = My =" Murp).

Proor. Here we only present the “surface” of the proof by stating the main properties, whose
proofs often require many other auxiliary definitions and properties that are detailed in the Ap-
pendix. Actually, the proof that our mitigation guarantees absence of interrupt-based attacks is
rather long, and has the following steps. We first establish reflection of behaviors: My, =N My &
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MM ~H MM/

X
(iii)

Mu ~L My =——— Mu £ Mup

(i)
Fig. 7. An illustration of the proof strategy of preservation of behaviors.

Mat =% My (Lemma 6.6 in Section 6.1). Then, the other implication, i.e., preservation of behaviors
is proved by Lemma 6.15 in Section 6.2 following the strategy summarized in Figure 7. We rely on
the well-known notion of traces, i.e., the sequences of actions performed by a module M plugged
in a context that can be observed by an attacker. In particular we focus on the invocations of My,
and on the returns from it. In both cases our traces also carry information about the contents of
the registers and for returns also the flow of time. We then say that two modules Mj; and M 1’\4

are trace equivalent, in symbols My L M, if they exhibit the same traces (see Definition 6.7).
Proving preservation is then done in two steps, the composition of which gives (iii) in Figure 7. First
Lemma 6.14 establishes (ii) in Figure 7: two modules equivalent in Sancus'" are trace equivalent.
The proof technique that we adopt specializes backtranslation of [47], applied to the contrapositive
of (ii). Roughly, we construct a context in Sancus' distinguishing two modules when they are not
trace equivalent. Then Lemma 6.12 establishes (i) in Figure 7: two modules that are trace equivalent
are also equivalent in Sancus". The proof of this lemma is rather technical: essentially, it consists
in showing that neither the context affects the behavior of the module, nor the module affects that
of the context.
Summing up:
e Case <. Reflection of behaviors follows from Lemma 6.6 in Section 6.1.
o Case =. Preservation of behaviors follows from Lemma 6.15 in Section 6.2. O

6.1 Reflection of behaviors

Recall that Sancus” differs from Sancus' because of its interrupt handling mechanism, only. Conse-
quently, to prove the reflection of behaviors, i.e., that for all My, Myr we have that My, ~L My
implies My ~"" M,y it suffices to inhibit interrupts in Sancus". For establishing that, we introduce
the notion of interrupt-less context C; for a context C. Intuitively, C; behaves as C but never raises
any interrupt. When a module is plugged in an interrupt-less context, it terminates according to
the low level semantics if and only if it does in the high level semantics. Technically, to obtain the
interrupt-less version of a context C it suffices to remove from the device the transitions that may
raise an interrupt.

Definition 6.4. Let D = (A, Sinit, '\a»D) be an I/O device. Given a context C = (M¢, D), we define
its corresponding interrupt-less context as Cr = (Mc, o 1) Where:
a
o Dy = (A, Sinit, ~py), and
o Spp25p U{(8,68) | (8,int?2,8") € Sp}\ {(8,int?, &) | (8,int?,8") € ~Sp}.
Note that Oy is actually a device, due to the constraints on its transition function.

The behavior of interrupt-less contexts in Sancus” directly correspond to the behavior of their

standard counterparts in Sancus'' as stated below.
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LEMMA 6.5. For any module My, context C, and corresponding interrupt-less context Cy:
CiIMu]l" = C[Mm]l"

Reflection now follows, because whole programs in Sancus'' behave just like a subset of whole

programs in Sancus".

LEMMA 6.6 (REFLECTION). Y Mas, Mar. (Myr =" My = My =" Myp).

6.2 Preservation of behaviors

Here, we prove the preservation of behaviors, i.e., the chain of implications (ii) and then (i),
resulting in (iii) in Figure 7. More precisely we perform the following steps.

In Section 6.2.1 we first define two notions of traces: the fine-grained and coarse-grained traces.
The first is an auxiliary notion that directly derives from the semantics of Sancus" and facilitates
the proofs. Intuitively, it takes into account all the actions performed by the system. The second
kind of traces only records the actions that attackers can observe, and are easily derived from the
fine-grained ones. Also, we call trace equivalent two modules with the same set of coarse-grained
traces. Using the fine-grained traces, we state and prove the key yet rather technical Property 6.1
ensuring that our mitigation reflects the intuition described in Figure 2. This property also helps
in showing that, roughly speaking, the observed actions of the enclave are not influenced by
those of the context (Lemma 6.10), as well as in proving the correctness of the backtranslation
algorithm (Property A.22). For proving both facts, we use the timing information recorded in the
coarse-grained traces that result from assembling those in the fine-grained traces.

Then we prove in Section 6.2.2 that trace equivalence implies contextual equivalence at Sancus"
(the implication (i) of Figure 7). For that Lemma 6.11 is crucial, since it ensures that two trace
equivalent modules still produce the same traces when plugged in a given context.

Next, in Section 6.2.3 we prove that contextual equivalence implies trace equivalence at Sancus
(the implication (ii) of Figure 7). This is achieved by defining a backtranslation [47] that given an
attacker (a context that differentiate two modules) at Sancus” returns an attacker at Sancus'.

Finally, Section 6.2.4 immediately concludes our proof of item (iii) in Figure 7.

H

6.2.1 Fine-grained and coarse-grained traces. We consider the fine-grained and the coarse-grained
traces. The first traces record the relevant actions performed by the processors including those
concerned with interrupt handling. The coarsed-grained, instead, record what the attacker is able
to observe, i.e., jumping in and out an enclave.

The fine-grained observables are defined as follows:

a =& (k) | reti?(k) | handle!(k) | o | jmpIn?(R) | jmpOut!(k;R).

Above, k € N indicates that the observed action takes k cycles. Intuitively, £ denotes unobservable
actions performed by the context; 7(k) indicates an internal action; handle!(k) and reti?(k) denote
when the processor starts executing the interrupt service routine from protected mode and when it
returns from it, respectively. Then, the observable e indicates that termination occurred; jmpIn?(R)
and jmpOut!(k; R) record when the CPU enters and exits from protected mode, respectively, where
R is the contents of the register file when the action ends.

The relation = in Figure 8 extracts observables from the execution of a whole program. Note
that each transition D r ¢ — ¢’ has a corresponding transition D + ¢ == ¢’ for some a, possibly
the silent &. The transitive and reflexive closure of = is é*, where « is a trace, i.e., a sequence of
actions (e is the empty trace).

Note that in any trace @, only the observables 7(k), reti?(k) or handle!(k) may occur between
a jmpIn?(R) and a jmpOut!(k; R). When an interrupt has to be handled, the observed trace starts
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(OBs-INTERNAL-PM)
R[pc] Fmode PM D (S, t,ta, M, R, peyg, By — (8t +k, ty, M, R, pcljyn L) R’ [pc] Fmode PM

D (8,1 tas My R, peyg B) s (8, £+, )y M, R, pelys 1)

(OBs-JMPIN)
RIpc] Fmode WM D+ (St ta, M, R, peyg, LY — (8t 10, MR, pe)1 L) R [PC] Fimode PM
D+ (S, t, ta, M, R, peyg, L) IR (5,8, to MR, gy, L)
(OBs-RETI)

RIpc] bmode WM B#L D (St ta MR, peygs B) — (8t +k, ty, MR, pcly, (L, Lo tpad))
reti?(k)
_—

DF (8t ta, M, R, ey, B) (&t t MR, pC s (L, Ly tpaa))

(OBs-JMPOUT)
RIpc] Fmode PM D (8, t,ta, M, R, peyg, L) — (8, t +k, to, MR, pc L) R’ [pc] Fmode UM

jmpoOut! (k;R” ,
D (85,1, tas My R, peyg 1) 2B ER) (57 1w ke b, MR, pls BY)

(OBs-JMpPOUT-POSTPONED)
RIPC] Fmode WM D+ (8,8, ta, M, R, peygs L, Lo tpag)) — (8t +k, 15, M, R, pcy, 1) R'[pC] Fmode UM

D (8,1, tas My R, peygy (L L tpaa)) 2R (5 1+ ke tl, M, R, el B)

(OBs-HANDLE)
DSt ta, M, R’pcold’ 1) — <5ls t+k, t,’z, M, R/,Pcé[ds 8,> R,[DCJ Fmode UM B %L
handle!(k)

=

D+ (8, t,ta, MR, peyg L) (& t+k tp, MR, pcl)y. B')

slags

(OBs-INTERNAL-UM)
R[pc] Fmode UM D+ (8, t,ta, M, R, peyg, B — (8.t 1 M, R, pc 1y, B) R’ [pc] Fmode UM

Db (8t tas My R, piygs B) == (5,1, thy MR, peys B)

(OBs-FINAL)
RIpc]l Fmode M D+ (6,8, ta, M, R, pc,yq, B) — HALT

D+ (8,1, ta, M, R, pcg, B) = HALT

Fig. 8. The relation = for fine-grained observables.

with handle!(-), followed by a sequence of ¢ and then a reti?(k), provided that a RETI is exe-
cuted (k always has value cycles(RETI)). If the interrupted instruction was a jump from protected
to unprotected mode, the reti?(-) is followed by a jmpOut!(-;-) (cf. rules (OBs-HANDLE), (OBs-
INTERNAL-UM), (OBs-RETI) and (OBs-JMPOUT-POSTPONED)); otherwise a 7(+) — or a handle!(:) if
an interrupt has to be handled.

Actually, an attacker (i.e., the context) cannot observe all a’s, but only the following coarse-
grained observables, where jmpIn?(R) and jmpOut!(At; R) represent invoking a module and
returning from it.

P = e | jmpIn?(R) | jmpOut!(At; R).

In Figure 9 we define the relation é under the assumption that both the existentially quantified
configuration ¢ and the configuration ¢’ are reachable from the same initial configuration. Essentially,
we remove the observables for interrupts and silent actions from the fine-grain traces, making them
not visible any longer. More in detail, all the actions in between a jmpIn?(-) and the immediately
following jmpOut!(k;R) (or a e) are dropped; similarly for the fine-grained observables in between
a jmpOut!(k;R) (or the very first observable from the initial configuration) and the next jmpIn?(-).
In addition, the parameter k is replaced by At in the observable jmpOut!(At; R) to model that
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&+ &-jmpIn?(R) e &8
_

D FINITG py ) D+ INITepy,) —E2" HALT

Dk INITe ) 2R, ¢ D INITepp,,) == HALT

jmpout!(Az;R") J , E-EjmpIn?(R”) o jmpout!(A£;R) o £ &
—_——y % _——

Fe.Drec Drc Fe.Drec Dt ¢’ ==5" HALT

; IR D¢’ =» HALT

Drc
jmpIn?(R’)
Je. Do =—-—=>¢

Dy o LoD ot R

n-1
YO <i<n.a; ¢ {jmpOut!(_;_),e} At =k +Z time(a'?)
=0

jmpout! (A£;R")
Dr ¢ =—/—m————=» "

JmpIn?(R)
————-} C

Je.Drec D¢ =L s gALT Y0 <i<n.a;¢ {jmpOut!(_;_),e}

D+ ¢’ =» HALT

k ifa € {reti?(k), handle!(k), z(k), jmpOut!(k; R)}

where time(a) =
0 ow.

Fig. 9. The relation é> for coarse-grained observables.

an attacker can only measure the end-to-end time of a piece of code running in protected mode.
The value At is computed by accumulating the values time(a'?) that are the number of cycles
associated with the observable o).

Then, we take its reflexive and transitive closure é»* (where traces B are strings of f’s), and we
use it to eventually define when two modules are trace equivalent:

. T .
Definition 6.7. Two modules are (coarse-grained) trace equivalent, written Myr = My, iff

TT(MM) = TF(MM').

where Tr(My) 2 {B | 3C = (Mc, D). D + INITeppr, ] 257 ).

Notation. Hereafter let x € {1,2}; let ¢, ¢y, ¢y, ..., possibly dashed, be configurations; and let
cf(") = (5,(5"), t,(c"), téz), M,(C"),R,(C"), pcold,(c”), B,(c")) be the configuration reached after n execution
steps from the initial configuration c,(co). We will index the elements of a trace and the components
of a context Cy in a similar way. Finally, let c,(ci) be the configuration right before the action of index
i in a given (fine- or coarse-grained) trace.

To prove a crucial property of our mitigation, it is convenient to introduce the notion of complete
interrupt segments of a fine-grained trace, which are those starting with an handle!(-) action and
ending with a reti?(-) action (see Definition A.1 in the Appendix). Also, let |Iz| be the number of
the complete interrupt segments in a given trace a.

The property below characterizes how our mitigation affects the execution time of a module.
Intuitively, it ensures that handling each interrupt contributes to the time spent in protected mode
with a constant number of cycles equal to 11 + MAX_TIME. This is crucial to guarantee a constant
delay before and after interrupt handling, otherwise an attacker would be able to observe different
timings as it happens in Examples 3.1 and 3.3. In its statement y(c) is the time taken by the current
protected-mode instruction in the given configuration to be executed (cf. Figure 2). Also, recall
from Figure 9 that time(a?) indicates the number of cycles associated with the observable a(?.
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Note that when the observables are reti?(k) and handle!(k), the value k takes care of MAX_TIME, as
dictated by the interrupt logic of Sancus" in Figure 5.

PROPERTY 6.1. Ifc®) Fpoge PMand D v ¢© Zor o) ithd = (0 oo™ gmpout! (kM R),
then k™ + > ! time(a) = 37, y(c™) + (11 + MAX_TIME) - |Iz|, where

(@ 4 {cycles(decode(M,R[pc])) ifC Fmode PM A B = 1L
y(e) =
0 0.W.

ProOOF. By definition of the interrupt logic and the operational semantics of Sancus", for each
interrupt handled in protected mode we perform a 0 < k < Max_TIME padding before invoking the
interrupt service routine and an additional padding of (MAX_TIME — k) cycles after its execution, i.e.,
the padding time introduced for each complete interrupt segment amounts to MAX_TIME. Also, since
the interrupt logic always requires 6 cycles to jump to the interrupt service routine and 5 cycles
are required upon RETI it easily follows that:

n—1 n
kM 4 Z time(a) = Z y(c(i)) + (11 + MAX_TIME) - |Iz]. O
i=0 i=0

6.2.2 Trace equivalence implies contextual equivalence at Sancus®. Here we prove the implication

. . T . .
(i) of Figure 7, i.e., that My = Mayr = My =" Myp. We rely on the following proposition to
ensure that a terminating program generates a coarse-grained trace ending with e, and vice versa.

PROPOSITION 6.8. C[Mu] /" iff 35. D F INITc[p,,) L2 HALT.

ProoF. The only-if part holds trivially. For the other direction, the definition of C[My] /"
implies that O + INIT¢m,,] —" HALT and the definitions of fine- and coarse-grained traces
(Figures 8 and 9) guarantee that the last observed action is ® as requested. O

Consider two whole programs that share the same context. The lemma below states that if they
perform the same sequence of actions reaching a unprotected configuration, then their next action,
if any, will be the same (its proof relies on Property A.19). Intuitively, this is because the context is
deterministic and because our mitigation makes the context behavior independent of the module.
Recall that coarse-grained traces record timing information, and therefore this lemma and the next
one also express timing independence between contexts and modules.

LEMMA 6.9. Let C = (M, D). If D + INITo(py] 25" c1 2 ¢, D + INITe(p,,| 25 can

€1 Fmode UM and ¢z Fmoge UM, then there exists c;, such that D + c, é» cy.

The following lemma shows the viceversa: the isolation mechanism offered by the enclave
guarantees that the behavior of the module is not influenced by the context:

LEMMA 6.10. Let C = (Mc, D). If Mys = Myp, D + INITpy) 200" ¢ SR o0 Ly o

,, _JmpIn?(Ry2)

; ca, then there exists c; such that D v c; éb [

and D + INIT(;[MM,J é* c

The two lemmata above imply that two whole programs obtained by plugging two trace equivalent
modules in the same context C produce the same traces:

LEMMA 6.11. Given a context C = (Mc, D) and two modules My and Mpp. If My z My and

D + INITe My é* c1, then there exists a c; such that D + INITcm,, ] L»* Ca.

, Vol. 1, No. 1, Article . Publication date: March 2022.



28 Busi et al.

Proor. We show this by induction on the length n of E

e Casen = 0. Since E = ¢, by definition of =»*, we have ¢; = INITcm,,] = c1. Again, by
definition of =»*, we choose ¢, = INITc[m,, and get the thesis.
e Casen = n’ + 1. The induction hypothesis (IHP) is then:

/ —

D FINITe My ﬁﬁ?'* g =>D¢F INITc[ M, ﬁﬁi'* ¢y

and we must show that
E/ * ’ ﬁ B * ’ ﬁ
D+ INITe My =" ¢ = c1 = D + INITepm,,| =" ¢, =» 2

By cases on the CPU mode in ¢} and c;:
= Rilpc] Fmode UM and R;[pc] Fpmode UM: Follows by (IHP) and Lemma 6.9;
- Rilpc] Fmode PM and R;[pc] Fpmoge PM: Follows by (IHP) and Lemma 6.10;
- Ri[pc] Fmode M and Ry, [pC] Fimode M and m # m’: It never happens, as observed in Proposi-

tion A.6. O

Finally, we conclude with the proof that if two modules are trace equivalent then they are
contextually equivalent in Sancus" (arrow (i) in Figure 7):

LEMMA 6.12. If My = My then My =" Myy.

Proor. Expanding the definition of ~", the statement becomes:

My £ Myp = (YC = (M, DY.C[Myl " = C[Mw]l")

We split the double implication and we show the two cases independently.

e Case =. By Proposition 6.8 there exists ﬁ such that D + INITc[my, =ﬁ.=b* HALT. Since

My e My, we know by Lemma 6.11 that D + INIT¢[pm,, ﬁ—.—»* HALT. Thus, again by
Proposition 6.8, we have CIMar]l";
e Case <. Symmetric to the previous one. O

6.2.3 Contextual equivalence at Sancus" implies trace equivalence. Here we prove by contraposition

that My =" My = My I Mayp, ie., implication (ii) of Figure 7.

We first define those traces, if any, that distinguish a given a pair of modules, i.e., one converges
while the other does not. Given a context in Sancus" that keeps two modules apart through two
such traces, we define two algorithms: the first builds a memory and the other a device. Once
put together, they implement a backtranslation [47] and return a context differentiating the two
modules in Sancus''. Because of the strong limitations of MSP430 (e.g., it only has 64kB of memory)
building such a context in unprotected memory only is infeasible. Since the attacker model we
assumed has the strong power of controlling everything except the enclave, it is also assumed
to control the I/O device that has unlimited memory. Therefore, the backtranslation takes full
advantage of such a strength to build a distinguishing context. Of course, this also implies that only
isolation properties proved on Sancus' under this attacker model with unbounded device memory
are guaranteed to be preserved in Sancus".

We start from two distinguishing traces, that consist of a common prefix followed by two further
traces starting with two different observables. We then make sure that there always exist such
traces for two modules that are kept apart in Sancus".
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Definition 6.13 (Distinguishing traces). Let My; and My be two modules, and let § = ES -p ﬁe €
Tr(Mpr) and E/ = BS B B; € Tr(Myur). We say that B and B/ are distinguishing traces for My
and My iff there exist a context C* = (Mcr, D) such that

—

o DLt INIT L pdy,) é&* ¢ and DL + INITerqpg,, —’;»* ¢’, for some ¢, ¢’;
o B¢ Tr(Myr), B & Tr(My) and f # .

PROPERTY 6.2. If My and My are two modules such that My; #" My, then there always exist
— —
p and f that are distinguishing traces for My and My .

First algorithm: memory initialization. Intuitively, given two modules and two distinguishing
traces E = Es -B ﬁe and ﬁ/ = ES -p B; for them, the Algorithm 1 builds the memory of the wanted
distinguishing context. Actually, this memory only contains the code that cooperates with the I/O
device built in Algorithm 2 to mimic the target context and to differentiate the two modules at
hand. Intuitively, the generated code communicates the state of the CPU to the I/O device enabling
it to drive the context execution and thus the behavior of the processor.

Assume as given an assembler function encode that returns the encoding of any assembly in-
struction as one or two words — according to the size specified in Table 1. Also, assume that the
unprotected memory is large enough to contain the code of the context we are building (there is
no lack of generality since the space required for this code is bounded by a constant (< 25 words)
plus the number of different addresses to which the protected code jumps — kept anyway in the
unprotected memory). Suppose also to have the five constants A_HALT, A_LOOP, A_JIN, A_EP and
A_RDIFF representing addresses in the unprotected memory: they are assumed different from (i)
each other, (ii) @xFFFE and (iii) any address R[pc] such that jmpOut!(At; R) occurs in either input
distinguishing traces. Finally, assume for simplicity that the modules never jump to @xFFFE.>

First, the algorithm initializes the memory M by filling it with the code in Figure 10. It consists
of five parts. The first two are for convergence (line 1) and divergence (line 3). The next part (lines 5
to 20) inputs the registers values from the device and then jumps into the enclave. Line 25 specifies
that the first instruction to be executed is at the address specified by A_EP. Finally, the code in
lines 22 and 23 interacts with the device to get the next instruction to execute.

Then, the algorithm inspects f and §’, and generates a piece of code that orchestrates the interac-
tions between the distinguishing context and the I/O device. Roughly, the generated code operates
as follows: it (i) writes to the I/O device the different content of the register that distinguishes the
traces; and (ii) reads from the I/O device a new value for the program counter (either A_HALT or
A_LOOP), which causes the context to either diverge or terminate.

If they are both jmpOut!(:;-) and at least one register has different values in the observables, two
cases arise:

o If one of the registers differentiating f and f’ is r # pc, then we store in M¢ the instructions
to ask the device a new program counter (that will depend on the value of r), starting at the
address A_RDIFF (line 7). Note that in this case joutd and joutd’ are left undefined;

e Otherwise, the register differentiating f = jmpOut!(Af; R) and ' = jmpOut!(At; R’) is pc.
In this case, we store in M the instructions to ask the device a new program counter at the
address R[pc] and R’[pc] for the first and second module, respectively (lines 15 - 19). Also,
we record the differentiating values of the program counter in joutd and joutd’, to be used by
Algorithm 2.

3Slightly changing Algorithm 1 suffices to remove this limitation: upon the jump into protected mode right before jumping
to OxFFFE, the context writes the right code to deal with it in @xFFFE and, afterwards, restores the old content of that
address.
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Finally, the algorithm adds the code to deal with jumps out from the protected module to
unprotected code for any jmpOut!(At; R) in ﬁs - por Bs - p” such that R[pc] # joutd and R[pc] #
joutd’. Since the code cannot track timing directly, we delegate the device to deal with the case
when the observables differ on timings, i.e., when f = jmpOut!(At; R) and " = jmpOut!(At’; R)
with At # At’ (see Algorithm 2). Eventually, the algorithm returns the memory built and the values
of joutd and joutd’ (if any), used by Algorithm 2 to build the distinguishing device.

Algorithm 1 Builds the memory of the distinguishing context.

1: procedure BUILDMEM(E = Es B Ee,ﬁl = Bs -p E;)

= —, —
> fand f are distinguishing traces w. common prefix f;

2:

3: joutd = joutd’ = L

4: M = filled as described in Figure 10

5: if = jmpOut!(At; R) A B’ = jmpOut!(At; R") A (Ar.R[r] # R’'[r]) then
6: if r # pc then

7: Mc = Mc[A_RDIFF — encode(OUT r),A_RDIFF + 1 +— encode(IN pc)]
8: else

9: Jjoutd = R[pc]

10: Jjoutd’ = R’[pc]

11: Mce = Mc[joutd — encode(OUT pc), joutd + 1 — encode(IN pc)]
12: Mc = Mc[joutd’ — encode(OUT pc), joutd’ + 1 +— encode(IN pc)]
13: end if

14: end if _ _

15: for jmpOut!(At; R) € B, - B, B, - B’ do

16: if R[pc] # joutd A R[pc] # joutd’ then

17: Mc = Mc[R][pc] + encode(IN pc)]

18: end if

19: end for

20: return (Mg, joutd, joutd")
21: end procedure

Second algorithm: device construction. This second algorithm iteratively builds a device that
cooperates with the memory of the context given by Algorithm 1 to distinguish My from M.t
The algorithm is in the Appendix, and here we only briefly comment on it, for space reasons.

Let joutd and joutd’ be the addresses returned by Algorithm 1 (if any) and that represent the
differentiating values of the program counter; let f = f_ - § - §, and F =B, p - ﬁ; (B #p')be
two distinguishing traces for My and M,y under CL; finally, let term (resp. term’) denote whether
M (resp. M) converges in a context with no interrupts after the last jump into protected mode.
The algorithm starts with an empty device and iterates over the observables f; in BS:

e Case f; = jmpIn?(R).
In this case either this is the first observable or ;_; = jmpOut!(+;-). According to Algorithm 1,
in both cases we reach the instruction IN pc (either at address A_EP or those of jumps out of
protected mode), waiting for the next program counter. The algorithm appends the behavior
described in Figure 11a to the device built so far. Intuitively, the device ignores possible write

“The interactions between the module and the I/O device need not to be preserved because the module runs in protected
mode and therefore it cannot access the I/O device in the first place.
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NN U R W =

A_HALT. HLT
A_LOOP. JMP pc

A_JIN . IN sp

_EP . OUT pc

OxFFFE. A_EP ; the content of OxFFFE is A_EP

Fig. 10. Initial content of unprotected memory as used by Algorithm 1.

operations and outputs the special address A_JIN. Then, it starts sending the values of the
registers in R, so to simulate in Sancus" what happens in Sancus" and to match the code
requests.

Case f; = jmpOut!(At; R).

The device is simply updated with an e-loop on the last added state §; and ignores write
operations (so as to deal with R[pc] = joutd or R[pc] = joutd’). Figure 11b pictorially
represents this case.

Then, as soon as ff and ’ show up, the algorithm sets up the device to differentiate the modules:

Case = jmpOut!(At; R) A B/ = jmpOut!(At’; R") A (Fr.R[r] # R'[r]).

In this case the differentiation is due to a register, and two further sub-cases may arise. If
the register is pc then the device gets the differentiating value from the context (executing
code at joutd and joutd’ by construction); based on that value, it outputs either A_HALT or
A_LOOP (see Figure 12a). For any other register than pc, the context waits for the next program
counter and replies with the address A_RDIFF. This address points to the code that sends
the differentiating register value and, based on that, the device replies with either A_HALT or
A_LOOP (see Figure 12b).

Case = jmpOut!(At; R) A B’ = jmpOut!(At’; R) A At # At'.

Since different timings in Sancus" correspond to different timings in Sancus' (see Prop-
erty A.22), we program the device so as to either reply with A_HALT or with A_LOOP depending
on the time value (Figure 12c).

Case = o A ' = jmpOut!(At; R).

In this case ® may occur during an interrupt service routine. Two sub-cases may arise,
depending on whether the first module My terminates or not when executed in a context
with no interrupts after the last jump into protected mode. Note that the value of term
differentiates the two sub-cases. When term holds, My, causes a transition to an exception
handling configuration from which there is a a jump to A_EP, and the device instructs the
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(a) The case of f; = ] = jmpIn?(R).
€

m
8 (["ru]¥)p4

wr(_)

(b) The case of i = B = jmpOut!(At; R).

Fig. 11. A graphical representation of the algorithm building the 1/0 device for f; and ] being in the longest
common prefix. Here, 81, denotes the final state of the 1/0 device being updated, while the final state of the
updated device is depicted as a solid, black circle.

code to jump to A_HALT. Instead, the second module jumps to another location different
from the distinguished address A_EP, thus a jump to A_LOOP occurs (Figure 12d). When term
does not hold, My diverges and the second module makes the CPU jump to a location in
unprotected code and the CPU is instructed to jump to A_HALT (Figure 12e).

o Case f = jmpOut!(At; R) A B’ = e.
Analogous to the above, with term’ replacing term.

e Otherwise. No other cases may arise (see Property A.21).

At the end, the algorithm returns a device built as just summarized.

The correctness of the two algorithms is established by the Properties A.21 and A.22 in the
Appendix. The first states that, under the stated conditions, BUuILDDEVICE always produces an
actual I/O device. The second property guarantees that the context built by joining together the
results of the two algorithms is indeed a distinguishing one.

We finally prove that if two modules are contextually equivalent in Sancus', then they are trace
equivalent (implication (ii) in Figure 7).

LEMMA 6.14. If My =" My then My = MMr

T
Proor. We prove the contrapositive: My # My then My =™ M. By Property 6.2, since

;Tt there exists a pair of distinguishing traces for My and Mjp. Algorithm 1 and 2 witness the
existence of a context CH that is an actual context and is guaranteed to differentiate My from My,
ie., CH[ MM and CH [ My (or vice versa). Thus, by definition of contextually equivalent
modules in Sancus'!, we get My £ My as requested. O
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€
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rd(A_RDIFF) wr(R'[r]) rd(A_LOOP)
L

(a) The case of f; = jmpOut!(At; R) A ] = jmpOut!(At’;R’) A (r # pc. R[r] # R[r]).
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(b) The case of f; = jmpOut!(At;R) A B = jmpOut!(At’;R”) A R[pc] # R’[pc].
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(c) The case of f; = jmpOut!(At; R) A B = jmpOut!(At’;R) A At # At’. Let t and t’ be the timing differences
observed by the attacker at Sancus", see Algorithm 2 in the Appendix for details.

€

€
wr(A_EP) rd(A_HALT) rd(A_HALT)
(e
wr(w), w # A_EP rd(A_LOOP) wr()
(d) The case of (e) The case of

fi = A B = jmpOut!(At; R)A term. Bi = e A B = jmpOut!(At; R) A —term.

Fig. 12. A graphical representation of the algorithm building the 1/0 device for f; and ] being the distin-

guishing observables. Here, d;, denotes the final state of the 1/0 device being updated, while the final state of
the updated device is depicted as a solid, black circle.
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6.2.4 Preservation of behaviours. The last step of this long proof consists in stating and proving
the lemma that guarantees preservation of behaviours, i.e., the implication (iii) in Figure 7:

LEMMA 6.15 (PRESERVATION).
Y Mt Mar. (Mg =5 Mo = Mag =" Mayp).

Proor. Just compose the implications (i) and (ii) of Figure 7 (i.e., Lemmata 6.14 and 6.12,
resp.). O

7 PRESERVATION OF HYPERPROPERTIES

This section shows that our full abstraction result allows us to easily derive the preservation of
some notions of non-interference and hypersafety when passing from Sancus'! to Sancus". Since
we are dealing with enclaves, the standard notions will be adapted to our framework.

From now onwards, we will use the following equivalence relation to express configurations that
are equivalent from an attacker’s point of view. According to this relation two configurations are
equivalent if they cannot be distinguished by code running in unprotected mode (e.g., the contents
of unprotected memory). In its definition we use the auxiliary equivalence of memories that holds
when their public portions coincide.

Definition 7.1. Let ¢ and ¢’ be two configurations, and let M Zm iff Vi ¢ [ts, te)U[ds, de). M[I] =
M.

Then we define ¢ = ¢’ iff (c=¢ =HALT)V (c.d =c".0 AN ct=c't AN ctyg=ctg A
eMEZOMA R = c’.R).

7.1 Take one: termination-insensitive, time-sensitive non-interference

We now tailor the notion of termination-insensitive, time-sensitive non-interference (inspired
by [32]) to fit our framework. Roughly, two modules are non-interferent if and only if no context
can distinguish them by examining the content of their public memories right before they terminate.
Formally:

Definition 7.2. Two modules My; and My are termination-insensitive, time-sensitive non-
interferent (ISNI) in Sancus" (written My ~is Mar) iff for all contexts C = (M¢, D)

D FINITeimy) — ¢ = HALT A D+ INITeppm,,] — ¢ — HALT = ¢ Lo
Similarly, we define ISNT in Sancus", Mys ~15 Myy.

Commonly termination-insensitive non-interference is a property of a single program, to which
our definition actually reduces when considering initial configurations as programs whose public
input is a context and secret input is a module. Indeed this is a good model of what happens
in reality: contexts are controlled by the attackers, whereas modules are securely deployed (i.e.,
we model the situation where both code and data are confidentially deployed, as can be done in
Sancus 2.0 [45] and in Soteria [25]). Note in passing that our definition and results still hold if
the code is made public before being loaded in the enclave (see also the discussion at the end of
Section 7.2).

In the following, we clarify the relation between non-interference as defined in Definition 7.2 and
our instance of full abstraction established in Theorem 6.3. Note that contextual equivalence requires
equiconvergence, and thus it is termination sensitive. On the contrary, ISNI is termination insensitive
by definition and can relate modules that are not contextually equivalent. Therefore, preservation
of termination-insensitive non-interference cannot be directly derived from full abstraction. As a
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matter of fact, requiring equiconvergence transforms Definition 7.2 in Definition 7.5 that introduces
the more demanding notion of termination-sensitive non-interference, which is preserved (see
below). Nevertheless, we can establish a couple of interesting properties. First, we relate contextual

equivalence with non-interference in Sancus":

LEmMmA 7.3. IfMM =L M then Myg ~15 Map.

From that it easily follows that non-interference in Sancus" is guaranteed when two modules

are contextual equivalent in Sancus':

THEOREM 7.4. If Mys ="' Myp then Mys ~1s May.

7.2 Take two: termination- and time-sensitive non-interference

In this section we consider a notion of non-interference inspired from [19] and distinguishes
terminating modules from non-terminating ones. In the standard notion the program is public and
the memory is split in a public and a secret segment: an attacker cannot discover any secret data by
running the code with different public data. In our framework however also the code is protected,
being hosted in the enclave. We first adapt the standard definition to our case, where the entire
module is protected, and at the end of this section, we discuss how to recover the classic notion,
where the code is public and some data secret.

Definition 7.5 (SSNI). Two modules Mys and My are termination- and time-sensitive non-
interferent (SSNI) in Sancus' (written My ~ss Mar) iff for all contexts C = (Mc, D), and
configurations ¢ both implications hold:

e D+ INIToip,) — ¢ — HALT = 3¢/, (D F INITcpr,,) — ¢ — HALT A ¢
¢ D+ 1INITc m,, | —" ¢ —» HALT = 3c’. (D + INITe(pm,, — ¢/ — HALT A ¢
Similarly, we define SSNI in Sancus®, My ~s5 My

il

c’)
¢’)

Il

The following theorem is easily established:

THEOREM 7.6.

(D) If Mar =" Myg, then Myg ~ss My and  (2) if Myt ~ss Map, then My =" Myy
Thus, due to Theorem 6.3, the preservation of SSNI holds:

COROLLARY 7.7. My ~ss My = My ~ss M.

To recover the standard notion of termination- and time-sensitive non-interference, we only
consider the code part of a module. In this way, we model the fact that the code needs not to be
kept confidential, even though it is part of the enclave.

Recall the notion of layout £ = (ts, te, ds, de, isr), which is fixed in our model, and let Mp and
Mp be two modules. By Mp <« Mp denote the module resulting from the composition of the code
of Mp (called module program) and the data of Mp (called module data). Formally:

Definition 7.8. Given two modules Mp and Mp, let

Mp(l) ifl e [ts,te)

2 AL
MpS4ip {MD(Z) if I € [ds, de)

Since the standard notion of termination- and time-sensitive non-interference only predicates
on single programs. To recover it, we first tailor our SSNI to consider a single module program:
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Definition 7.9 (Unary SSNI). A module program Mp is termination- and time-sensitive non-
interferent (USSNI) in Sancus' (written FBSSNI Mp) iff for all module data Mp, Mp, for all
contexts C = (M, D), and for all configurations c:

D + INITer Mpamp] — ¢ = HALT = 3c’. (D + INITeppam, ] — ¢ — HALT A ¢ Z c’).

Similarly, we define USSNI in Sancus", ;... Mp.
The following theorem then relates USSNI with our contextual equivalence, both in Sancus'

and Sancus™:

THEOREM 7.10. Let Mp be a module program, then

(1) lf YMp, Mpr. (Mp « Mp) =L (Mp « Mp), then FIUSSN] Mp; and

2) if '_USSNI Mp, then VMp, Mpr. (Mp <« Mp) ~H (Mp « Mp).
Finally, the preservation of USSNI easily follows by Theorem 6.3:

H L
COROLLARY 7.11. If'+ oo, Mp, then oo, Mp.

As a final remark, note that both Corollary 7.7 and 7.11 hold under the hypothesis that Sancus'
and Sancus" are fully abstract.

7.3 Take three: stepwise termination- and time-sensitive non-interference

Since the attacker in our model is able to interrupt execution at every CPU cycle, one might wonder
about the preservation of a stronger, stepwise notion of non-interference.

For that, we start from SSNI and introduce stepwise termination- and time-sensitive non-interference.
It stipulates that two modules are non-interferent whenever their public memories are kept equiva-
lent while stepping between successive unprotected configurations. For that, we first need the
following definition:

Definition 7.12. D+ ¢ —», c" iff

0 n=0
Dirc—cg—...—>cp—=¢ ANcc FmodeUIM A V1 <i<n c¢bmodePM A k:{z
0.W.
Also, let D + ¢; —»f( ¢y, where K = Zle ki, be the shorthand for D + ¢; P, Cr

Similarly, we define D + ¢ > cand D+ ¢ eﬁ( c’.

Intuitively k counts the interactions between the context and the module (k = 0 if there are none
and k = 2 if there is one entry and one exit) whereas the arrows -, and -, ignore all the steps
taken in protected mode and just take into account the actions of the context.

We can now define the new notion of stepwise termination- and time-sensitive non-interference:

Definition 7.13. Two modules Mys and My are stepwise termination- and time-sensitive non-
interferent (SSSNI) in Sancus' (written My ~sss Myr) iff for all contexts C = {(Mc, D) both

implications hold

¢ D FINITeppm,, ) >4 ¢ = 3c’. D+ INITepm,, ] >k ¢ Ac Lo
¢ D FINITeppm,, | % ¢ = Fe. D+ INITepm,,) »5 ¢ A L

Similarly, we define SSSNI in Sancus™, My ~sss Myp.

Since the arrows % and % are in a clear relation with £, (see Property A.24), we can prove

the following results, leading to the preservation of SSSNI:
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LEmMA 7.14.

(1) if My =" Map, then My ~sss My and  (2) if Mag ~sss Map, then My =" My
Thus, due to Theorem 6.3, the preservation of SSSNI holds:
CoOROLLARY 7.15. If Mus ~sss My then My ~sss Mapp.

We note in passing that the same considerations made at the end of Section 7.2 suffice to show
that our contextual-equivalence coincides with this notion of non-interference when the code and
some data are deemed public.

7.4 Take five: hypersafety °

In this section we briefly sketch how to reduce our notion of full abstraction to the preservation
of a much wider family of security properties than just non-interference, building on the work of
Patrignani and Garg [50].

We first recall some notation. A compiler is seen in [50] as a mapping [-] from source to target
programs. Our compiler is actually the identity function, since any module M, in Sancus' is
mapped into the same module My in Sancus®. Also, Patrignani and Garg [50], give the following

notion of trace equivalence, which we call whole program trace equivalence:

Definition 7.16 (Definition 19 [50]). We say that
Mu 'Y My = VC.WTr(C[Mu]) = WIr(C[Mar]),

where WIr(C[My]) £ {B | 3¢.D + INITe | 25 c}.

Contrary to our notion of Definition 6.7, their definition of trace equivalence requires the
programs to produce the same set of traces under a fixed context (i.e., it is defined on whole
programs).

Crucially, the following theorem links the notion of whole program trace equivalence with ours:

THEOREM 7.17. The following relations are equivalent:
T T
DM 'S My @My =My OMu=" M @) Mar =" My

As a consequence of Theorem 7.17, our coarse-grained traces (Figure 9) are thus a fully abstract
trace semantics for both Sancus' and Sancus", according Definition 20 of [50]:

COROLLARY 7.18.
(1) VMt M. Mg =" My = Mg 2 Mu;
(2) YVMpt, Map. Myt =L My = My ke M.

Due to this corollary, both Assumption 1 (i.e., trace semantics of Sancus' is fully abstract) and
Assumption 2 (i.e., trace semantics of Sancus" is fully abstract) from [50] hold. Recall that the
compiler from Sancus' to Sancus® implicitly used throughout the paper is an identity compiler
(mapping a module in itself). By the assumption above, it also follows that Sancus' and Sancus"
share the same set of fully abstract traces. Our identity compiler is therefore trivially correct, and it
also is a fail-safe-behavior compiler — roughly, a compiler producing target programs that always halt
after an invalid input (Definition 16 of [50]). We finally conclude that all the safety hyperproperties
that hold for whole programs in Sancus' also hold in Sancus" (Theorems 10 and 6 of [50]).

>Not four as a homage to Dave Brubeck and his Quartet.
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Note that the above is just a sketch of how one could prove the preservation of hypersafety
following the approach of [50]. Indeed, a more formal and complete treatment of hyperproperty
preservation would require traces to be the ground truth concerning what an attacker might observe.
This might call for a complete reworking of the notion of traces in our setting, that are now a mere
tool, beneficial to the proof. The same considerations hold for other principles of secure compilation
based on (robust) hyperproperty preservation, such as those in [2, 3]; see also Section 9.1.

8 IMPLEMENTATION AND EVALUATION

We provide a full implementation® of our approach based on the Sancus [45] architecture which,
in turn, is based on the openMSP430, an open source implementation of the TI MSP430 ISA. Our
implementation has two parts. First, we adapted the execution unit’s state machine to add padding
cycles whenever an interrupt happens in protected mode and when we return from such interrupts.
Second, we added a protected storage area corresponding to 5.

Cycle padding. To implement cycle padding, we added three counters to the processor’s frontend.
The first, Creti_nxt, tracks the number of cycles to be padded on the next RETI. Whenever an
interrupt request (IRQ) occurs, this counter is initialized to zero and is subsequently incremented
every cycle until the current instruction completes. Thus, at the end of an instruction, this counter
holds t - t,, which corresponds to t,44 in B (cf. the (INT-PM-P) rule of Sancusb).

The second counter, Cirq, holds the number of cycles that needs to be padded when an IRQ
occurs. It is initialized to MAX_TIME — Creti next (MAX_TIME is 6 in our case) when the instruction, during
which an IRQ occurred, finishes execution. That is, it holds the value k from the rule (NT-PM-P) of
Sancus” after the instruction finishes. From this point on, the counter is decremented every cycle
and the execution unit’s state machine is kept in a wait state until the counter reaches zero. Only
then it is allowed to progress and start handling the IRQ.

Lastly, the third counter, Creti, holds the number of cycles that needs to be padded for the current
RETI instruction. Whenever a RETI is executed while handling an IRQ from protected mode, this
counter is initialized with the value of Creti nxt. Then, after restoring the processor state from 8
this counter is decremented every cycle until it reaches zero. After these padding cycles, the next
instruction is fetched, from R[pc] restored from B, and executed. Note that these padding cycles
behave as any t,,4-cycle instruction from the perspective of the padding logic. That is, they can
be interrupted and, hence, padded as well. This is the reason why we need two counters to hold
padding information for RETI: Cret; is used to pad the current RETI instruction and Creti nxt iS
used - concurrently, if an IRQ occurs - to count t,,q for the next RETI.

Saving and restoring the processor state. Whenever an IRQ in protected mode occurs, the pro-
cessor’s register state needs to be saved in a location inaccessible from software. Our current
implementation uses a shadow register file to this end. We duplicate all registers Ry, . . ., Ry5 (except
Rs, the constant generator, which does not store state). On an IRQ, all registers are first copied
to the shadow register file and then cleared. When a subsequent RETI is executed, registers are
restored from their copies. For the other values in B, pc ; is handled the same as registers, and ¢,4q
is saved from Creti nxt and restored to Creti. Besides the values in 8, we add a single bit to indicate
if we are currently handling an IRQ from protected mode, allowing us to test if 8 # L.

The current implementation saves and restores the processor state in a single cycle at the cost
of approximately doubling the size of the register file. If this increase in area is unacceptable, the
state could be stored in the protected memory area. Directly implementing this in hardware would
increase the number of cycles needed to save and restore a state to one cycle per register. Of course,

®Qur implementation is available online at https://github.com/sancus-pma/sancus-core/tree/nemesis.
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one should make sure that this memory area is inaccessible from software by adapting the memory
access control logic of the processor accordingly.

Evaluation. To evaluate the impact on the performance of our implementation, we only need to
quantify the overhead on handling interrupts and returning from them, as an uninterrupted flow
of instructions is not impacted by our design.

When an IRQ occurs, as well as when the subsequent RETI is executed, there is a maximum of
MaXx_TIME padding cycles executed. This variable part of the overhead is thus bounded by MAX_TIME
cycles for both cases. The fixed part — saving and restoring the processor’s state — turns out to be 0
in our current implementation: since the fetch unit’s state machine needs at least one extra cycle to
do a jump in both cases, copying the state is done during this cycle and causes no extra overhead.
Of course, if the register state is stored in memory, as described above, the fixed overhead grows
accordingly.

To evaluate the impact on hardware cost, we consider the scenario where the Sancus processor is
synthesized on an FPGA, and we count the number of FPGA resources required for this synthesis.
More specifically, we count the number of registers required (a measure for the amount of hardware
state, i.e., flip-flops) and the number of lookup-tables (LUTs) required (a measure for the amount of
hardware combinational logic).

We synthesized our implementation on a Xilinx XC6SLX25 Spartan-6 FPGA with a speed grade
of —2 using Xilinx ISE Design Suite optimizing for area. The baseline is an unaltered Sancus 2.0
core configured with support for a single protected module and 64-bit keys for remote attestation.
The unaltered core could be synthesized using 1239 registers and 2712 LUTs. Adding support for
saving and restoring the processor state increases the area to 1488 registers and 2849 LUTs and the
implementation of cycle padding further increases it to 1499 registers and 2854 LUTs. It is clear
that the largest part of the overhead comes from saving the processor state which is necessary
for any implementation of secure interrupts and can be optimized as discussed in Section 8. The
implementation of cycle padding, on the other hand, does not have a significant impact on the
processor’s area.

9 DISCUSSION

9.1 On the use of full abstraction as a security objective

The security guarantee that our approach offers is quite strong: an attack is possible in Sancus if
and only if it is possible at Sancus". Since isolation is defined in term of contextual equivalence,
full abstraction fits nicely in our setting, in that it ensures preservation and reflection of contextual
equivalence.

The if-part, namely preservation, guarantees that extending Sancus' with interrupts opens no
new vulnerabilities. Reflection, i.e., the only if-part is needed because otherwise two enclaves that
are distinguishable in Sancus'' become indistinguishable in Sancus®. Although this mainly concerns
functionality and not security, a problem emerges: adding interrupts is not fully “backwards
compatible” Indeed, reflection rules out mechanisms that while closing the interrupt side channels
also close other channels. We believe the situation is very similar for other extensions: adding
caches, pipelining, etc. should not strengthen existing isolation mechanisms either.

Actually, full abstraction enables us to take the security guarantees of Sancus'! as the specification
of the isolation required after an extension is added.

A property alternative to full abstraction would be to require (a non interactive version of) robust
preservation of timing-sensitive non-interference [3]. This can also guarantee resistance against
the example attacks in Section 3. However, this property offers a strictly weaker guarantee: our full
abstraction result implies that timing-sensitive non-interference properties of Sancus' programs
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are preserved in Sancus”, provided that non-interference takes as secret the whole enclave, i.e., its
memory, code, and initial state (see also the discussion in Section 7 about the role of full abstraction
in preservation of non-interference).

In addition, full abstraction implies that isolation properties that rely on code confidentiality
are preserved, and this matters for enclave systems that guarantee code confidentiality, like the
Soteria system [25]. An advantage however might be that robust preservation of timing-sensitive
non-interference might be easier to prove.

In case full abstraction is considered too strong as a security criterion, it is possible to selectively
weaken it by modifying Sancus'. For instance, to specify that code confidentiality is not important,
one can modify Sancus'! to allow contexts to read the code of an enclave (see also the discussion at
the end of Section 7.2).

9.2 The impact of our simplifications

The model and implementation we discussed in this paper make several simplifying assumptions.
A first important observation that we want to make is that some of them are straightforward to
remove. For instance, supporting more MSP430 instructions would not affect the strong security
guarantees offered by our approach, and only requires straightforward, yet tedious technical work.

However, there are also other assumptions that are more essential, and removing these would
require additional research. Here, we discuss the impact of these assumptions on the applicability
of our results to real systems.

First, we scoped our work to only consider “small” microprocessors. We discuss the impact of
this simplification in Section 9.3.

Second, our model made some simplifying assumptions about the enclave-based isolation mech-
anism. We did not model support for cryptographic operations and for attestation. This means
that we assume that loading and initializing an enclave can be done as securely in Sancus" as
it can be done in Sancus'. Our choice separates concerns, and it is independent of the security
criterion adopted. Modelling both memory access control and cryptography would only increase
the complexity of the model, as two security mechanisms rather than one would be in order. Also
their interactions should be considered to prevent, e.g., leaks of cryptographic keys unveiling secrets
protected by memory access control, and viceversa. Also, we assumed the simple setting where
only a single enclave is supported. We believe these simplifications are acceptable, as they reduce
the complexity of the model significantly, and as none of the known interrupt-driven attacks rely
on these features. It is also important to emphasize that these are model-limitations, and that an
implementation can easily support attestation and multiple enclaves. However, for implementations
that do this, our current proof does not rule out the presence of attacks that rely on these features.
A more fundamental limitation of the model is that it forbids reentering an enclave that has been
interrupted, via pq.. Allowing reentrancy essentially causes the same complications as allowing
multi-threaded enclaves, and these are substantial complications that also lead to new kinds of
attacks [59]. We leave investigation of these issues to future work.

Third, our model and implementation make other simplifications that we believe to be non-
essential and that could be removed with additional work but without providing important new
insights. For instance, we assumed that enclaves have no read/write access to untrusted memory.
A straightforward alternative is to allow these accesses, but to also make them observable to the
untrusted context in Sancus'!. Essentially, this alternative forces the enclave developer to be aware
of the fact that accessing untrusted memory is an interaction with the attacker. A better alternative
(putting less security responsibility with the enclave developer) is to rely on a trusted runtime that
can access unprotected memory to copy in/out parameters and results, and then turn off access to
unprotected memory before calling enclaved code. This is very similar to how Supervisor Mode
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Access Prevention prevents the kernel from the security risks of accessing user memory. Our model
could easily be extended to deal with such a trusted runtime by considering memory copied in/out
as a large CPU register. It is important to emphasize, however, that the implementation of such
trusted enclave runtime environments has been shown to be error-prone [10]. A further alternative
is considering the secure compartmentalizing compilation proposed by Juglaret et al. [31], who
also use full abstraction to prove security.

Another non-essential limitation is the fact that we do not support nested interrupts, or interrupt
priority. It is straightforward to extend our model with the possibility of multiple pending interrupts
and a policy to select which of these pending interrupts to handle. One only has to take care that
the interrupt arrival time used to compute padding is the arrival time of the interrupt that will be
handled first.

In summary, to provide hard mathematical security guarantees, one often abstracts from some
details and provable security only provides assurance to the extent that the assumptions made are
valid and the simplifications non-essential. The discussion above shows that this is the case for
a relevant class of attacks and systems, and hence that our countermeasure for these attacks is
well-designed. Since there is no 100% security, attacks remain possible for more complex systems
(e.g., including caches and speculation), or for more powerful attackers (e.g., with physical access
to the system).

9.3 Extending to more complex processors

Both our formal models, as well as the design and security proof of our interrupt padding counter-
measure focus very much on enclaved execution on small microprocessors, like the Sancus system.
An interesting question is to what extent the insights of our countermeasure design can be applied
to more complex enclaved execution platforms like Intel SGX. While the designs of Intel SGX and
Sancus are similar at a very high level, there are also major differences. The two most important
differences that are not captured by our model are:

(1) The execution time of instructions on a high-end processor is not deterministic. The use
of caches, and the use of processor optimization techniques like pipelining, speculative
execution, micro-coding and so forth implies that the execution time of instructions can vary
widely, both in terms of wall-clock time and in the number of processor cycles (or at least,
modelling the processor with sufficient detail to make execution time deterministic would
make the model very complex, as it would need to model state of the cache, the pipeline, the
branch predictor, and so forth).

(2) These high-end processor optimizations also typically imply that attackers have many more
ways to observe side effects of enclaved execution. In our model, the only thing a context
(attacker) learns about enclaved execution is timing, either end-to-end timing of an enclave
call or resume, or interrupt latency time. On higher-end enclaved execution systems, like
Intel SGX, enclaved execution has other side effects visible to attackers, like the occurrence
of page faults, or contention for other shared micro-architectural resources [60]. Such side
effects could even be caused by transient enclaved execution, i.e., by instructions that are
executed speculatively but never committed [14].

The first aspect, the fact that execution times are non-deterministic is to some extent a disad-
vantage for the attacker. Since interrupt latency attacks rely on measuring execution times, the
fact that these measurements become non-deterministic will make it harder for the attacker to
draw conclusions. However, even on high-end Intel x86 processors, it has been shown [56] that
averaging interrupt latency measurements over multiple runs still leak significant information
about the instruction being executed and about the micro-architectural state of the processor at the
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point of the interrupt. So it is just a matter for the attacker to improve his measurement techniques,
and some form of padding on handling of (and resuming from) interrupts would still be useful. On
the one hand, the non-deterministic nature of instruction execution time makes it hard to choose a
good value for Max_TIMe. Especially since the worst-case execution time on a complex processor can
be quite high, choosing MAX_TIME to be higher than any possible instruction may be prohibitively
expensive.” On the other hand, it might be fine to choose MAX_TIME to be smaller than the actual
worst-case longest instruction execution time. In this case, one can think of the choice of MAX_TIME
as a trade-off between performance and security against the leakage through interrupt latency. The
higher MAX_TIME, the less an attacker can learn from a specific interrupt latency measurement: only
in the (presumably very few) cases where interrupt latency exceeds MAX_TIME the attacker does learn
something. However, in cases where the attacker can influence the execution time of instructions
(for instance, by flushing caches), the precise security gains are hard to estimate.

Alternatively, one could consider adding random padding to interrupt handling and resume,
together with measures to make it impossible for the attacker to execute the same measurement
many times (thus making it impossible to do statistical analysis).

Our current formal model and proof obviously do not apply to these more complex settings, and
it is unclear whether the strong guarantees that full abstraction provides are compatible with the
pragmatic or heuristic solutions suggested above.

The second aspect, the existence of other side effects visible to attackers of the enclaved execu-
tion, is even trickier. For instance, by spying on page table accesses [12, 42, 60] or via cache-based
side channels [23], an attacker can reliably observe enclave memory accesses at some granularity.
This is an important disadvantage for the defender, as it is less obvious that a padding counter-
measure would provide a substantial benefit in the presence of such observable side effects. For
instance, if the attacker can distinguish padding from regular instructions by observing side effects,
the countermeasure becomes useless. Making such a distinction could for instance be done by
monitoring accesses to code memory: if the processor is just padding, no instruction load needs
to happen. So an implementation of our countermeasure on a complex processor would have to
make sure that padding is not distinguishable from instruction execution through any kind of
side effect that instructions might have, which we consider to be a significant challenge. From a
security point of view, the ideal scenario would be to remove all the possible side effects through
which enclaved executions leak information. However, just like the end-to-end timing side channel,
closing other side channels completely will likely be too expensive, if not entirely impossible. So
instead, the question is whether we can accept some bounded side-channel leakage, i.e., leave it up
to the software developer to deal with the remaining channels (for instance by means of orthogonal
defenses or by using some form of constant-time programming, like we did for the end-to-end
timing channel), but at the same time guarantee that the power to precisely schedule and handle
interrupts does not increase the power of these attacks. For instance, we might accept the fact that
memory accesses leak at the granularity of pages, while at the same time making sure that the
precision or bandwidth of that channel does not get amplified for interrupt adversaries, as has been
shown repeatedly in the case of Intel SGX [11, 42]. It is again an open question for future work
whether this could be formulated usefully as a full abstraction theorem, where we model the side
channels that we accept in the high model, similarly to how we modeled end-to-end timing attacks
in the high model in this paper.

"To give an idea of the complexity involved, consider that on modern Intel x86 processors with hardware virtualization
extensions, a single address translation can in itself already require up to 20 memory accesses, which in the worst-case
would all miss the cache hierarchy and have to be served from slow DRAM memory [17].
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10 RELATED WORK

Our work is motivated by the recent wave of software-based side-channel attacks and controlled-
channel attacks that rely on architectural or micro-architectural processor features. The area is
too large to survey here, but good recent surveys include Ge et al. [23] for timing attacks, Gruss’
PhD thesis [26] for software-based micro-architectural attacks before Spectre/Meltdown, Canella et
al. [14] for transient execution based attacks, and Van Bulck’s PhD thesis [55] for Intel SGX attacks.
The attacks most relevant to this paper are the pure interrupt-based attacks. Van Bulck et al. [56]
were the first to show how just measuring interrupt latency can be a powerful attack vector against
both high-end enclaved execution systems like Intel SGX, and against low-end systems like the
Sancus system that we based our work on. Independently, He et al. [29] developed a similar attack
for Intel SGX.

There is an extensive body of work on defenses against software-based side-channel attacks.
The four surveys mentioned above ([14, 23, 26, 55]) also survey defenses, including both software-
based defenses like the constant-time programming model and hardware-based defenses such as
cache-partitioning. To the best of our knowledge, our work proposes the first defense specifically
designed and proved to protect against pure interrupt-based side-channel attacks. De Clercq et
al. [18] have proposed a design for secure interruptibility of enclaved execution, but they have not
considered side channels — their main concern is to make sure that there are no direct leaks of,
e.g., register contents on interrupts. Most closely related to ours is the work on SecVerilog [62]
that also aims for formal assurances. To guarantee timing-sensitive non-interference properties,
SecVerilog uses a security-typed hardware description language. However, this approach has not
yet been applied to the issue of interrupt-based attacks. Similarly, Zagieboylo et al. [61] describe an
ISA with information-flow labels and use it to guarantee timing-insensitive information flow at the
architectural level.

An alternative approach to interruptible secure remote computation is pursued by VRASED [46].
In contrast to enclaved execution, their design only relies on memory access control for the
attestation key, not for the software modules being attested. They prove that a carefully designed
hardware/software co-design can securely do remote attestation.

Our security criterion is directly influenced by a long line of work that considers full abstraction
as a criterion for secure compilation. The idea was first coined by Abadi [1], and has been applied in
many settings, including compilation to JavaScript [22], various intermediate compiler passes [5, 6],
and compilation to platforms that support enclaved execution [4, 47, 49]. But none of these works
consider timing-sensitivity or interrupts: they study compilations higher up the software stack
than what we consider in this paper. Patrignani et al. [48] have provided a good survey of this
entire line of work on secure compilation.

Still higher up in the computational stack, Tomé Cortifias et al. [16] extended the MAC library [58]
- a Haskell information-flow control library — with asynchronous exceptions. Akin to interrupts in
our setting, asynchronous exceptions can be raised at any time and may break security properties of
the running code. To ensure that this never happens, they introduced a variant of non-interference
and proved that it is satisfied by their extension of the MAC library.

Other authors applied secure compilation techniques to prove security against side-channel
attacks. For instance, Barthe et al. [7] proved that a suitably modified version of the CompCert
compiler [37] preserves the constant-time policy. For that, they identified the passes of CompCert
that did not preserve constant-time and modified them accordingly; afterwards, they proved
them to be constant-time preserving using variants of the proof techniques proposed in [8]. Very
recently, Patrignani and Guarnieri [51] proved secure a couple of mitigations against Spectre
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v1 [34] by specializing hyperproperty preservation principles of [3] to preserve speculative non-
interference [28].

One could consider the addition of speculation and out-of-order execution as a new processor
feature, similar to how our work considers extending a processor with the feature of interrupts.
It would be reasonable to investigate under what conditions this new feature does not introduce
new information leaks. To apply our approach to this problem seems to require a relatively precise
model of how these features work. Existing work on dealing with speculative leaks using program-
ming language techniques instead works with more abstract models of speculation. For example,
SPECTECTOR [28] is a symbolic execution tool that analyses x86_64 assembly programs and detects
the presence of possible speculative leaks or proves their absence. Guanciale et al. [27] present a
formal model capturing out-of-order execution and speculation in single core processors. Using
this model they discover three new (possible) vulnerabilities and assess the security of existing
countermeasures. Vassena et al. [57] define a static type system that labels each expression of their
language as either transient or stable (i.e., that may include transient values or not, respectively).
Crucially, their type system rejects programs that possibly contain speculative leaks. Also, they
introduce the protect construct that ensures that assignments containing it are performed only
once their right-hand side is stable. Furthermore, the same paper proposes an algorithm that
automatically synthesizes the minimal number of protects to be inserted in given program to fix
all the potential speculative leaks.

11 CONCLUSIONS AND FUTURE WORK

We have proposed an approach to formally assure that extending a microprocessor with a new
feature does not weaken the isolation mechanisms that the processor offers. More precisely, we
advocate full abstraction as a formal criterion of what it means to maintain the security of isolation
mechanisms under processor extensions. We have applied our approach to an IoT-scale micropro-
cessor: first we have designed an extension of Sancus with interruptible enclaves (Sancus") and
then we have proved it fully abstract with respect to the original Sancus without them (Sancus').
Remarkably, the full abstraction proof relies on the strong power of our attacker that controls the
unprotected memory, which is limited to 64 KB, and the I/O device which instead has unlimited
memory. Indeed, the backtranslation encodes the attack logic within the I/O device that then drives
a fixed piece of code in unprotected memory, namely the software component of the attacker.

To further assess our full abstraction-based security criterion we have compared its guarantees
with those of some notions of non-interference preservation presented in the literature: we have
proved that they are implied by our full abstraction theorem. We have also outlined how to prove
that our results preserve hyperproperties, thus ensuring that modules executed in interruptible
Sancus enjoy the same hyperproperties as they would when executed by the uninterruptible one.

Despite this successful case study, some limitations of the approach remain. A first challenging
issue to be addressed in the future concerns the formal treatment of the extensions discussed
Section 9.3. As a matter of fact, our model and full abstraction result seem to be a good starting
point, although they currently apply only to “small” microprocessors for which we can define a
cycle-accurate operational semantics. While this obviously makes it possible to rigorously reason
about timing-based side channels, scaling our approach to larger processors is however not trivial.
Indeed, to handle larger processors, we need models that can abstract away many details of the
processor implementation, yet keeping enough details to model micro-architectural attacks of
interest. A promising example of model with such features was proposed by Disselkoen et al. [20]
that could replace our cycle-accurate model.

In our proposal, the security criterion is binary: an extension is either secure, or it is not. Therefore
low bandwidth side channels are not kept apart from high-bandwidth side channels. An important
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challenge for future work is to introduce some kind of measure on the weakening of security, so as
to allow security policies that consider some bounded amount of leakage acceptable.
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A ADDITIONAL DEFINITIONS AND RESULTS
A.1 The device of Section 4.6.1 is deterministic

PROPERTY AL If D §,t,ta AKX 8t/ t; and D v 8,t,ta AKX 87,17, t]), then 8 = 8", t' =t
andt) =1t/.

Proor. Trivial. o
A.2 Complete operational semantics rules of Sancus' (Section 5.1)

INT
D+ (St ta, M, R, peyg, B) =1 (3, t, ta, M, R, ey B)

(CPU-HLT-UM)
B# (L Litpaa) (St ta, MR, pcy, B) Frnode UM

DF (6.0, ta, MR poyy, B) — HALT decode( M, R[pc]) = HLT

(CPU-NoIN)
rd(w)
$D

Dt (8.1, 1t M, R, peyy By — HALT decode( M, R[pc]) = INr

(CPU-NoOUT)
53

D+ (5t ta, M, R, PCia> B) — HALT

decode( M, R[pc]) =0UT r

(CPU-HLT-PM)
B+ (L1, tpaa') (5, t, ta, M, (R!pcold’ B) Fmode PM

i = decode( M, R[pc]) =HLT
D+ (8, t,ta, M, R, peyg, B) — EXCis prcycles(i) ta MR peyyg,B)

(CPU-DEcoDE-FAIL)
B # (L, L, tpad) decode( M, R[pc]) = L

DF (S ttg, MR, PCas By — EXC(ﬁ,t,ta,M,‘R,pcald,ﬂ)

(CPU-VioLATION-PM)
B # (L, L, tpad) i, R, pcyg» B ¥mac 0K

i = decode(M, R[pc]) # L
D+ (8, t,ta, M, R, peygs B) — EXCs pacyeles(i) ta, MR peyygrB) ( [pcD

(CPU-Movl)
B # (L, L tpa) i, R, pe,ig> B Fmac OK
R’ = R[pc > R[pcl +2][r2 = MIR[M1]] D880, A2 D 8,01,
D (8.t M, R, Rpcl, BY < (3",¢", ¢, M',R”, R[pc], B')

i = decod = MOV
D (8.t ta M, R, peyg BY — (8.7, 5, M, R, R[pc], B') i = decode(M, R[pc]) @riry

(CPU-MovS)
B # (L, L, tpaa) i, R, pcq> B Fmac OK R’ = R[pc — R[pc] +4]
M = MIR[r2] = RIM1] Dr S tta A2 8,1, 1,
DAt t,, M, R, R[pcl, B) < (8", t", 15, M",R”, R[pc], B')

i = decod. =MOVr @
Dt (5.1, tas M. R, peyy. B) — (87000 MV, R Rlpcl, By 0f e(M, R[pc]) ri0(rz)

(CPU-Mov)
B # (L, L tpa) i, R, pcg> B Fmac 0K
R = R[pc = Rlpcl +2][rs = R[M1]  Dr 68 tta A2 & 1,1,
D+ (8, th, MR, R[pc], B) < (8",t",t/, M',R", R[pc], B')
D (S, t,ta, M, R, peyg BY — (8", ", t, M/, R”, R[pc], B')

i = decode( M, R[pc]) =MOV rq r;

Fig. 13. Rules of the main transition system for Sancus' incl. interrupt logic. (part I)
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(CPU-Movl)
B# (L Litpad) &R Py B rmac K
R’ = R[pc — R[pc] +4][r — w] DS tit, mgdesm 8,1,
DA, tyH, MR, Rpcl, B) < (8", 1", t,, M',R", R[pc], B')
i = decod ,R = MOV #
Dr .0t MR poy, B) = &, 0, M, R Ripel, 8y |~ decode(M. Rlpcl) wr

(CPU-Cmp) i = decode( M, R[pc]) =CMP ry r;
B+ (L, Lty i, R, peg> B Fmac 0K R’ = R[pc > R[pc] +2][r, = R[r1] - R[r2]]
R" =R'[srN (R'[rz] <0),sr.Z+— (R'[r2] ==0),sr.C— (R'[r2] #0),sr.V = overflow(R[r1] - R[r2])]
D6 t,ta A0S 01 DSt MR, Rlpc], B) <1 (8", 11, M/, R”, Rlpc], B')
D+ (8,8, ta, M, R, peyg, BY — (87,7, 7, M/, R"”, Rpc], B")

(CPU-Nor)
B # (L, L tpa) )
LR Py B Fmac K R =R[pc > Rlpcl +2] D r8,t,1, A0 8,0 1),
D (8, V.t M, R, Rpcl, BY < (5", 1", ¢, M',R”, R[pc], B')

i = decod = NOP
D+ (0.1, ta M. R, pey By — (8”1 1 M/, R, R[pc]. B) 1= decode(M, R[pcl)

(CPU-RETI-CHAIN)
B# (L Litpa)
BEL LR Py Brmc K Drd b1, AYD & ¢t R[sr.GIE] =1
ty# L Dr(E, 1t MR Rlpcl, B) <1 (8"t t;, M',R", R[pc], B)
D k(S t,ta, MR, peyg, B) — (87, t",t5, M, R, R[pc], B)

i = decode( M, R[pc]) = RETIL

(CPU-RETI-PREPAD)
B+ (L1, tf’“f}) B+ L
i, R, pCr1 B Fmae OK DS, t,te A2CD 8 0t R[sr.GIE] =0 V ¢, =1
Ploig: 2 "mac i E— a (Rl ] a=d) decode(M, R[pc]) = RETI
D+ (85,1, tay My R, piggy BY — (8-, 1, My B-R, B.pey (L L, Brtyag))

(CPU-RETI-PAD)

t
B = (L, 1, tpq) DSt t, mg“d A D+ (8, 1, MR, peyg, L) <1 (8", 1", th, MR, peq, B')

D (S, t,tq, MR, peyy, B) — (8", 1", 15, M, R, pc,iq, B')

(CPU-REeTI)
B # (L, L tpaa)
i, R, pCyig> L Fmac OK R’ = R[pc — M[R[sp] +2],sr = M[R[sp]],sp+— R[sp] +4]
Dt tta mg"'l“(’) &t

i = decode( M, R = RETI
D+ (8.1, tas M, R, peyn L) — (8. 0+ 1 MR, R[pc], L) = decode(M, R{pc])

Fig. 14. Rules of the main transition system for Sancus™ incl. interrupt logic. (part II)
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(CPU-Jz0)
B# (L Litpaa) LR Peg B Fmac K
R’ = R[pc — R[pc] +2] Dr Sty mgde‘g(” A
DA, ¥, t,, MR, R[pcl, B) < (8", ¢, t,, M', R”, R[pc], B)
i = decod LR =JZ& AR Z=0
D (5.1 ta MR pogg, By = & 010 M, R Rlpe], By~ decodetM Rlpe]) FARLsr]

(CPU-Jz1)
B # (L, L tpad) i, R, pcyigs B Fmac OK
R =Rlpc R[r]] D+ 8 tta mg“’“‘” 8.t
D+ (8, 1y, M, R, Rpc], B) — (8", ¢",t5, M/, R",R[pc], B')
i = decode( M, R =JZ&r AR Z=1
Dt (8, t,ta, M, R, peyy, B) — (8", ", th, M/, R”,R[pc], B') i = decode( [pc]) r [sr]

(CPU-Jmp)
B # (L, L, tpaa)
iR poygs B mac K R =R[pc R[]l D8 t,ta A2 80,1,
DS, £, MR, Rlpcl, BY — (8", 2, M/, R”, R[pc], B')

i = decode( M, R[pc]) = IMP &
Dr (8.1, tas M. R pyg By — (& 0.0 M. R R[pc]. B) = decode(M, R[pc]) r

(CPU-IN)
B # (L, L, tpad) i, R, pig> B Fmac OK
d cveles(i)—
"8 R =Rlpc Ripcl+2][r > w] D& bty AZEOT 5y

D (8", ty M, R, Rpc], B) < (87, t",t,, M/, R”,R[pc], B')
D (S, t,te, M, R, peyg, B) — (8", ¢, t5, M', R”, R[pc], B')

i = decode(M, R[pc]) =INr

(CPU-Our)
B# (L1, tpad) i, R, pcyig» B Fmac 0K
wr(R i)—
R =Rlpc - Rlpcl+2] 670 ' h & DrE e ALEOT 5 g
D+ (&t t;, M, R, Rpc], B) < (87, t",t;, M/, R", R[pc], B)
D+ (8,t,ta, M, R, peyg, BY — (87, 1", 5, M',R”, Rpc], B")

i = decode(M, R|[pc]) =0UT r

(CPU-Nor)
B # (L, L tpaa) i, R, pcyg» B Fmac 0K
R’ = R[pc > R[pc] +2][r = =R[r]] D+ 8 t,ta A2 8,0,8,
D (8., £ M, R, Rpcl, BY < (8",t", £/, M/, R", R[pc], B)
D+ (3,1, tas M, R, peygs B) — (81", 1, M/, R”, R[pc], B)

i = decode( M, R[pc]) =NOT r

(CPU-AND)

B # (L, L tpaa)
i, R, pcig» B Fmac 0K R = R[pc— Rlpc] +2][r, = R[r1]&R[r2]]
R” = R'[sr N> R'[r;]&0x8000,sr.Z — (R'[r2] ==0),sr.C+ (R'[r2] #£0),sr.V— 0]
DrES.tt mcycles(i) St
tta v S,
D+ A8,V t;, MR, Rpc], B) < (8", ¢, t;, M/, R”, R[pc], B')
D+ (S, t,ta, M, R, peyg, By = (87, ¢, 1, M/, R”, R[pc], B")

i = decode(M, R[pc]) =AND ry r;

(CPU-ADD) i = decode( M, R[pc]) =ADD rq r;
B # (L, L, tpuq) i, R, pcg> B Fmac OK R’ = R[pc — R[pc] +2][r, = R[r1]+ R[r2]]
R” =R [srNe (R'[rz] <0),sr.Z> (R'[r2] ==0),sr.C > (R'[r2] #0),sr.V > overflow(R[r1] + R[r2])]
D8 t,ta A0S 0 DR, MR, Rlpe], B) <1 (87,1, 11, M/, R”, Rlpc], B')
D+ (8,t,ta, M, R, peyg, By — (87, ¢, 5, M/, R"”, Rpc], B")

(CPU-SuB) i = decode(M, R[pc]) =SUBrq r;
B# (L Litpaa) LR PGp Brmac K R =R[pc Rlpc] +2][r; = R[ri] - R[r2]]
R” =R [srN (R'[r2] <0),sr.Z2 (R'[r2] ==0),sr.C— (R'[r2] #0),sr.V i overflow(R[r1] - R[r2])]
DS tta ™™ 8,08, DSt MR, Rpc], B) = (8", ¢", t, M, R”, Rpc], B)
D+ {8, tita, MR, peygs B) — (8", 7,17, M/, R, R[pc], B')

Fig. 15. Rules of the main transition system for Sancus' incl. interrupt logic. (part I11)
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A.3 Complete operational semantics rules of Sancus” (Section 5.2)

(INT-UM-P)
PCla Fmode M R[sr].GIE=1 tz#L R =R[pcrs isr,sr > 0,sp > R[sp] - 4]
M = M[R[sp] =2+ R[pc], R[sp] —4 — R[sr]] Dro,t, LSSt
D+ (8,1, ta, MR, pygs B) 1 (8,1, 15, M, R, peyy, B)

(INT-UM-NP)
PCia Fmode UM (R[sr].GIE=0Vt, =1)
D+ (St ta, M, R, peygs BY <1 (S, t, ta, M, R, peyy B)

(INT-PM-P)
k =MAX_TIME — (¢ — t5)
P Fmode PM R[STI.GIE=1 t,#1 R =Rylpcrisr] Dr&t, L ~ATF S 1,1,

B’ = (R, peygs t = ta)
D (S, t,ta, M, R, peygs B) =1 {8, t', L M, R, peyy, B')

(INT-PM-NP)
PC1a Fmode PM (R[sr].GIE=0Vt, =1)
Dk (8,8, ta, M, R, peyig, B) <1 (8,8, ta, M, R, pcq. B)

(CPU-HLT-UM)
B # (L, L tpad) (8,1, ta, M, R, pcigs B) Frmode UM
decode( M, =HLT
DF (8.1, ta M, R peyg B) — HALT ecode(M. R(pc])

(CPU-NoIN)
rd(w)

5§ ~p
D+ {5t ta, M, R, pe,g, B) — HALT

decode(M, R[pc]) =INr

(CPU-NoOUT)
wr(R[r])
5 bp

Dr (0.0, ta, MR poyp B) — HALT decode( M, R[pc]) =0UT r

(CPU-HLT-PM)
B# (L1, tpaa') (S, t, ta, M, R!pcold’ B) Fmode PM
D+ (8t ta, M, R, peyg, B) — EXCis preyeles(i) ta MR peyyg,B)

i = decode( M, R[pc]) = HLT

(CPU-DEcODE-FAIL)
B # (L, L tpa) decode( M, R[pc]) = L
D+ (S, t,ta, M, R, pcyg, B) — EXC(é.t,ta,M,R,pcold,B)

(CPU-ViorLATION-PM)
B# (L Litpaa) iR peygs B Fmac OK
D+ (S, t,ta, MR, peygs B) — EXC(s racyeles(i) ta MR peyjgrB)

i = decode(M, R[pc]) # L

(CPU-MovL)
B # (L, L tpa) i, R, pe,ig» B Fmac OK )
R = R[pc = R[pc] +2][r2 > M[R[r 1] D8 t.ta A3 & 0,1
DSt MR, Rpc], B) <1 (8”7, ¢",th, M/, R",R[pc], B")
i = decode( M, R = MoV
D G, ta My R poyy, B) — (8.0, M, R, Ripcl, B i = decode( [pc]) @ry r;

(CPU-MovS)
B # (L, L, tpaa) i, R, pcig> B Fmac OK R = R[pc — R[pc] +4]
M = MIR[r2] = R 1T DSt te ~200 81,
DA, ty M, R, R(pc], B) =1 (8", t",t;, M",R”,R[pc], B')
i = decode( M, R[pc]) = MOV ry o(r
Dr (6.4, tas MR pyy, B) — &, 0, 20, M7, R, R[pcl, B) i = decode( [pc]) 10(r2)

Fig. 16. Rules of the main transition system for Sancus" incl. interrupt logic. (part I)
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(CPU-Mov)
B# (L1, tpad> i, Q’Pcolda B Fmac OK ]
R = R[pc > Rlpcl +2][r; = R[M1]  Dr 8 tta A2 8,1, 4,
D8, th, MR, R[pcl, BY <1 (8", ", t, M',R", R[pc], B)

i = decod = MoV
D+ (3.1 tas M, R, peygs By — (8" 0.1, M. R”, R[pc]. B') = decode(M, R[pc]) rra

(CPU-Movl)
B # (L, L tpa) i, R, pcyg» B Fmac OK
=R[pc - Rlpc] +4][r = wl D 8,11, A0 8,08,
D (8,1t MR, Rlpcl, BY <1 (8",¢",t7, M/, R", R[pc], B'S
D+ (8,1, tas My R, peys, BY — (8", ¢", 1, M/, R", R[pc], B')

i = decode(M, R[pc]) =MOV #w r

(CPU-Cmp) i = decode(M, R[pc]) =CMP ry r;
B# (L Lityad) LR PGs Brmac K R =R[pc Rlpc] +2][r; = R[ri] - R[r2]]
R” =R [srN (R'[r2] <0),sr.Z (R'[r2] ==0),sr.C— (R'[r2] #0),sr.V i overflow(R[r1] - R[r2])]
DS tta ™™ 8,06, DSt MR, Rlpcl, B) = (8", ¢, 1, M', R”, R[pc], B)
D+ {8, tita, MR, peygs B) — (8", 7,7, M/, R, R[pc], B')

(CPU-Nop)
B+ (L, 1, tpqd>
i, R, peyp B Fmac OK = Rlpc Rlpc] +2]  Dr 8, t,ta A2 5 1 1,
D (8,1, ta,M R, R[pc], B) <1 (8", t", th, M',R", 'R[pc] B')
Dt (S,t,ta, M, R, peyy, BY — (8", 1"t 'a/, M', R"”, R[pc], B")

i = decode( M, R[pc]) = NOP

(CPU-RETI-CHAIN)
B # (L, L, tpaa)
BEL LR oy Brua K Drditig AYD 5 ¢4 R[sr.GIE] =1
to# L DA, M, R, R[pc], B) <1 (8", ", ti, M', R, R[pc], B)

i = decod =RETI
D+ (5, £, tas M, R, ey By — (57,7, 11, M/, R, R[pc], B) i = decode(M, R[pc])

(CPU-RETI-PREPAD)
3¢(J_J_tfmd) B+L
i, R, pCygs B Fmac OK DSty ~ Cy”s(’) &8t (R[sr.GIE] =0 V #,=1)

i = decode( M, R[pc]) = RETI
Dt (5.1t MR peyy By T 1 M BR, B peyg (L L B tyua)) i = decode( M. Rlpcl)

(CPU-RETI-PAD)
t
B = (L, L, tpaa) Dttty mD”“d [ A DAt M, R, peyg, LY <1 (8", ¢, 85, M, R, pey. B')
D+ (8t ta, MR, peyyg BY — (8", 1", 15, MVR', peyg, B')

(CPU-RETI)
B # (L, L, tpaa)
i, R, pcyg> L Fmac OK R’ = R[pc — M[R[sp] +2],sr = M[R][sp]],sp— R[sp]+4]
DFS ttg ~ ‘y‘l“(’) &t

Dr (8t te, M, R, peyg, L)y — (8,1, 15, M, R, R[pc], L)

i = decode( M, R[pc]) = RETI

(CPU-Jz0)
B # (L, L tpaa) i, R, pcygs B Fmac OK
R =R[pc > Rlpcl+2] D, t,ta AYD 5 ¢ 1,
D (8,1t MR, Ripc], B) < (8, ",t), M/, R", R[pc], B')

= =JZ A 7 =
D1 6.1, ta MR poyy, B) — (8.7, M, R, R[pc], B i = decode(M, R[pc]) = JZ &r A R[sr]. 0

(CPU-Jz1)
B # (L, L tpaa) i, R, pcyg» B Fmac 0K
R =Rlpcr> R[r]]  Drétta g"’““) 8.t
D+ (8,1, MR, Rlpel, B) <1 (8", ", 1, M, R, Rlpcl, )
D+ (8,1, tas My R, peyg BY — (87,17, t2, M/, R", R[pc], B)

= decode( M, R[pc]) =JZ &r A R[sr].Z =1

Fig. 17. Rules of the main transition system for Sancus™ incl. interrupt logic. (part I1)
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(CPU-Jmp)
B # (L, L tpa)
i, R, pcy B Fmac 0K R =R[pc R[r]] Dr6,t,t, Cycles(l) RS
D (S, e, MR, Rpc], BY < (8", ", th, M',R", ﬂ[pc] %)
D+ (8,1,ta, M, R, peyg, B) — (8", 7,17, M/, R", R[pc], B')

i = decode( M, R[pc]) = IMP &r

(CPU-IN)
B # (L, L, tpad) i, R, pyig> B Fmac OK
d cveles(i)—
"8 R =Rlpc Ripcl+2][r > w] D& bty AZEOT 5y
D (8"t t;; MR, Rpc], B) <1 (8", 1", 15, M/, R", R[pc], B)

i = decode( M, R - 1IN
Dt (5.1t MR peyg B) — (570", M. R", R[pc], B 1= decode(M, Rpc]) r

(CPU-OvuT)
B # (L, L, tpa) i, R, pCyiq> B Fmac OK

R i)—
R =Rlpc > Rlpc]+2] 6"V, s Dot AYASD 5 41y

D
D+ (8", 1ty MR, Rlpcl, B) <=1 (8", ¢", t7, M/, R”, Rlpc], 8')
D+ (8, t,ta, M, R, peyg, B — (87, 1", 15, M', R”, R[pc], B)

i = decode(M, R[pc]) =0UT r

(CPU-Nor)
B # (L, L tpaa) i, R, pcyg» B Fmac 0K
= Rlpc > Rlpc] +2][r = ~R[r]] D& b1, AYD 8,0 1,
D (8, ¢, MR, Rlpcl, B) <1 (8", t", t2, M/, R", R[pc], B')
D+ (S, t,ta, M, R, peyg, B) — (8", t", t, M', R”, R[pc], B')

i = decode( M, R[pc]) =NOT r

(CPU-AnD)
B # (L, L tpa)
i, R, pCyg» B Fmac 0K R = R[pc— Rlpc] +2][r, = R[r1]&R[r2]]
R” = R'[sr N> R'[r;]&0x8000,sr.Z — (R'[r2] ==0),sr.C+— (R'[r2] #0),sr.V i 0]
D8t ta A 5 1
DEAS th, MR, Rpc], B) =1 (8", ", th, M', R”, R[pc], B')

i = decod LR = AND
Dt (8,1, ta, M, R peyg B) — (8,17, 4, M, R”, Rpc], B i1= decode( M. R[pc)) i

(CPU-ADD) i = decode( M, R[pc]) =ADD rq ry
B # (L, L, tyg) i, R, pcgs B Fmac OK R’ = R[pc — R[pc] +2][r; = R[r1]+ R[r2]]
R” =R [srN> (R'[ry] <0),sr.Z+— (R'[r2] ==0),sr.C—> (R'[r2] #0),sr.V i overflow(R[r1] + R[r2])]
D8 tta AN S 0t DS, MR, RIpc], B) <1 (8", ¢, £, M, R”, R[pc], B')

D+ {8, t,ta, M, R, pegg, BY — (8", 1", 15, M/, R”, Rpc], B)

(CPU-SuB) i = decode(M, R[pc]) =SUBry r;
B # (L, L, tyug) i, R, pe ld,BquLOK R’ = R[pc — R[pc] +2][r; = R[r1] - R[r2]]
R”" =R [srN— (R [r2] <0),sr.Z+ (R'[r2] ==0),sr.C— (R'[r2] #0),sr.V overflow(R[r1] = R[r2])]
D8 tta AN S 0t DSt MR, R pe], B) <1 (8", 1,1, M, R”, R[pc], B')
D+ (5,8, ta, M, R, peyg, BY — (8", ", 5, M/, R"”, Rpc], B")

Fig. 18. Rules of the main transition system for Sancus" incl. interrupt logic. (part 1)

A.4 Proof of progress of Section 5.3
THEOREM 5.1 (PROGRESS). For all C = (Mc, D), M and configuration c
D+ INITepm,,] — ¢+ = c¢=HALT and D+ INITepm,,] — ¢+ = c=HALT.

PROOF. Since no conclusion of the Sancus' and Sancus” semantic rules has HALT as starting
configuration, this distinguished configuration is trivially stuck.

Also, HALT is the only stuck configuration because any configuration ¢ = (4, t, to, M, R, pc,;;, B) #
HALT can progress. We show this for Sancus'; for Sancus® just substitute — for —.

IfB+ (1,1, tpad), the following three cases arise:

(1) If decode(M,R[pc]) = L, then (CPU-Decope-FaiL) applies.
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(2) If decode(M, R[pc]) # L A i, R, P10 B ¥ mac OK, then (CPU-VioLaTion-PM) applies.
(3) Ifthe device is not willing to synchronize with the CPU, either rule (CPU-NolIN) or rule (CPU-NoOUT)
applies.
(4) Otherwise, there is a rule for each i = decode(M, R[pc]) leading to a target configuration.
Indeed, all the cases that may arise are covered by the premises that:
e check well-formedness of i and non-violation of MAC; and
e are all mutually exclusive (e.g., B # L in (CPU-ReTi-Crain) and (CPU-ReTi-PrePaD) is dealt with
in rule (CPU-Rem)) or the requirements of the values of R[sr.GIE] and t, in (CPU-ReTI-ChaIN)
appear negated in (CPU-ReTI-PrePAD)); and
o require the existence of values either built explicitly (e.g., the value of sr.N in (CPU-AnD)) or
through relations that are always defined (e.g., through the transition system for interrupts).

Otherwise, B = (L, L, tj4q4) and the rule (CPU-Ren-Pap) applies. O

A.5 Proofs and additional definition for Section 6.1

LEMMA 6.5. For any module My, context C, and corresponding interrupt-less context Cy:
CIMul" &= CIMum]L"

Proor. By definition of D + - mg -, the value ¢, in the CPU configuration (that signals the
presence of an unhandled interrupt) is changed only when an interrupt has been raised since the
last time it was checked.

Since any int? action has been substituted with an €, ¢, is never changed from its initial 1 value.

Since the only difference in behavior between the two levels is in the interrupt logic, and since
the ISR in Cy is never invoked (thus, it does not affect the program behavior), D + - <1 - behaves
exactly as D + - < -. So, C;[ My] /" implies C[Mp] " and vice versa. O

LEMMA 6.6 (REFLECTION). Y My, Mar. (Mar =% Mar = My =M Myp).
ProoF. We can expand the hypothesis using the definition of ~" and =~ as follows:
(VC.CIMu]" = CIMw]lY) = (vC'.C' MUl = C'[Mur]l").

For any C’ we can build the corresponding interrupt-less context C’I.
Since interrupt-less contexts are a (strict) subset of all the contexts, by hypothesis:

CHMul = CiIMull"
But from Lemma 6.5 it follows that
C'IMull" = C'[Mm]l".
O

Definition A.1 (Complete interrupt segments). Let @ = o - -+ a, be a fine-grained trace. The set
Iz of complete interrupt segments of @ is defined as follows:

Iz = {(i,j) | @i = handle!(k) A aj=reti?(k’) Ai<j AVi<l<j a=E&}.

A.6 Preliminary definitions and proofs for Lemmata 6.9 and 6.10

Roughly, we define two configurations be P-equivalent (U-equivalent, resp.) if they cannot be kept
apart by looking at those parts that can be inspected when the CPU is operating in protected
(unprotected, resp.) mode.
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Definition A.2. We say that two configurations are P-equivalent (written ¢ e c’) iff
(c=¢ =HALT) v
(C = <6, t; ta, M, R> pcold’ B) A C, = <5,’ t,a t;> M,’ Rls pc(;ld’ B/> A M 2 M, A
PCg Fmode M A DSy FrogeM A R X R' A B o< B)
where
o« ME M iffvie [ts, te) U [ds, de). M[I] = M'[1].
e RE R iff (n=PM = R =R’)
e B B'iMff(B=1L & B =1).
Definition A.3. We say that two configurations are U-equivalent (written c 2 c’)iff
(c =c¢’" =HALT) v
(C = <5’ ts tu, Ma R’pcold’ B) A C, = (5,a t,a t;, M,a R,a pc(:lda Bl) A M g M’ A

ChmodeM A € FogeM A §=08 ANt=t Atg=t, A R@mﬁ’ A B B')
where
oM g/\/(’ iff VI ¢ [ts, te) U [ds, de). M[I] = M’[I]
o« RE R iff (n=UM = R =R’) A R[sr.GIE] = R’[sr.GIE]
e BB iMff (B=L < B =1)

The following property easily follows from the above definitions:

P U
PROPERTY A.2. Both = and = are equivalence relations.
Proor. Trivial. O
A.6.1 Properties of Definition A.2. The first property says that if a configuration can take a step,

also another P-equivalent configuration can.

P
PROPERTY A.3. Ifci = c2,¢1 Fmode PM, D’ + ¢1 — cf then decode( My, Ry [pc]) = decode( My, Ra[pc])
and D’ + ¢y, — cj.

Proor. Since ¢4 % ¢y and ¢; Fpege PM, it also holds that ¢y Fp04. PM. Also, the instruction
decode( My, R1[pc]) is decoded in both M; and M; at the same protected address, hence
decode( My, Ri[pc]) = decode(M;, Ry[pc]), and D’ + ¢z — c;. ]

P P
PROPERTY A4 Ifcy = o, €1 Fmode PM, D Fe1 — ¢, D'+ ¢y — ¢y and B] »< B thenc] = c;.

P
ProoF. Since ¢; = ¢3, ¢1 Fmode PMand D + ¢; — ¢y, by Property A.3, i = decode( M, R1[pc]) =
decode( Mz, Rz[pc]) and D’ + ¢z — c;.
Since 8] »« B,, we have two cases:
(1) Case 8] = B, = 1.1In this case we know that no interrupt handling started during the step,

. . P
and by exhaustive cases on i we can show c] = c;:

p
e Casei € {HLT,IN r,0UT r}. In both cases we have c; = EXC,, = EXC, = c;.
o Otherwise. The relevant values in c¢] and c; just depend on values that coincide also in ¢,

.. P
and c,. Hence, by determinism of the rules, we get c{ ~ cé.
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(2) Case B] # L and B, # L. In this case an interrupt was handled, but the same instruction
PM
was indeed executed in protected mode, hence M; £ M. Also, R} =<yx R holds trivially,

P
B/ <« B, by hypothesis and pc(;lm Fmode UM and pc’, . Fmode UM. Thus, ¢ ~ ¢j.

ld2
o
Some sequences of fine-grained traces preserve P-equivalence.
1% t2
— —
p £ & jmpIn?(R) £ & mpIn?(R)
PrROPERTY A.5. Ifci = ¢y, D+ ¢y " ¢ > ¢, D' ke " c > ¢,

P
thencl’ = c;.
Proor. We show by Noetherian induction over (#, £;) that M £ M., For that, we use well-
founded relation (¢, £2) < (£, ;) iff &4 < €] Ay < £;.
e Case (0,0). Trivial.
o Case (0, t;), with £, > 0. (and symmetrically (£;,0), with ; > 0) We have to show that
2

—
=

P
Dieg =" AD by =—"c, = M| =M,

Since from ¢; there is no step, ¢; = ¢;. Moreover a sequence of ¢ was observed starting from
¢z, and since both configurations are in unprotected mode and no violation occurred (see

. o P P
Table 2) the protected memory is unchanged. Thus, by transitivity of =, we have M] = M; =

P
Mz = Mg
o Case (f1,6) = (6 + 1,4, +1). If

4 z,

1 2
—_— —_
P
D '_ cl § é: * C;’l /\ D/ |_ c2 § § * C;N : MI// = é// (IHP)
then
4 o
— —

&£ & [N £ P
Db =—="¢" = AD tg=—"¢) = ¢, = M =M,

P . .
By (IHP) we know that M;"” = M. Indeed, since we observed & it means that pc ;] Fmode
m A pC,5 Fmode M Moreover (see Figure 8) since ¢ was observed starting from ¢;” and from

1
"

¢,/ and since both configurations are in unprotected mode, protected memory is unchanged.

P P P
Thus, M| £ M £ M) E M,

Since the instruction generating ¢ = jmpIn?(R) was executed in unprotected mode, we have

P PM
n £ ’” 72 L > 7] y o ’” ’”
that M{" = M. Also R{’ = R =py R =R/, Py Fmode UM, pC1y0" Fimode UM and B = B’ m]
Gl
—
P handle!(k;) & & reti? (k)
PROPERTY A.6. Ifci ~ ¢z, D+ ¢ =" ! >+ ¢l = ¢/,
7]
—

handle!(kz) £ reti?(k,) P

D'k = cy = L cy = ¢}/, thenc}” ~ ¢}’
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Proor. Since upon observation of handle!(k,) the protected memory cannot be modified, we

know that M Z M.

We show by Noetherian induction over (¢, £,) that M’ L M. For that, we use well-founded
relation (£, £) < (£, 6) iff 66 < €] Ay < L.
e Case (0,0). Trivial.
e Case (0,£), with £, > 0 (and symmetrically (£, 0), with £; > 0). We have to show that
2

—
r E.x 1 ’ y £ & ooy //E ”
Drce;="c/ ND by =—"¢c] => M =M,
Since from c; there is no step, c;’ = c¢]. Moreover a sequence of £ was observed starting from
¢, and since both configurations are in unprotected mode and no violation occurred (see

Table 2) the protected memory is unchanged. Thus, by transitivity of 2, we have M{" = M] £

MEMY.
o Case (f1,6) = (6 + 1,4, +1). If

, ,
4 o

— —
“es . w . . P .
D] A N TPAD ke Lod s ¢y’ = M = My’ (IHP)
then
4 4
— —

&€ iv & [N iv & P
Diep=—="c" ] ND by =" = ¢c; => M =M.

v P rgi . .

By (IHP) we know that M;® = M.°. Indeed, since we observed ¢ it means that pc ;' Fmode

UM A Fmode UMpc,,45’ . Moreover (see Figure 8) since £ was observed starting from ¢} and

from c,” and since both configurations are in unprotected mode, no violation occurred and

) oy P wP o P

by Table 2 protected memory is unchanged. Thus, by transitivity of =, we have M’ = Mi® =
YRV

P . . .
Thus, we have that M[” = M., since @ = reti?(-) does not modify protected memory. Also

PM . .
Ry = Ry, By > By, pc(;ld1 Fmode UM and pco’ld2 Fmode UM, by definition of @ = reti?(-). O

P
PROPERTY A.7. Ifcy = ¢3, €1 Fmode PM, D + €1 =4 ¢, D' rey = ¢y, a1, & # handle!(-) then
p
ay = oy and ¢] = cj.
Proor. By definition of fine-grained traces we know that the transition leading to the observation
of a; happens upon the execution of an instruction that must also be executed starting from c;

(by Property A.3) and that c] e c; (by Property A.4). Also, since ¢; Fmode PM, we know that
a; € {r(ky), jmpOut!(ky; R1)}. Thus, in both cases and since by hypothesis a; # handle!(-), it must
be that oy = «;. ]

(0) (ng=1) (0) (nz=1)
I3 (k") - 7(k )-ai . 7(k,”) -7 (k )-az .
PROPERTY A.8. Ifc; ~ ¢z, D + ¢ =— . " o], D' ey = 2 >* ¢}, and

oy, @ # handle!() then (k) - z(k™ V) oy = 2(kV) - (k™) - oy and ¢ % ¢},

Proor. Corollary of Property A.7. O
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P-equivalence is preserved by complete interrupt segments (recall Definition A.1). Indeed, from
now onwards denote
a;y €{c}U
{a,(fo) . --a,((""_l) |ne =1 A a,((""_l) = r‘eti?(k("x_l)) A

Vi.0 <i<ny -1 ¢ (o jmpIn2(RY), jmpout! (ks RY)}).

PROPERTY A.9. Let D and D’ be two devices.
P jmpIn?(R @ impIn?(R a
Ifc(o) ~ céo), Dr oo R cfo) =Ly ci"l) and D' + ¢y =ty ) céo) =Ly 05"2) then

o) Z ofm),

Proor. We first show by induction on |I, | (see Definition A.1) that

(n2) (nl) ("2)

Z)!—c =c<n‘)/\1)/l-c)zc =

assuming wlog that [Iz,| < |Ig,|.
e Case |Iz,| = 0. Trivial.
e Case|lg,| = Iz |+ 1.1f
Dr cio) =5 cin;) A D+ C;o) =>* cé";) = Cin;) L (nz) (THP)

then

Dr C => c(”l) A D E (0) é* C(ﬂz) (nl) g Céﬂz)

Now let (iy, j;) be the new interrupt segment of @; that we split it as follows:
@ =@tk oY) - handle! (k™) - - reti2(k)
The following two exhaustive cases may arise.
(1) Case |Iz,| = |I,|. For some (iy, jo) we then have:
&=tk r(k#7Y) - handlel (k) - - reti?(kU)
B%/ })’ropernes A.8 and A.6 we know that c("l) ~ ¢{™ being reached through a\”") and
Ja

)
(2) Case |Iz,| < |Iz,]. In this case we have
@= @tk (kD) (k)

with ¢f e ¢t for nj < ¢ < ny — 2 = i; — 1, where the last equality holds because the module
is executing from configurations that are P-equivalent. As soon as the interrupt arrives, the
same instruction is executed (Property A.3) that causes the same changes in the registers,
the old program counter and the protected memory. In turn the first two are stored in the
backup before handling the interrupt. They are then restored by the RETI, observed as a(] )

while the protected memory is left untouched. Consequently, we have that c(nl) (nZ),

that are the configurations reached through af] " and T(kz('”) h.

Finally, we can show that P-equivalence is preserved by coarse-grained traces:
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j ?2(R j ?2(R
PROPERTY A.10. IfD + INITe( p1,,] B, ¢, and D' F INITo ) 228, ¢, then
P
C1 = Ca.

Proor. By definition of coarse-grained traces, we have that in both premises jmpIn?(R) is
preceded by a sequence of ¢ actions (possibly in different numbers). Since neither ¢ actions nor
jmpIn?(R) ever change the protected memory (by definition of memory access control) and since

P
the jmpIn?(R) sets the registers to the values in R, it follows that ¢; = c;. )
The following definition gives an equality up to timings among coarse-grained traces:

Definition A.4. Let ,B =pf...Pnand ,E/ = f; ... B, be two coarse-grained traces. We say that B
is equal up to timings to ,E/ (written f§ ~ B/) iff
n=n"ANie{0,...,n}.fi = B; vV (Bi = jmpOut!(At; R) A ; = jmpOut!(At’; R))).

Finally, the property below shows that the traces that are equal up to timings preserve the
P-equivalence:

P B B = = P
PROPERTY A.11. Ifci = ¢y, D F g L»* ¢, D' ke ﬁ=>>* cyand B~ f thenc] = cj.
Proor. The thesis easily follows from Property A.5 and Property A.9. O

A.6.2  Properties of Definition A.3. Also for U-equivalent configurations it holds that when one
takes a step, also the other does.

PrROPERTY A.12. If¢; 2 2, €1 Fmode UM then decode( M, Ri[pc]) = decode(M,, Ro[pc]).

Proor. Since ¢, 4 ¢y and ¢; Fpode UM, it also holds that ¢s Fpege UM. Also, the instruction
decode(Mi, Ry [pc]) is decoded in both M; and M, at the same unprotected address, hence
decode( My, Ri[pc]) = decode(M,, Rz [pc]). O

U, .
Next we prove that ~ is preserved by unprotected-mode steps of the Sancus" operational seman-
tics:

U U
PROPERTY A.13. Ifc; = ¢z, ¢t Fmode M and D F ¢y — ¢, thenD ¢y — ¢} A c] = cy.
U
PRrOOF. Since ¢; = ¢2, ¢1 Fmode UMand D + ¢; — cj, by Property A.12, i = decode(M;, R [pc]) =
decode( M, Rz [pc]).

U . . .
To show that ¢] = c;, we consider the following exhaustive cases:

U
e Casei= L.Since ¢; = c; wWe get €5 Fmode UM and by definition of - + - — - we get ¢; = EXC,,
and ¢; = EXC,,. However, by definition of EXC., we have that M g M3, ¢l Fmode UM,

UM
¢y Fmode UM, 8] = 81 = 8, = ), t] =t = by = t), 1, = tg = ta, = t,,, R} =n R}, and

1L=8/=8B =1,ie,c] g cy.
e Case i = HLT. Trivial, since ¢c; = HALT = c;.
e Casei # 1. We have the following exhaustive sub-cases, depending on c;:
- Case c; = EXC,,. In this case a violation occurred, i.e., i, Ry, PCua1> B1 ¥mac OK. However,
the same violation also occurs for ¢,, since the only parts that may keep ¢; apart from ¢,

U
are pc,;; and B, and thus ¢] = c; because:
* PCugs F PCap» cannot cause a failure since unprotected code is executable from anywhere,
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* Br = (Ri, PCaps tpad,) # (Ras PCan tpad,) = B2, cannot cause a failure since the ad-
ditional conditions on the configuration imposed by the memory access control only
concern values that are the same in both configurations.

- Casec] # EXC., andi = RETI.If 8; = 1, then 8; = B; = B] = B] = 1, hence
. u . . e
rule (CPU-Re1) applies and we get ¢; = c; since R] = R} and D + - ~, - is a deterministic
relation (Property A.1). If 8; # L it must also be that 8, # L by U-equivalence, so either
U
rule (CPU-ReT1-Crav) or rule (CPU-Ruri-PrePan) applies. In the first case we get ¢] = ¢
U
because ¢; = ¢z and by determinism of D F - ~p -and D + - <> - In the second case
U . UM .

we get ¢] = c; since (L, L, t;md1> =8B/ =B)=(L,1, t1,md2> and R} =py R holds since we

restored the register files from backups in which the interrupts were enabled (otherwise

the CPU would not have handled the interrupt it is returning from).
- Casec] # EXC,, andi ¢ {1,HLT,RETI}. All the other rules depend on both (i) parts of the

U
configurations that are equal due to ¢; =~ ¢, and on (ii) D + - mi’) -and D + - <; - which

e . . U U
are deterministic and have the same inputs (since ¢; = c;). Hence, ¢] = c; as requested.
m|

The above property carries on fine-grained traces, provided that the computation is carried on
in unprotected mode:

U « a U
PROPERTY A.14. Ifci = ¢, €1 Fmode UM, D + ¢y = ¢ then D + c; = ¢, and ¢] = c;.

ProoOF. By Properties A.12 and A.13, c; 4 ¢, and i = decode(M;, Ry[pc]) = decode(M;, Rz [pc]).

. .. . . . u
Thus, since the same i is executed under U-equivalent configurations and since c] = c;, we have
that D + ¢,y = cs. m]
u EE e o and . o (K
PROPERTY A.15. Ifc; = 2, €1 Fmode UM, D + ¢y =" ¢] and & € {&, o, jmpIn?(R), reti?(k)}

Y
then D + ¢y =§:f—ﬂ ¢y andc] = c;.

Proor. The proof goes by induction on the length n of &- - - £.
e Casen = 0. Property A.14 applies.

n’

—
. . . &g
e Casen’ = n+1.By induction hypothesis for some c{”, ¢;’, ¢/ and ¢,/ we have D + ¢; ===
n/
—
§& L v
)’ SN o\ Drey=—=c) = c;/ and c]’ = 02 Thus, if D + ¢ = ¢}’ (i.e, we observe

a further ¢ starting from c;), by Property A.14 we get D + cy’ N ci? and ¢ 2 ci?. Finally,
by Property A.14 applies on c;” and c,” we get the thesis.

]

Now we move our attention to handle!(:).

(k) - 2 (k") -handle! (K1)
(0) 1 1 * c§n1+l) and

PROPERTY A.16. Ifc(o) ~ c(o) Drec
céo) (k) o (k" ”)'ha”dle!(’f;”)) + C;nz+1) then ¢+ ¢ c§"2+1)_

Dt
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Proor. e By definition of fine-grained semantics, handle!(k)((n")) only happens when an
interrupt is handled with CJ(C"’C) in protected mode.

By definition of D F - < -, Rf"lﬂ) = Rénﬁl) = Ro[pc > isr].

Since unprotected memory cannot be changed by protected mode actions without causing
a violation (that would cause the observation of a jmpOut!(-;-)) and is not changed upon

RETI when it happens in a configuration with backup different from L (cf. rules (CPU-ReT1-%)),
M{nﬁl) g M2(n2+1)'
e Since we observe handle!(k,(c"")) it must be that GIE = 1 and it had to be such also in c}({o)

(because by definition the operations on registers cannot modified this flag in protected
mode). Hence, téx =1 for0 <i < ny. Let té’fr and té’;t be the arrival times of the interrupt

that originated the observations handle!(kl('”)) and handle!(kZ(HZ)), resp. By definition of
(n1)
t

and tz( n)

D k-~ -t and 1" are the first absolute times after in which an interrupt

was raised and, since D is deterministic and téi) = 1 for 0 < i < ny, it must be that
. . . U

tet =t = t™ (recall that cio) ~ céo) and that INor OUT instructions are forbidden in

protected mode).

Assume now that the instruction during which the interrupt occurred ended at time t,j: . Then
we can write ¢t ("*1) a;:

pnetl) = p(ne) g g y(ne) gt y(me) g pint oy prve — ff pint 46

Duration of the instruction  Mitigation from (INT-PM-P)

=M+ti"‘—M+;{—W+MAX_TIME—;{+}?’{+6

_ tint

+ MAX_TIME + 6

and therefore ¢ (m*1) = j(n2+1),
U
e Since t(m+D) = t<"2+1), CEO) = céo) and no interaction with 9 via INor OUT can occur in

protected mode, the deterministic device O performed the same number of steps in both

t£n1+1) — t‘(l;l2+1) and 51(n1+1) — 52(nz+1).

computations, and then f,,

(m+1) U (ng+1)
~c,

Hence, ¢,

as requested. O

The following properties show that the combination of U-equivalence and trace equivalence
induces some useful properties of modules and sequences of complete interrupt segments. Before
doing that we define the (@, n)-interrupt-limited version of a context C as the context that behaves
as C but such that (i) the transition relation of its device results from unrolling at most n steps of
its transition relation and (ii) its device never raises interrupts after observing the sequence of
actions a:

Definition A.5. Let D = (A, Sinits '\a/>D> be an I/O device. Let a be a string over the signature A
of I/O devices and denote ¢ as the function that associates to each string over A a unique natural
number (e.g., its position in a suitable lexicographic order). Given a context C = (Mc, D), we
define its corresponding (g, n)-interrupt-limited context as C<z, = (Mc, D<zn) where Dz, =

(img(~5>p <zn) U dom(=5p <), 0,~>p <z and
& pcan 2 ({(pap)) | V& p= @) Ap = (@ @) A St o"p 5 5p & Ala - al <n}\
{(p,int?,p") |Va'.p=t(a-a’)Ap' =t(a-a -int?)}) U

int?

(pep) |VT-p=E@-T)YAD = E(@-T - int?) A Sy %1 6 5 & Ala-@ - int?] < n).
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(Note that any (a, n)-interrupt-limited context is actually a device, due to the constraint on its
transition function).
Now, let

e e{e} U{a? ™ > 1A ™Y = reti”(k(""_l)) A

Vi.0 <i<ne—1.al ¢ {e, jmpIn?2(R), jmpout! (k?; RD)}}.

ProPERTY A.17. If
o My My
B-jmpIn?(R
o D F INITC(u,] LoimpIn?(R)  « 0

B-3mpIn?(R) . (0)
_
e D+ INITC[MM;] Cy
U
BURURO
(n) (np+my=1)y (ny+my) g
ap (k)T (k )-jmpOut!(k iRY)
e forsomem; > 0,D Fc (0) ! ! ¥ C§'11+ml+1)
(0) @tk nZ))"'T(k;n2+m271))-jmpOut!(k;”ﬁmZ);(R') . c(n2+m2+1)
2

o forsomemy >0, D Fc
then T3™ y(e}”) = Ti5™ y(cg”).

PROOF. We show this property by contraposition, by showing that 3}77™ y(c, Dy % DI y(c;i) )

then My, ;t M. For that it suffices to show that

3 . (n3+mg)
B-3mpIn?(R) . (0) JmpOut!(Ats; R, (ng+ms+1)

AC’.D’'+ INITC’[MM] »" Cy N
o) @sr(ky™) a0 Gmpoutt (k0 Ry 1
(ie,Drec ( ) 3 3 3 ) C?(’n3+m3+ ))
such that
B-jmpIn?(R jmpout! (Aty; R M+ma*Y)
VC”.D” F INITCII[MM/J f-3mpIn?( L,* CA(LO) mpOut!(Aty 4 L, Cin4+m4+1) with At3 + At4

-1 .
© @yt (k™) r (k™) gmpoutt ("R )

(e, Drec > ¢y ).
Assume wlog that Y 11™ y(c(’)) < Y y(céi)). Noting that the first observable of f -

jmpI n?(R) must be a jmpIn?(-), by Properties A.10 and A.11, we have that c(o) e Cgo) and, similarly,
(0) (O) . Thus, as a consequence of Properties A.3, A.9 and A.8, 3,71 ™ y(c; Dy = Y (031))
and Zn2+mz }/(C(l)) — Z;iqgmq Y(C(l))

Let n € N be greater than the number of steps over the relation ~» D in the computation
D+ INITe My — c(n1+ml+1) and let @ be the sequence of actions over ~>p in the computation
D + INITe[m,,] — i). Choosing C’ = C<gz, We get Aty = 2™y (e By = DI (031)).
Any other context C” that allows to observe the same - jmpIn?(R) from INITcr |, | raises
0 or more interrupts “after” ¢, hence taking additional S > 0 cycles on top of those required
for the instructions to be executed. Thus My, 7& M, since Y 70™ y(c(’)) < Y y(céi)) and
sy ey = Aty < Aty = 312 p (V) + 8. =

PrROPERTY A.18. If

, Vol. 1, No. 1, Article . Publication date: March 2022.



64 Busi et al.

B-3mpIn?(R
¢ D+ INITopy,,| 22RO

B -jmpIn?(R
e D r INITcpy,, | 22 0

BORY U (0)

(k( 1)) (k("ﬁ'mrl))' )
e Drc (0) il . S ci"”ml“) forsomem; > 0 anda; € {JmpOut!(kf"”ml);R’),

handle'(k("‘+m‘))}
o & ok o k™) @

e Dtrec > c;"#mzﬂ) forsomem; > 0 anda, € {jmpOut!(kz("ermZ);ﬂ’),
handle!(kz("2+m2))}
then
(1) Iz, | = |Ig,|

(m) U (n2)
(2) ¢’V =y V.

ni+m;

Proor. Assume wlog that 3./ (cll)) < Z"”mz (céi)), and we prove by induction on |z, |

that

(n1) imply cinl) g cénz) A g, | = |Iz,]

1

(n2)

Z)l—cio)é*c /\Z)I—c =>c

e Case |Ig,| = 0. Since no complete interrupt segment was observed it means that @; cannot

end with a reti?(+), so it must be @; = . Moreover, since cio) g céo) and the value of the

GIE bit cannot be changed in protected mode, we know that:

- Case Rfo) [sr.GIE] = R;O) [sr.GIE] = 0. Then no handle!(-) can be observed in @3, hence
it must be that @, = ¢ and the two thesis easily follow.

— Case RI(O) [sr.GIE] = RZ(O) [sr.GIE] = 1. Then it means that no interrupt was raised by the

device in the computation starting with cio) and the same must happen in céo) because of

U-equivalence and 3,71,™ y(c, 0y < Y y(céi)). Hence it must be that @, = ¢ and the
two thesis easily follow.
Case |Iz, | = |l [ + 1. If

(n})

[T s ) U (n)

(0) imply ¢," % ¢} A [Iz| = |Ig,| (IHP)

« (n)
1 A Drec,

Dr cfo) Zxe
then

(n1) (0) %2 % (n)

U
ANDrec, ="c, ("‘)zcém)

Z)I—c :c N

imply ¢ A Iz, | = Iz, ]

Now let (i1, j1) be the new interrupt segment of @y, that we split as follows:
@ =@, (k") ok V) - handlel (k™) - - reti?(kU)).

Since by (IHP) c, (m) 2 c; and O is deterministic and no successfully I/O ever happens in pro-

tected mode, the first new interrupt (i.e., the one leading to the observation of handle! (k1(i1>))
is raised at the same cycle in both computations. Call cgiZ) the configuration at the beginning
of the step of computation in which such interrupt was raised (the choice of indexes will be
clear below). From this configuration only three cases for the fine-grained action might be
observed:

— Case 7(-) and jmpOut!(-;-). Never happens, since BUZH) # L.

- Case handle'(k(”)) Property A.16 ensures that c(lzﬂ) 2 Ei“’l), and Property A.15 that

at some index j, a r‘etl?(kz(m) is observed in @y, i.e., a new interrupt segment (iy, j2) is
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observed. Thus, |Iz,| = [Iz,|+1 = |Ig,[+1 = |Iz, | (where the second equality holds by (IHP)).

Finally, by definition of @,, we have that n; = j; + 1 and n, = j, + 2, hence cinl) v cé"Z).

]

The following property states that U-equivalent unprotected-mode configurations perform the
same single coarse-grained action:

PrROPERTY A.19. If¢; 2 €2, €1 Fmode UM and D F ¢; é» ci, thenD v cy i» c, and c] 4 [
PRrOOF. Since ¢; Fpoge UM, the segment of fine-grained trace that originated f (see Figure 9) is in
the form:
Dt Ll c]
with either @ = @ or & = jmpIn?(R).
Property A.15 guarantees that:

§ta U
Drcy=—=>"c, Ac] ~c,.
ﬁ ! ! U ’
Thus, D + c; =» c; and ¢] = c;. O

Finally, we can show that U-equivalence is preserved by coarse-grained traces:

U B )
PROPERTY A.20. Ifc; = ¢2, ¢1 Fmode UM, D F ¢4 ﬁ=¢* ¢, DFoe é»* €55 €1 Fmode UM and
U
¢} Fmode UM then c] = c;.

Proor. We show the property by induction on n, the length of B:

e Casen = 0. By definition of =»* we know that it must be ¢ = ¢y and ¢; = c; and the thesis
easily follows.

e Casen = n’ + 1. The only case in which a coarse-grained trace can be extended by just
one action, while remaining in unprotected mode, is when the action is e. In this case the
hypothesis easily follows from the definition of ® and U-equivalence.

e Casen=n"+2.1f

14

B U
Drer L™ " A Drey L™ ¢/ A RYIPC] Fmode M A RY[DC] Frmoge UM imply ¢/ % ¢}
then

B / B i . U
Dt L, ¢ 2, GAD ke £, cy ELEN c; AR{[PC] Fmode UMA RS [PC] Fmoge UM imply ¢f = c5.

By cases on Bf’":

— Case Bf’ = jmpIn?(R) e. Directly follows from definition of e and 4
— Case Bf’ = jmpIn?(R) jmpOut!(At;R’). By definition they are originated by

A O . =D . (n1) o
D g o SoEIwInR) L (0) e . o(m) jmpout!(k; "R o
1 1 1 1

. 0 . nz=D . (n2) _qor
o £-83mpIn?(R) o (0) %2 a,"” x (n2) jmpout! (k,"’;R") ’
Dtk " ¢y " Cy > C).

By (IHP) and by Property A.15 we can conclude that cfo) 2 C;o).

Let c,(CM”) be the configuration generated by the last reti?(-) in a,((o) e a,((""_l). By Prop-
erty A.18 the number of completely handled interrupts is the same in the two traces and

ciM‘) 4 céMl). Also:
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* By definition 0fjmp0ut!(k1(n1);R') and jmpOut!(kz(nZ);R’) we trivially get R} = R, = R".
* Since unprotected memory cannot be changed in protected mode (see Table 2) and
U
ciM‘) ~ c;MZ), M{ 4 M.
s Let @y = al” -+ o™V . jmpout!(k™);R"). By definition of f = jmpOut!(At; R'):
H=t"+are Y @ —Y)
(i1,j1) €Iz, |
g=" At > (i - gY)
(i2.j2) €llz, |

But #{” = £{” () _ s

sponding (tz(jZ) - tz(izﬂ)) because for each (p** element) (iy, j;) € Iz, and corresponding

(iz, j2) € Ig,, Property A.16 guarantees that tl(iIH) = t2(i2+1)

that ¢ = {7,
* Finally, since no interaction with O via INor OUToccurs in protected mode and since the
0 U (0
1R )

0 U (0
=~ C2

since ¢, . Also, each operand in (¢ equals the corre-

and Property A.15 guarantees

same deterministic device performed the same number of steps (starting from c
it follows that ¢, =t; and §] = &;.
O

A.7 Proofs of Lemmata 6.9 and 6.10 of Section 6.2.2

PrROPOSITION A.6. Let C = (Mc, D). If D + INITc py L ¢1 and D + INITepm,, 1 Loy C2
then ¢q Fmode M and ¢ Fmode M.

Proor. Let ff the last observable of B By definition ¢; and c, are such that, for some c{ and c;:
Drc, = ¢ Drc)= ¢,

with a equal to e, jmpIn?(-) or jmpOut!(-;-) (depending on the value of B). In either case, since c]
and c| are the configuration right after a and by definition of fine-grained traces, we have ¢; Fpoge M
and ¢ Fpode M. ]

ProrosiTioN A.7. For any context C = (Mc, D) and module My, if D + INITc[ pm,,] B Bn

¢ withn > 0, then the observables occurring

(i) in even positions (Po, o, ... ) are either ® or jmpIn?(R) (for some R)
(ii) in odd positions (1, fs, ...) are either o or jmpOut!(At; R) (for some At and R)

Proor. Both easily follow from Figures 8 and 9. O

First, we show that, due to the mitigation, the behavior of the context does not depend on the
behavior of the module:

LEMMA 6.9. Let C = (M, D). If D + INITe(py] 25" c1 2 ¢, D + INITe(p,, | 29 can

€1 Fmode UM and ¢z Fmoge UM, then there exists c,, such that D + c, é» cy-

U
Proor. First, observe that INITc ) = INITc[ A, 1, Decause
INITeq pMy ] = (Sinit, 0 L, Mc & Mas, R OXFFFE, 1)
INITc py ] = (Sinits 0, L, Mc & Mo, RYY OXFFFE, L),
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v _
Since INITc[ My, | Fmode UM, INITe[ ) & INITop,p0 1, D F INIT My, é»* c1,

D + INITcpm,, é&»* €2, €1 Fmode UM and ¢z Foq. UM, by Property A.20 we have ¢; g cy. Finally,
since D + ¢; éb c; and by Property A.19 we get D F c; é» [ O

Then the following lemma shows that the isolation mechanism offered by the enclave guarantees
that the behavior of the module is not influenced by the one of the context:
B

j ?2(R
LEMMA 6.10. Let C = (Mc, D). If My = Myp, D + INITpy) 2o” ¢ 2R 0 Ly o

1

B« , JmpIn?(Ry) . , B ,
and O + INIT¢c[pm,,,] =" ¢ =———=> c3, then there exists c; such that D + ¢, =» c;.

Proor. Noting that ¢; ke PM and that the last observable of B is a jmpIn?(-), by definition of
coarse-grained traces (see Figure 9) we have the following fine-grained traces starting from c;":

. _ (np) (ngtmy=1)\ —
<o E-3mpIn?(R;) a r(k; ") ok ap
DE C{l ¢ 1) % c 1% Cinl) 1 1 N C{

with @] € {jmpOut!(k;; R}), handle!(ky) - &---& - o}
Similarly for ¢, it must be:

. _ (nz) (ng+mp=1)\ —r
& -+ £-3mpIn?(Rz) a (k™) - t(k )@
D - cé/ 2) = s 2 % c;ng) 2 1 2 ¥ cé'

with @} € {jmpOut!(ky; R;), handle!(ky) - &---&- o}
We have now two cases:
e Case f = jmpOut!(At; R). My I M implies the existence of a context C' = (Mc¢r, D)

that allow us to observe D’ + INITc/ [ pm,, ] i» Cc3 i» c;, e,

_ (n3) (ng+mg=1)\ —
@ (ks ") - 7k )@
D E ¢ 3 % C§n3) 3 3 ) Cé

with a5 € {jmpOut!(ks; R;), handle!(ks) - &--- & - o},

P
By Properties A.10 and A.11 we have that c; ~ c3, and by Property A.9 we conclude that
o) r o)
3 2

Property A.8 guarantees that
T(kz(nz)) .. T(kén2+m2—l)) . aé — T(kS(n(;)) . T(k§n3+m3—l)) . Eé

(ngy) _JmpOut!(At’;R1) ,
>

Since ay = a3 = jmpOut!(ks; Ry), we know that D F c, -

By Property 6.1, we have
ny+m;
At = Z y(cii)) + (11 + MAX_TIME) - |Ig, |
i=0
ny+my )
At = Z y(cél)) + (11 4 MAx_TIME) - |Ig, |.
i=0
Since by Properties A.17 and A.18 we have Y, 7™ y(cii)) =y y(céi)) and |Iz, | = |Ig, |,
we get At = At’ as requested.

e Case f = o. It must be that a; = handle!(k;) - £---&- e and @y = handle!(ky) - &--- & - o, If
this was not the case (i.e., if @; = jmpOut!(k,;R})), then ¢, could be swapped with ¢; (and ¢;
with ¢;) in the the statement of this Lemma and the previous case would apply. Thus, the
thesis follows.
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A.8 Proof of Property 6.2 and Algorithm 2 of Section 6.2.3
From now onwards, we simply write = ¢ (resp. f’ = ¢) if E (resp. BI) is shorter than F (resp. E)

PROPERTY 6.2. If My and My are two modules such that My #* My, then there always exist
— —
B and f that are distinguishing traces for My and My .

Proor. From the contrapositive of Lemma 6.12 we know that My, ;Tt My, i.e., there exist E €
Tr(Myr) and ﬁ, € Tr(Myy) such that B ¢ Tr(Mur) and B € Tr(Myr). Also, since Mp " Mur,
we have that there exists a context CL such that C* [ My] /" and CE[ My ]/* (or vice versa) —
assume wlog CL [ My]||* and CE[ My ]/~

Thus, by Proposition 6.8:

DL+ INITer g, ) 2= HALT

—m

D"+ INITeipp,,] =" ¢ # HALT

for some B” (ending in ), ¢ and for all BW that can be observed.
Indeed, we can always write that BN = ﬁs -p- Be and Bm = BS -p- B; where:

. ES is the longest (possibly empty) common prefix of the two traces

e fand ff’ # e are the first different observables — one of the two may be ¢ or, by Proposition 6.8,
itmay be f = o

° Be and E; are the (possibly empty) remainders of the two traces

-/’ -
Thus, since . and B are also observed under the same context CL, they are distinguishing
traces. ]

The first two parameters of BUILDDEVICE — joutd and joutd’ — are dlfferentlatmg JmpOut'( 4
addresses (if any), as returned by the BurLpMem (Algorithm 1). Parameters f§ and /3 are distin-
guishing traces for My; and My generated under the context C* (cf. Definition 6.13). Finally, term
(resp. term’) denotes whether My (resp. Myy) converges in a context with no interrupts after the
last jump into protected mode.

The first two lines define the initial set of states, which will be a finite subset of N in the end,
and the initial empty transition function.

Line 7 defines §;, that records the last state that was added to the I/O device. At the beginning it
is initialized to 0. _

The algorithm then proceeds by iterating over all the observables in f; (all the steps below also
update A and Jy, but we omit to state it explicitly):

e Case ff; = B; = jmpIn?(R). In this case we know that either this is the first observable or
previous one was a jmpOut!(-;-). Since the memory is obtained following Algorithm 1, we
know that in both cases we reach the instruction IN pc (either at address A_EP or those of
jumps out of protected mode), waiting for the next program counter (sometimes before that
we perform a write, which shall be ignored). Thus, the device ignores any write operation
and replies with A_JIN (line 12). Then it starts to send the values of the registers in R, so to
simulate in Sancus' what happens in Sancus" and to match the requests from the code. To
help the intuition Figure 11a depicts how the transition function looks after the update (the
solid black state denotes the new value of dy).
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Algorithm 2 Builds the device of the distinguishing context.

4

1: procedure BuiLpDEvICE(joutd, joutd’,f = fo-- Pu1 - B - Be, B = Bo P B -
E;, term, term’, CL)
2: > joutd, joutd’ are differentiating jmpOut!(-;-) addresses, if any
> f and El are distinguishing traces generated by the context Ct
> term (resp. term’) denotes whether My (resp. Myy) converges in a context with no
interrupts after the last jump into protected mode

oW

5: A= {0}

6: ’\.AD: 0

7: oL =0 > This variable keeps track of the last added device state.
8: forie€0.n—1do

9: if §; = jmpIn?(R) then

10: A=AU{6 +1,...,0, +17}

11: ~>p=~op U{(8L, wr(w),8.) | w € Word)}

12: ~>p=~op U{(8, rd(A_JIN), 8 + 1)}

13: ’\;>D=’\;>D U{(6. +1,rd(R[sp]), oL +2)}

14: ~>p=r~op U{(8 +2,rd(R[sr]), 8 +3)}

15: ’\;>D=’\A/)D U{(5L+i,rd(R[i]),5L+i+l)|3SiS15}
16: ~>p=n~op U{(8L + 16, rd(R[pc]), 8. + 17)}

17: ’\'»DZ’\./)DU{((SL+1',€,(SL+I')|0Si§16}

18: 5L = 5L +17

19: else if f; = jmpOut!(At; R) then

20: ~p=~op U{(8L, € 60)} U {(SL, wr(w),dL) | w € Word)}
21: end if

22: end for

23: if = jmpOut!(At; R) A B’ = jmpOut!(At’;R") A (3r.R[r] # R’[r]) then
24: if r # pc then

25: A=AU{6 +1,...,0, +4}

2: ~>p=~>p U{(8, rd(A_RDIFF), 8. +1)}
27: ’\;>D='\;>D U{((SL+1,WF(R[DC]),5L+2)}
28: ~p =~op U{(6. +1,wr(R’[pc]), 5 +3)}
29: ~>p=~op U{(8 +2,rd(A_HALT), 8 + 4)}
30: ~>p=r~op U{(8L + 3, rd(A_LOOP), 8, +4)}
31 ~p=rop U{(8L +i,6,8,+i) | 0<i<3}
32: 0L =0L+4

33: else

34: AZAU{5L+1,...,5L+3}

35 ~p=~op U {(61, wr(joutd), 5y +1)}

36: ~p=~op U {(8L, wr(joutd’), 6 + 2)}

37. ~>p=rop U{(8 + 1, rd(A_HALT), 8, +3)}
38: ~>p=rop U{(8 +2,rd(A_LOOP), 8, +3)}
30: ~p=rop U{(8L +i,6,8,+i) | 0<i<2}
40: 5L = 5L +3

41: end if

42: continues ...
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43: ... continued
44: else if f = jmpOut!(At; R) A f = jmpOut!(At’; R) A At # At’ then

45: > Let DL ¢ INITcp pmy ﬂ——s‘b* ¢; and DLI F ey % cl.
46: >Let DL+ INITc M, ] é»* c; and D+ ¢y Mb c,.
47: t=t -t

48: t'=t,—t

49: A=AU{6.+1,...,0r + max(t,t') + 1}

50: ~>p=~op U{(8 + min(t, t’), rd(A_HALT), 8, + max(t,t’) + 1)}
51: ~>p=~op U{(8 + max(t,t’), rd(A_LOOP), 8, + max(t,t’) + 1))}
52: '\;>D=’\;>D U{(0L+k, 6,0 +k+1)|0<k < max(i,i’)}

53: Op = 6L + max(t,t') +1

54: else if f = e A ' = jmpOut!(At; R) then

55: if term then

56: AZAU{5L+1,...,5L+2}

57: ~sp=~op U{(8, wr(A_EP), 8 +1)}

58: ~sp=r~op U{(8 +1,rd(A_HALT), 8, +2)}

59: ~>p=~sp U{(SL, rd(A_LOOP), 8, +2)}

60: ~>p=rop U{(8L, wr(w),8.) | w € Word \ {A_EP}}

61: ’\;>D:’\;>DU{(5L+I',€,5L+Z')|0§i§1}

62: 5L = 5L +2

63: else

64: AZAU{5L+1}

65: ~p=~op U{(8L, rd(A_HALT), 81 + 1)}

66: ~>p=r~op U{(8, wr(w),8) | w € Word)}

67: “;’D:“;)D U{(5L,6,5L)}

68: 0L =0L +2

69: end if

70: else if f = jmpOut!(At; R) A f’ = ¢ then

71: > As the previous case, with term’ in place of term.

72: else

73: return L

74: end if

75: D =(A,0,~>p)

76: return D

77: end procedure

e Case f; = f{ = jmpOut!(At; R). The device is simply updated with a loop on §; with action
€ and ignores any write operation (so as to deal with R[pc] = joutd or R[pc] = joutd’).
Figure 11b pictorially represents this case.

Then, when BS ends, the algorithm analyses  and ’ and sets up the device to differentiate the
two modules:

e Case f = jmpOut!(At; R) A B/ = jmpOut!(At’;R”) A (Ir.R[r] # R’[r]). In this case the
differentiation is due to a register, and two further sub-cases may arise, depending on whether
it is pc. If the register is pc then the device waits for the differentiating value for the context
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(that is executing code at joutd and joutd’ by construction) and based on that value, it replies

with either A_HALT (line 37) or A_LOOP (line 38). Instead, if the differentiation register is not pc

then the code of the context is waiting for the next program counter and the context replies
with A_RDIFF. From this address we find the code that sends the differentiating register

and, based on that value, the device replies with either A_HALT (line 29) or A_LOOP (line 30).

Figures 12a and 12b may help the intuition.

Case B = jmpOut!(At; R) A B’ = jmpOut!(At’; R) A At # At’. This case is probably the

most interesting since differentiation happens in Sancus" due to timings. However, different

timings in Sancus" correspond to different timings in Sancus' (as observed in proof of

Property A.22), and the device is programmed to reply with either A_HALT (line 50) or A_LOOP

(line 51) depending on the time value. Figure 12c¢ intuitively depicts this situation.

e Case f = o A B’ = jmpOut!(At; R). In this case ® may occur during an interrupt service
routine. We then have two sub-cases, depending on whether the first module terminates
when executed in a context with no interrupts after the last jump into protected mode or not
(i.e., encoded by the value of term). When term holds, the first module makes the CPU go
through an exception handling configuration that jumps to A_EP and the device instructs the
code to jump to A_HALT (line 58), while for the second module the CPU jumps to any other
location (A_EP is chosen to be different from any other jump out address!) and is instructed
to jump to A_LOOP (line 59). When term does not hold, the first module diverges, while for
the second module the CPU jumps to a location in unprotected code and it is instructed to
jump to A_HALT (line 65). Figures 12d and 12e may help the intuition.

e Case f = jmpOut!(At; R) A f’ = . Analogous to the previous case.

o Otherwise. No other cases may arise, as noted in Property A.21.

Finally, the algorithm returns a device with the set of states A, the initial state 0 and the transition
function built as just explained.

T N
PROPERTY A.21. Let My # My, /3,/3, be distinguishing traces of Myt and My originated by
some context C* and let term and term’ be any pair of booleans, then

D= BUILDDEVICE(B, F,joutd,joutd’, term, term’,CY) # L and D is an I/O device.

— —
Proor. We first show that BUILDDEVICE never returns L when ff and f§ are distinguishing traces.

For that, let ﬁ = BS -p- Ee and BI = BS i B; and note that the only cases for which L is returned
are the following:

e Case f = ' = . Since f§ # p’ by hypothesis, this case never happens.

o Case ff = jmpOut!(At; R) and p’ = jmpIn?(R’) (or vice versa). This case never happens due
to Proposition A.7.

o Case {e, jmpIn?(R)} 2 B # p’ € {o, jmpIn?(R’)}. Roughly, this means that the same context

performed two different actions upon observation of the same trace (). Formally, we know
by hypothesis that for the context C* = (M, DF)

DL F INITCL[MM] ﬁ——s»* C1

I

s

.DL F INITCL[MM/] =" Ca.

U
with ¢1 Fmode UMand ¢z Fpmoge UM. Property A.20 guarantees that ¢; = c;, thus by Property A.19
the same observable must originate from both ¢, and c;, but that is against the hypothesis

that f # f'.
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Finally, it is easy to see that D returned by BUILDDEVICE is an actual device. Indeed, its set of states
A is finite (the algorithm always terminates in a finite number of steps and each step adds a finite
number of state); its initial state 0 belongs to A; no int? transitions are ever added and a single
rd(w) transition outgoes from any given state: thus the transition relation respects the definition
of I/O devices. O

The following property states that the context built by joining together the results of the two
algorithms above is a distinguishing one:

T
PROPERTY A.22. Let My # Myp; let CE = (Mc, DLY; let

L Es « 2 B

D™+ INITCL[MM] ——> ¢ = (1
L Es « 4P

D™+ INITCL[MM/] > Cy == (2

be such that f = B, - B - B, andﬁl =B, - B - B, distinguishing traces of My and My ; and let

term &= D' v ¢ — HALT
term’ & DY+, " HALT.

If (Mc, joutd, joutd") = BUILDMEM(E, B,), D= BUILDDEVICE(E, E,, Jjoutd, joutd’, term, term’) and
CH = (Mc, D), then CH[ Mu] " and CH[ My 1" (or vice versa).

ProoF. Assume wlog that CE[ My] /" and CE [ My ]/~ By Lemma 6.5
CHIMuI" &= " IMpll" and  CHMp]l" &= T IMp]l"

It suffices thus proving that C¥; distinguishes My and My, ie., CH; [ My]1l" and CH [ Mpp 11"
or vice versa. _
We show by induction on the length 2n + 1 of §, that if

DL F INITerpr,,) 29 €]
L Bs v
D™+ INITCL[MM/] —> C,

then HB; s.t.
D 1 '_INITCHI[MMJ > C3 and

—

D+ INIT e, [ p,, 1 Loy ¢y with B, ~ B, (see Definition A 4).

Note that the length of ﬂ must be odd as a consequence of Properties A.20 and A.19 and no e
appears in it since otherwise it would mean that [3 /3
e Casen = 0. Then, /33 is jmpIn?(R). Thus, Algorithm 1 guarantees that the current instruction

is IN pc (at address A_EP) and its execution leads to address A_JIN (by Algorithm 2) and the
same jmpIn?(R) is observed starting from both INITcw, [ pq,,1 and INITcw [ o, and also

B.~ ..

Ml
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e Casen=n"+1.1f

—n —

DL F INITCL[MM] ﬁ=s>* C;/ A DL F INITCL[M / ﬁ:> Cé//

U

= =

DH INIT, :}’Bs * ol /\DH INIT, :Bs * 7 /\—//l N—// HP
1 + CH; [ Mum] C3 I - CH [ My ] =" cy ﬁs ~ ﬂs ( )

then

—n —n — =

.Z)L F INITCL[MM] ﬁ=> Cl ﬁ:> Cl A Z) F INITCL[MM/] ﬁ:>* Cé/ =" Cé

U

—m —m —m

H s v 2 P s H ,55 " B i
D IFINITCHI[MM]:;’ C; —» c3 AD II-INITCHI[MM,]:> C4_——» Cq /\ﬂ ﬂ ~ﬂ

Note that it must be that BN = jmpOut!(At; R) - jmpIn?(R’) by Proposition A.7 and because
we never observe e in the common prefix. By (IHP) and Property A.11 we have ¢/’ e c; and

c; g c;- Thus, by Properties A.9 and A.8, it must be that jmpOut!(At’; R) is observed when
starting in c; and jmpOut!(At”’; R) is observed when starting in c; (for some At’ and At”).
By definition of coarse-grained traces, each of the computations above is generated by
fine-grained trace in the form (we write _ to denote a generic configuration):

(0) ("1 1)

np) .
jmpIn?(R”) a JmDOUt'(k "iR) --EmpIn?(R’)
D ———=>= ] = (0) S N ("‘) S T iy LI RD c;
L gmIn(R) o a’ ay! ) JmPOUE! (K™ R) (v EeimpIn2(R)
Z) F _ e c2 = = - :} = C 2 — et c2
. (0) (n3=1) . (n3)
jmpIn?(R”) 0) <« a jmpout!(k, °';R) 1
DHll—_xﬁ C3 (;g) E )C§n3) el )C§n3+)
. (0) (ng=1) ; (ng)
jmpIn?(R” a a jmpout!(k, *';R)
DHI b (R”) ci ciO) L S cim) 4 . c(n4+1).

Thus, due to Property 6.1 and by hypothesis, it holds that At = 3}7! y(cii)) + (11 + MAX_TIME) -
|I[al(°)maf"”| =37 y(c;l)) + (11 + MAX_TIME) - ”Ia“’) o |. Also, since by (IHP) and Proper-

. . U
ties A.20 and A.19 it follows that c(O) =c/ =c) = céo), we know |I[af0) ma;n1>| = |I[a2(o> ...a2(n2)|
(by Property A.18) and thus 3! y(cll)) =" y(cZ')) Moreover, by (IHP) and Property A.11,

0 P 0 0 P 0
we get c( ) = =c/ ®c; = cg ) and cg ) = =c/ mcy= ci ). Now, as a consequence of Proper-

ties A3, A.9 and A.8 we know that At" = Y7 y(c?(,’)) =M y(cii)) =" 0}/(CZ’)) =
27:30 y(céi)) = At”. By (IHP) and since the first observable after c; and c; is the same, by

(ns+1

U
Property A.20 it follows c, ) % cin“l). Thus, due to Property A.19, we get that the same

coarse-grained observable jmpIn?(R’”) is observed after cémﬂ) and cin“ﬂ). Finally, R" is

equal to R’ since after any jmpOut!(-;-) a IN pc instruction is executed and its execution
leads to address A_JIN (by Algorithm 2) that performs jmpIn?(R), and the thesis follows.
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Since we proved that
DHI F INITCHI[MMJ é»* C3 and

DHI F INITCH/[MM/] ﬁ=s¢* C4

U
we also have that c3 = ¢4 by Properties A.20 and A.19.

Let DH} k cs ﬁ:3>* c¢j and DH; v ¢4 ﬁ=4>* c;/, with E3 and B4 either empty or made of a single
observable (either e or jmpOut!(:;-), since no difference cannot be observed upon jmpIn?(-) as
observed above). By exhaustive cases on f§ and i’ we have:

o Case f = e and f’ = jmpOut!(At”’;R”). Note that, since term Z)Ll Fc; —" HALT

P
and ¢] ~ c; (by Properties A.10 and A.11), we get term <= D, + ¢; —" HALT by
Property A.8 and since neither D%/ nor D raise any interrupt. Thus, by definition of D*
(cf. Algorithm 2) the context CH distinguishes the two modules.

e Case = jmpOut!(At’”’; R"") and B’ = ¢. Similar to the previous case (with term’ in place of
term).

e Case f = jmpOut!(At”’;R") and p’ = jmpOut!(At"”’;R"") with R” # R’"’. Since c; % c3

p - - A
and ¢, = cy4, it must be that f; = jmpOut!(At®;R”) and B, = jmpOut!(At”;R”). Thus, by
Algorithms 1 and 2, CH distinguishes the two modules.

e Case B = jmpOut!(At’”’;R") and B/ = jmpOut!(At’>;R”). In this case it holds that 8, =
jmpOut!(At’;R”) and B, = jmpOut!(At®; R”") with the same timings of the instructions (by
Property 6.1). Since c; 4 ¢4, the two times must differ one from each other otherwise, by
the counterpositive of Property A.17, we would get My L M. Again, by definition of

Algorithms 1 and 2, one computation converges and one diverges, hence C¥ distinguishes
the two modules.

O
A.9 Proofs and additional definitions of Section 7
U
PROPERTY A.23. Let c and ¢’ be configurations such that c,c’ v poqe UM. If ¢ = ¢’ then c Lo
ProoF. Since ¢, ¢’ Fpoge UM, the property follows directly from Definitions A.3 and 7.1. O

LEMMA 7.3. IfMM =L My then Myg ~15 Map.
PrROOF. Assuming contextual equivalence in Sancus" and that:
D+ INITepm,] — € — HALT A D+ INITepq,,] — ¢ — HALT,
our goal is to prove that c L ¢’ From contextual equivalence it follows that My L M. By
Lemma 6.11 we also know that for some ¢’

D+ INITe( pry ) 2% ¢ A D+ INITe(p,, ) 29"

U
Proposition A.6 and Property A.20 guarantee that ¢ = ¢”’. Then, since ¢ — HALT, it must be

¢’” — HALT. For that and by determinism of the operational semantics of Sancus" we have that

U
¢’ =c¢” and ¢ ~ ¢/, which by Property A.23 implies ¢ Lo O
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THEOREM 7 4. IfMM ~H MM/ then MM SN MM/.

Proor. Since My ="' My, by Theorem 6.3 we also have that My, ~" My and Lemma 7.3
concludes the proof. O

THEOREM 7.6.
(1) IfMM ~L Mpr, then My ~ss M and (2) lfMM ~ss My, then My M Myp
Proor.

(1) Lemma 7.3 guarantees that My ~i5s M. We now set out to show that Mus ~ss My is
implied by Mas ~1s My in our setting. Indeed, by definition of SSNI we can assume (wlog)
that © + INITc pm,,] — ¢ — HALT, ie, C[My][". By hypothesis it also follows that
C[Mup]U". For that and by definition of ISNI, it then follows My ~ss M.

(2) By definition of SSNI it follows that for any C if C[ My]||", then C[ My ]/ and viceversa,
ie, CIMull" = C[Mypr]l" which coincides with the definition of Mas =" Myr. O

THEOREM 7.10. Let Mp be a module program, then

(1) if VYMp, Mpr. (Mp <« Mp) = (Mp <« Mp,), then le]SSNl Mp; and
(2) if +leo\ Mp, then VMp, Mpr. (Mp <« Mp) =" (Mp <« Mp).
ProoFr.

(1) From the hypothesis and by definition of ~", for any c:

Dr INITC[MP<MD] —"¢c—>HALT= 3. D+ INITC[Mp<M,yJ —" ¢’ — HALT

and vice versa.

Now let ¢ and ¢’ be a pair of configurations respecting the implication above. Note that both
¢ Fmode UM and ¢’ ko4, UM hold, since unprotected mode configurations are the only ones
from which HALT is reachable in a single step. For the thesis to hold, it suffices to show
that ¢ £ &. Since INITC[ MpaMp] Fmode UM, INITC[ ppaMp] 2 INITc[ mpaM,y |> Tepeated
applications of Property A.19 guarantee that

D + INITe( ppapty] 2* & — HALT A D F INITe [ ptpaptyy | 2" & — HALT.

By Property A.20 it holds that ¢ 2 ¢’, thus easily ¢ L ¢ because of Property A.23.

(2) By definition of USSNI it follows that for any C if C[Mp <« Mp]|", then C[Mp <« Mp/]|"
and viceversa by symmetry, i.e., C[Mpy]|" &= C[Myr]ll" which coincides with the
definition of My =" Myp. m]

PROPERTY A.24.

() IfD+ ¢ Lor o then A't,K. D Fe >k ¢ AP K.

@) IfDrc—>ic thenEIB.Z)I—cﬁ=>* ¢ ABxK.
where
= = K B#ﬁ,-o
< K i =
Pk iff B {K+1
Proor.

(1) By determinism, there is a single computation y from c to ¢’ generating . From uniqueness
of y and by Definition 7.12, one gets existence and uniqueness of ¢ and K.
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(2) Directly follows from Definition 7.12 and Figure 9. O

LEMMA 7.14.
(1) if M =" Mg, then My ~sss My and — (2) if Mg ~sss My, then My ="' My
Proor.
(1) Assuming contextual equivalence in Sancus” and that:
D F INITe[py ] 2% ©

. L . . T
our goal is to prove that ¢ = ¢’. From contextual equivalence it follows that My = Myy. By
Lemma 6.11 we also know that for some ¢’

D + INITe[ My é@* ¢ = D FINITcpmyy é* c”.

U
Proposition A.6 and Property A.20 guarantee that ¢ = ¢”’. By Property A.24.(1) there exist
unique ¢ and K such that
D INITC[MM] —»% c

and
D+ INIT M, >k €

U
thus by determinism of operational semantics of Sancus", we have that ¢/ = ¢’ and ¢ ~ ¢/,
which by Property A.23 implies ¢ Lo,

(2) Suppose that C[My][}"" and C[Myr]J"'. But then they cannot be My ~sss Myr (since
HALT is in relation just with itself), which contradicts the hypothesis. O

THEOREM 7.17. The following relations are equivalent:
WT T
(DMm = Munr (2) My = M (3) My =" Myr (4 My =" Myy
Proor. We only prove (1) &= (2); The other equivalences follow from Theorem 6.3.

e (1) & (2). Since My L Map, by Lemma 6.11 we know that:

D + INITe[ My éb* ¢ & D+ INITci M, é?* .

Thus, VC.WTr(C[Mu]) = WTr(C[Mur]) as requested.
e (1) = (2). Easy. O
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