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Layered architecture ↔ hardware-only TCB
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Motivation: Application Attack Surface
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Untrusted OS → new class of powerful side-channels
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Side-Channel Attack Principle
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Basic Attack

Fetch-Decode-Execute CPU Operation

Fetch Decode Execute

IRQ?Jump?PC++

Secure IRQ logicPC = IVT[irq]
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Variable instruction latency
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Fetch-Decode-Execute CPU Operation

Note: IRQ only served after current instruction has completed
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Basic Attack

Wait a Cycle . . .

⇒ IRQ latency leaks instruction execution time (!)
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Basic Attack

Interrupt Latency as a Side-Channel
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Sancus PMA

Sancus Protected Module Architecture

...

SMA Code

...

SMA Data

...

Memory

call stack

...

Low-cost embedded processor:

IoT device: no pipeline/cache/MMU

Extended openMSP430 instruction set

SM isolation/authentication primitives

Secure interrupts:

HW-level interrupt engine saves and
clears CPU registers

Multithreading SW extensions

Noorman et al.: “Sancus 2.0: A low-cost security architecture for IoT devices”, TOPS 2017 [NVBM+17].
Koeberl et al.: “Trustlite: A security architecture for tiny embedded devices”, EuroSys 2014 [KSSV14].
De Clercq et al.: “Secure interrupts on low-end microcontrollers”, ASAP 2014 [DCPSV14].
Van Bulck et al.: “Towards availability and real-time guarantees for protected module architectures”, MASS 2016 [VBNMP16].
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Sancus PMA

Secure Keypad Application Scenario

MMIOSM_driver

SM_secure

(asm)

Timer_A

MSP430 core

while (poll_keypad())

function poll_keypad :
 key_state = read_key_state()
 for i=0 to 15 do
  if key_state & (0x1<<i) then
   secret_pin.add(keymap[i])
  end if
 end for
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3. Timer IRQ

; calculate if condition in r13
   tst   r13
   jnz   1f
   mov   -6(r4), r12   ; 3 cycles
   rla   r12           ; 1 cycle
   mov.b 702(r12), r13 ; 3 cycles
   ...
; else branch
1: mov   -6(r4), r12   ; 3 cycles
   inc   r12           ; 1 cycle
   mov   r12, -6(r4)   ; 4 cycles
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Secure Keypad Application Scenario

MMIOSM_driver

SM_secure

(asm)

Timer_A

function poll_keypad :
 key_state = read_key_state()
 for i=0 to 15 do
  if key_state & (0x1<<i) then
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  end if
 end for

4. Interrupt latency?
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Intel SGX

Intel SGX Helicopter View

https://software.intel.com/en-us/sgx/details

Protected enclave in application’s
virtual address space

x86 CPU: ∃ pipeline, cache,
out-of-order execution, . . .

Secure interrupt hardware
mechanism: AEX/ERESUME
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Intel SGX

Interrupting and Resuming Enclaves

Goal: single-step through SGX enclave: interrupt each instruction
sequentially and record corresponding IRQ latency trace
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Intel SGX

Interrupting and Resuming Enclaves

while true do
    INST
    INST
    INST
    ...
    INST
endwh

enclave

Jo Van Bulck et al. Beyond Controlled-Channel Attacks Distributed Trust Workshop June 2017 10 / 17



Intel SGX

Interrupting and Resuming Enclaves

while true do
    INST
    INST
    INST
    ...
    INST
endwh

enclave

IRQ1

Jo Van Bulck et al. Beyond Controlled-Channel Attacks Distributed Trust Workshop June 2017 10 / 17



Intel SGX

Interrupting and Resuming Enclaves

U
S
E
R

K
E
R
N
E
L while true do

    INST
    INST
    INST
    ...
    INST
endwh

enclave

IRQ1
AEX2

Jo Van Bulck et al. Beyond Controlled-Channel Attacks Distributed Trust Workshop June 2017 10 / 17



Intel SGX

Interrupting and Resuming Enclaves
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Intel SGX

Configuring the Timer Interrupt

⇒ RDRAND execution time >> cycles to complete ERESUME
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Intel SGX

Microbenchmarks: x86 Latency Distributions

Note: IRQ latency leaks interrupted instruction type
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Intel SGX

Microbenchmarks: Data Caching Behavior

Note: IRQ latency leaks micro-architectural cache state
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Intel SGX

Microbenchmarks: Address Translation Latency

Note: IRQ latency leaks memory page accesses
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Intel SGX

Macrobenchmark: Modular Exponentiation

function square and multiply(c,d,e,n)
r ← rand()
c ← c ∗ r e mod n
m← 1
for most to least significant bit b in d do

m← m2 mod n
if b then

m← m ∗ c mod n
end if

end for
return m ∗ r−1 mod n

end function
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Intel SGX

Extracted IRQ Latency Trace
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Intel SGX

Extracted IRQ Latency Trace
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Conclusions

Conclusion

⇒ (First) remote side-channel for embedded + high-end trusted
computing hardware

IRQ latency trace reveals micro-architectural behavior:

Lots of noise/non-determinism on modern CPUs

Abuse subtle timing differences with machine learning?

Defense techniques:

Eliminate secret-dependent control flow ↔ practice

Sancus secure hardware patch to mask IRQ latency
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Sancus secure hardware patch to mask IRQ latency
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Conclusions

Thank you! Questions?
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Sancus: Configuring Timer IRQ

⇒ Near-exact copy “spy” SM to leak intermediary timings

[main] spy SM execution time report:

______________________________________

738 | first key comparison

233 | reti if to subsequent comparison

208 | reti else to subsequent comparison

[main] enter secure PIN...

[isr] key ’3’ was pressed!

[isr] key ’5’ was pressed!
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Intel SGX: Reducing Noise

BIOS Maximize execution time predictability: disable
Hyper-Threading, C-States, TurboBoost, SpeedStep

Kernel Reserve dedicated CPU core for victim enclave:
isolcpus + /proc/smp affinity + config no hz full

Hardware “sub-cycle accurate” APIC TSC-deadline timer

instruction IRQ latency

TSC

CPU

INS INST

IRQ
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