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Introduction

Lastest Leak

Patch Report: How the CIA

All Versions of Windows / Hacks Linux
Affected by Critical Flaw

DIRTY GOW

Linux Kernel Exploit
(CVE-2016-5195)

thehackernews.com/2016/10/linux-kernel-exploit.html thehackernews.com/2015/04 /rootpipe-mac-os-x-vulnerability. html
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Introduction

Motivation: Application Attack Surface
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Hypervisor

I Trusted (J untrusted

Layered architecture — large trusted computing base
Telling Your Secrets Without Page Faults 3/14



Introduction

Motivation: Application Attack Surface

OS kernel

Hypervisor

I Trusted [:] Untrusted

Layered architecture — large trusted computing base
Telling Your Secrets Without Page Faults 3/14



Introduction

Motivation: Application Attack Surface

-

App ’[ App=

App ’[ App ’

OS kernel

Hypervisor

" Sonepus XOS <«

TPM [ Mem H HDD

Trusted D Untrusted

Intel SGX promise: hardware-level isolation and attestation
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Introduction

Motivation: Application Attack Surface

: App H App ’ App H App _ﬂv
| OS kernel ?
( Hypervisor %

TPM [ Mem H HDD |

Trusted D Untrusted

Untrusted OS — new class of powerful side-channels
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Controlled-Channel Attacks and Defenses
Road Map

© Controlled-Channel Attacks and Defenses
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The Virtual Memory Abstraction

Virtual i Address
Address Space ! Translation
Virtual ! .
Address i Mapping

i Page
! Tables

Physical
Address Space

Physical
Address
|
System bus
v

DRAM

Costan et al. “Intel SGX explained”, IACR 2016 [CD16]
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Controlled-Channel Attacks and Defenses

How Enclave Accesses are Enforced

Host Application Page Tables DRAM
Virtual Memory  Enclave Virtual | _ Managed by
View Memory View system software

EPC
Abort Page ELRANGE

Costan et al. “Intel SGX explained”, IACR 2016 [CD16]
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Controlled-Channel Attacks and Defenses

How Enclave Accesses are Enforced

Note: Untrusted OS controls virtual-to-physical mapping J

Page Tables
managed by
system software

Costan et al. “Intel SGX explained”, IACR 2016 [CD16]
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Controlled-Channel Attacks and Defenses

How Enclave Accesses are Enforced

Page
walk?

fail

Page fault

Abort page

fail
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Controlled-Channel Attacks and Defenses

How Enclave Accesses are Enforced

Note: Additional checks after address translation )

Page ok
walk?

fail

Page fault
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Page Faults as a Side-Channel

age fault sequence

X, Y

Xu et al.: “Controlled-channel attacks: Deterministic side channels for untrusted operating systems”, Oakland 2015 [XCP15]

= Page fault traces leak private control flow/data accesses J

Jo Van Bulck et al. Telling Your Secrets Without Page Faults 6/ 14



Controlled-Channel Attacks and Defenses

Page Faults as a Side-Channel

Original Recovered Original Recovered

5
ge

Xu et al.: “Controlled-channel attacks: Deterministic side channels for untrusted operating systems”, Oakland 2015 [XCP15]

= Low-noise, single-run exploitation of legacy applications )
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Current Solutions: Hiding Enclave Page Faults

Page ok
walk?

fail

fault

Shih et al. “T-SGX: Eradicating controlled-channel attacks against enclave programs”, NDSS 2017 [SLKP17]
Shinde et al. “Preventing page faults from telling your secrets”, AsiaCCS 2016 [SCNS16]
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Controlled-Channel Attacks and Defenses

Current Solutions: Hiding Enclave Page Faults

y Page
WO walk?
Pd

Defenses do not hold when attacker learns page accesses without triggering faults!
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Current Solutions: Hiding Enclave Page Faults

b«'

Linear Address

Page-Directory-
Pointer Table

47 39 38 3029 2120 1211
| PML4 ‘ Directory Ptr Directory Table ‘ Offset
9
12 4-KByte Page
Physical Addr
PTE
PDE with PS=0 20
20 Page Table
Page-Directory

40

PDPTE
9
—> PML4E
40
CR3

Defenses do not hold when attacker learns page accesses without triggering faults!
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Stealthy Page Table-Based Attacks

SGX Side-Channel Leakage: Page Table Entries

@ Attack vector: PTE status flags: void inc_secret( void )
. {
o A(f:cessec-j) bit if (secret)
o D(irty) bit *a +=1;
else
*b +=1;
}
J
@  oreereeeresssssssssssssssssssssssssas,
o i PTEa :
O
@ ecccsessssssmssnnnsssssescasensenan,
2 i PTED
o

.......................................
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SGX Side-Channel Leakage: Page Table Entries

@ Attack vector: PTE status flags: void inc_secret( void )
. {
o A(f:cessec-j) bit if (secret)
o D(irty) bit *a +=1;
. else
~ Also updated in enclave mode! *p 4= 1;
}
J/
@  oreereeeresssssssssssssssssssssssssas,
o i PTEa :
B s
@ orsenssnssansansnnransansnnsnncnnnnnnny
2 i PTED
o

.......................................
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Stealthy Page Table-Based Attacks

SGX Side-Channel Leakage: Page Table Entries

@ Attack vector: PTE status flags:
o A(ccessed) bit
o D(irty) bit

~~ Also updated in enclave mode!

Jo Van Bulck et al. Telling Your Secrets Without Page Faults

N
void inc_secret( void )
{
if (secret)
*a+=1;
else
*b +=1;
}
J
2 ........................................
2 PTE a
ﬁ ......................................
g .......................................
c PTE b
a

......................................
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Stealthy Page Table-Based Attacks

SGX Side-Channel Leakage: Page Table Entries

8
I_ EENTER -

v N
@ Attack vector: PTE status flags: void inc_secret( void )
. {
o A(f:cessec-j) bit if (secret)
o D(irty) bit *a +=1;
. else
~ Also updated in enclave mode! *p 4= 1;
}
J/
@  oreereesrrsssssssssssssssssssssssssaes,
o i PTEa :
B s
@ orsenssnssansansnnransansnnsnncnnnnnnny
2 i PTED
o

.......................................
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Stealthy Page Table-Based Attacks

SGX Side-Channel Leakage: Page Table Entries

<
@ Attack vector: PTE status flags: void inc_secret( void )
. {
o A(ccessed) bit .
if (secret)
o D(irty) bit *a +=1; R?gﬁ.ﬁble
else walk’**-.,
~ Also updated in enclave mode! *p 4= 1 "
} ®:
! J
P e
S i PTEa ro
B s
@ orsenssnssansansnnransansnnsnncnnnnnnny
2 i PTED
o

.......................................
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SGX Side-Channel Leakage: Page Table Entries

<
@ Attack vector: PTE status flags: void inc_secret( void )
. {
o A(ccessed) bit .
) ; if (secret)
o D(irty) bit *a 4= 1 ?.?ffjib'e
. else walk'e.., )
~ Also updated in enclave mode! b +=1; ‘.
}
.
P Freee
S i PlEa 4
Y NS
@ orsenssnssansanrnnransdusnnsencannnnnn,
2 i PTED
e Y

JB, Accessep?
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Stealthy Page Table-Based Attacks

SGX Side-Channel Leakage: Page Table Entries

@ Attack vector: PTE status flags:

void inc_secret( void )
o A(ccessed) bit { if (secret)
o D(irty) bit *a +=1;
. else
~ Also updated in enclave mode! *p 4= 1;
}
@ Attack vector: Unprotected page table memory: J
@  oreeressrsssssssssssssssssssssssssass, .
S : PTEa :
o Cached as regular data B
A H | H @ ereeerrrssssssrssssssssssssssssssssssa.
e Accessed during address translation 2 e b
o

.......................................
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SGX Side-Channel Leakage: Page Table Entries

N
© Attack vector: PTE status flags: void inc_secret( void )
: {
o A(f:cessec-j) bit if (secret)
o D(irty) bit *a +=1;
1
~ Also updated in enclave mode! € iﬁ +=1;
}
J

@ Attack vector: Unprotected page table memory:

.....................................

o|B|iPTEa
o Cached as regular data < = I —
Accessed during address translation s grrmmmnn s e,

° & o8| irmED

....................................

~~ Flush+Reload cache timing attack!
a ..
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SGX Side-Channel Leakage: Page Table Entries

8
I_ EENTER -

v A
© Attack vector: PTE status flags: void inc_secret( void )
: {
o A(f:cessec-j) bit if (secret)
o D(irty) bit *a +=1;
. |
~ Also updated in enclave mode! € iﬁ +=1;
}
@ Attack vector: Unprotected page table memory: J
) —
0 :
o Cached as regular data < g ....................................
. . © emrrmRss
o Accessed during address translation S8 CPTE b

.....................................

~~ Flush+Reload cache timing attack!
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SGX Side-Channel Leakage: Page Table Entries

@ Attack vector: PTE status flags: void inc_secret( void )
: {
o A(ccessed) bit .
if (secret)
° D(irty) bit *a +=1; .P.?gﬁ.ﬁble
] else walk’**-.,
~> Also updated in enclave mode! b 4= 1: "
; %
} i
@ Attack vector: Unprotected page table memory: i/
o |B]iPEa 4
e Cached as regu|ar data 5 E ....................................
H H © emrrmRss
e Accessed during address translation S E PTE b

.....................................

~~ Flush+Reload cache timing attack!
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SGX Side-Channel Leakage: Page Table Entries

N
© Attack vector: PTE status flags: void inc_secret( void )
: {
o A(f:cessec-j) bit if (secret)
o D(irty) bit *a +=1;
. |
~ Also updated in enclave mode! € iﬁ +=1;
}
@ Attack vector: Unprotected page table memory: J
G ——
Q :
o Cached as regular data < é LU DT,
. . © PUTEITTICLLUPRRIFEEREE TERRITTEEEEIN
o Accessed during address translation S8 CPTE b
~+ Flush4-Reload cache timing attack! ‘ """"""""""""""
- RELOAD
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#PF-Less Challenges: Monitoring Repeated Accesses

@ Challenge: No #PF on memory access

Jo Van Bulck et al.

Telling Your Secrets Without Page Faults

void inc_secret( void )
{

for (i=0; i < len; i++)

if (secret[i])
*a+= 10 e,

o:
} H

} J
o PTE .................... ’ .......
K] a
AR
g ----------------------------------------
2 PTED
-8

........................................

SECRET = 01010
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#PF-Less Challenges: Monitoring Repeated Accesses

<
void inc_secret( void )
{
@ Challenge: No #PF on memory access for (120 1< len; i++)
i if (secret[i])
~ Monitor PTEs from concurrent spy thread %3 4= 1 weveran, [ )
else .'
*b +=1; o:
} i
}
J

ggg ACCESSED ?
rd

(o)
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#PF-Less Challenges: Monitoring Repeated Accesses

void inc_secret( void )
{
@ Challenge: No #PF on memory access for (120 1< len; i++)
. if ( tlil)
~ Monitor PTEs from concurrent spy thread I *Zeirj 1|; ......... [ )
else .'
) . *b +=1; o:
@ Challenge: Translation Lookaside Buffer (TLB) } H
}

ggg ACCESSED ?
rd

(o)

Jo Van Bulck et al. Telling Your Secrets Without Page Faults 9/ 14



#PF-Less Challenges: Monitoring Repeated Accesses

N
void inc_secret( void )
@ Challenge: No #PF on memory access for (i=0;i < len; i++)
. if (secret[i])
~ Monitor PTEs from concurrent spy thread *a 4= 1; v, @
IRQ/AEX else Q-
. . *b +=1; o:
@ Challenge: Translation Lookaside Buffer (TLB) } H
} B
~> Directed Inter-Processor Interrupt —
' 4

.....................................

ggg ACCESSED ?
rd
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N
void inc_secret( void )
@ Challenge: No #PF on memory access for (i=0; i < len; i++)
. if ( tlil)
~ Monitor PTEs from concurrent spy thread I *Zeirj 1|; —— )
IRQ/AEX else Q-
: . =1 o
@ Challenge: Translation Lookaside Buffer (TLB) }
} B
~> Directed Inter-Processor Interrupt —
T - >
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.....................................
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rd
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#PF-Less Challenges: Monitoring Repeated Accesses

void inc_secret( void )

for (i=0; i < len; i++)

@ Challenge: No #PF on memory access

. if ( tlil)
~ Monitor PTEs from concurrent spy thread I *Zeirj 1|; —— )
IRQ/AEX else Q-
. . =1 o
@ Challenge: Translation Lookaside Buffer (TLB) } H
}

~> Directed Inter-Processor Interrupt

@ Challenge: Temporal resolution (IPI latency)

~ Precise Flush+Flush technique
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PTE Flush+Flush: A High-Resolution, Low-Latency Channel

Resolution Challenge
3 access detection latency < #PF-attacks J

Jo Van Bulck et al. Telling Your Secrets Without Page Faults 10 / 14



PTE Flush+Flush: A High-Resolution, Low-Latency Channel

Resolution Challenge
3 access detection latency < #PF-attacks J

Interrupt granularity:

® A/D monitoring: ~ 430 nop / ~ 175 add

Jo Van Bulck et al. Telling Your Secrets Without Page Faults 10 / 14



PTE Flush+Flush: A High-Resolution, Low-Latency Channel

Resolution Challenge
3 access detection latency < #PF-attacks J

Interrupt granularity:

® A/D monitoring: ~ 430 nop / ~ 175 add
® Flush+Reload: might miss victim access (TLB!)

(a) Victim PTE access [ [maccess] |
(b) FLUSH+RELOAD hit [T] 1]
(c) FLUSH+RELOAD miss [ [ <] reload | |

time
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Stealthy Page Table-Based Attacks

PTE Flush+Flush: A High-Resolution, Low-Latency Channel

Resolution Challenge

3 access detection latency < #PF-attacks

Interrupt granularity:
® A/D monitoring: ~ 430 nop / ~ 175 add

® Flush+Reload: might miss victim access (TLB!)
© Flush4Flush: c1flush completes earlier for uncached data

Sandy Hit - - - Sandy Miss Ivy Hit - - - Ivy Miss Haswell Hit Haswell Miss

2 100% T
Z A
S 7% n 5
b /
g / . ,
2 25% [ A N / \ <
3 [ 7\ < ’ \

0 L 1 ~. i | I L L - z L L
a0 100 110 120 130 140 150 160 170 180 190 200

EXECUTION TIME (IN CYCLES)

Gruss et al. “Flush+Flush: a fast and stealthy cache attack”, DIMVA 2016 [GMWM16]
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PTE Flush+Flush: A High-Resolution, Low-Latency Channel

Resolution Challenge
3 access detection latency < #PF-attacks J

Interrupt granularity:
® A/D monitoring: ~ 430 nop / ~ 175 add

® Flush+Reload: might miss victim access (TLB!)
© Flush+Flush: interrupt within trigger instruction (> 99.8%)

(a) Victim PTE access [maccess]

(c) FLUSH+RELOAD miss

l
(b) FLUSH+RELOAD hit [
l
l

[1
I }4—>{ reload [
l

(d) FLusH+FLUSH hit [TTT TTfiush]
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Attacking Libgcrypt EdDSA

1 if (mpi.is_secure (scalar)) {

2 /* If SCALAR is in secure memory we assume that it is the
3 secret key we use constant time operation. x/

4 point_init (&tmppnt);

5

6 for (j=nbits—1; j >=0; j——) {

7 _gcry_mpi_ec_dup_point (result, result, ctx);

8 _gcry_mpi_ec_add_points (&tmppnt, result, point, ctx);
9 point_swap_cond (result, &tmppnt, mpi_test_bit (scalar, j), ctx);
10

11 point_free (&tmppnt);

12 }else {

13 for (j=nbits—1; j >=0; j——) {

14 _gcry_mpi_ec_dup_point (result, result, ctx);

15 if (mpi_test_bit (scalar, j))

16 _gcry_-mpi_ec_add_points (result, result, point, ctx);
17 }

18}
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Attacking Libgcrypt EdDSA

EdDSA secret scalar not
stored in "secure memory" !

13 for (j=nbits—1; j >=0; j——) {

14 _gcry_mpi_ec_dup_point (result, result, ctx);

15 if (mpi_test_bit (scalar, j))

16 _gcry_-mpi_ec_add_points (result, result, point, ctx);
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Attacking Libgcrypt EdDSA

13 for (j=nbits—1; j >=0; j——) {

14 -gcry-mpi_ec_dup_point (result, result, ctx); Secret-dependent control flow
15 if (mpi_test_bit (scalar, j)) 4—/

16 _gcry_mpi_ec_add_points (result, result, point, ctx);
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Attacking Libgcrypt EdDSA: A/D Channel

1 Memory layout

2

3

4 0x0F000
5 gcry_free

6

7

z mpi_add 0xC0000
10 mpi_test_bit 0xC1000
11

12

13 for (j:nbits—l; j>=0; j——) { 22 Code pages = 0xC9000
14 _gery_mpi_ec_dup_point (result, result, ctx); per iteration mpi_ec_add_p

15 if (mpi_test_bit (scalar, j)) moi ec_mul 0xCA000
16 _gcry_-mpi-ec_add_points (result, result, point, ctx); piec_mulp

17 } \

18
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Attacking Libgcrypt EdDSA: A/D Channel

1 Memory layout
2
3 .
. Monitor
: trigger page gcry _free 0x0F000
6
7
8 8 po—" 0XxC0000
0 L —J L
o O 0xC1000
10 p e D
: (=
12
13 for (j=nbits—1; j >=0; j——) { ACCESSED ? OXC9000
14 _gcry_mpi_ec_dup_point (result, result, ctx); mpi_ec_add_p
15 if (mpi_test_bit (scalar, j)) moi ec_mul 0xCA000
16 _gcry_-mpi-ec_add_points (result, result, point, ctx); piec_mulp
17 }
18
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Attacking Libgcrypt EdDSA: A/D Channel

! Memory layout
2
3
4 0x0F000
5 gcry_free
6
7
8 8 o add 0xC0000
9 L —J L
ard , — 0xC1000
10 P mpi_test_bit
H INTERRUPT
12
13 for (j=nbits—1; j >=0; j——) { 0xC9000
14 _gcry_mpi_ec_dup_point (result, result, ctx); mpi_ec_add_p
15 if (mpi_test_bit (scalar, j)) moi ec_mul 0xCA000
16 _gcry_-mpi-ec_add_points (result, result, point, ctx); e
17 }
18
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Attacking Libgcrypt EdDSA: A/D Channel

! Memory layout
2
3
4 0x0F000
5 gcry_free
6 ACCESSED ?
7 _
8 ‘ mpi — 0xC0000
° =7 =
10 O mpi_test_bit 0xC1000
» Record page set — 0=
0011
12
13 for (j=nbits—1; j >=0; j——) { OxC9000
14 _gcry_mpi_ec_dup_point (result, result, ctx); mpi_ec_add_p
15 if (mpi_test_bit (scalar, j)) ACCESSED ? . 0xCA000
. . . mpi_ec_mul_p
16 _gcry_-mpi-ec_add_points (result, result, point, ctx); - = -
17 }
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Attacking Libgcrypt EdDSA: A/D Channel

! Memory layout
2
3
4 0x0F000
5 gcry_free
6
7
8 ‘ mpi add 0xC0000
9 L —J L
o . . 0xC1000
10 O mpi_test_bit
11 s’ —
12
13 for (j=nbits—1; j >=0; j——) { RESUME OXC9000
14 _gcry_mpi_ec_dup_point (result, result, ctx); mpi_ec_add_p
15 if (mpi_test_bit (scalar, j)) moi ec_mul 0xCA000
16 _gcry_-mpi-ec_add_points (result, result, point, ctx); Pk 9
17
18 } Full 512-bit key recovery, single run
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Attacking Libgcrypt EADSA: Cache-Only Channel

1 Memory layout
2
3
4 0x0F000
5 gcry_free
6
7
z mpi_add 0xC0000
10 mpi_test_bit 0xC1000
11
12
13 for (j=nbits—1; j >= 0; j——) { 22 Code pages - 0xC9000
14 _gcry_mpi_ec_dup_point (result, result, ctx); i i mpi_ec_add_p
gcry_mp p-p ) ) ) per iteration - - -
15 if (mpi_test_bit (scalar, j)) moi ec_mul 0xCA000
16 _gcry_-mpi-ec_add_points (result, result, point, ctx); pLec_mulp
17 } \
18
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Attacking Libgcrypt EdDSA: Cache-Only Channel

1

2

3

5

6

7

8

9

10

11

12

13 for (j=nbits—1; j >= 0; j——) { Only 11 distinct
14 _gery_mpi_ec_dup_point (result, result, ctx); PTE cache lines
15 if (mpi_test_bit (scalar, j))

16 _gcry_-mpi-ec_add_points (result, result, point, ctx);

17 }

Memory layout

0x0F000
gcry_free

R 0xC0000
mpi_add X

mpi_test_bit 0xC1000

T 0xC9000

0xCA000

mpi_ec_mul_p

Jo Van Bulck et al.
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Attacking Libgcrypt EdDSA: Cache-Only Channel

1 Memory layout
2

; Monitor isolated _gpgrt_lock

4 trigger page

5 errno_plt

6

! gpgrt_lock

9 do_malloc

. FLUSH

:
12

13 for (j=nbits—1; j >= 0; j——) { 8 -

14 _gcry_mpi_ec_dup_point (result, result, ctx); g ==

15 if (mpi_test_bit (scalar, j)) g mpi_test_bit
16 _gcry_-mpi-ec_add_points (result, result, point, ctx); e

i } mpi_ec_mul_p
18
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Attacking Libgcrypt EdDSA: Cache-Only Channel

13 for (j=nbits—1; j >= 0; j——) {

INTERRUPT ‘
L — 4

14 _gcry_mpi_ec_dup_point (result, result, ctx); ~—;
15 if (mpi_test_bit (scalar, j)) ;

16 _gcry_-mpi-ec_add_points (result, result, point, ctx);

Memory layout

_gpgrt_lock

errno_plt

gpgrt_lock

do_malloc

errno_loc

int_free

mpi_test_bit

mpi_ec_mul_p
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Attacking Libgcrypt EdDSA: Cache-Only Channel

1 Memory layout
: Record bigger _gpgrt_lock

4 page set I
5 errno_plt

6 T
7 gpgrt_lock

8 - |
9 do_malloc

10

11 errno_loc

1 RELOAD

13 for (j=nbits—1; j >=0; j——) { ‘ int free

14 _gcry_mpi_ec_dup_point (result, result, ctx); UW —
15 if (mpi_test_bit (scalar, j)) g mpi_test_bit

16 _gcry_-mpi-ec_add_points (result, result, point, ctx); ﬁ
17 } mpi_ec_mul_p
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Attacking Libgcrypt EdDSA: Cache-Only Channel

! Memory layout
2

? Record bigger _gpgrt_lock

‘ page set L]
5 errno_plt

o I
7 gpgrt_lock

8 I
9 do_malloc

10

1 errno_loc

1 RELOAD

13 for (j=nbits—1; j >= 0; j——) { 8 ——

14 _gcry_mpi_ec_dup_point (result, result, ctx); g T
15 if (mpi_test_bit (scalar, j)) g mpi_test_bit

16 _gcry_-mpi-ec_add_points (result, result, point, ctx); ﬁ
17 mpi_ec_mul_p
18 Regex pattern match -> 485/512-bit recovery, single-run
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Road Map

@ Conclusions
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Jo Van Bulck et al. Telling Your Secrets Without Page Faults 14 / 14



Conclusions

Conclusion

Take-Away Message
Enclave memory accesses can be learned without triggering page faults. J

= Do not focus on attack side-effects (faults, frequent enclave preemptions)

Jo Van Bulck et al. Telling Your Secrets Without Page Faults 14 / 14



Conclusions

Conclusion

Take-Away Message

Enclave memory accesses can be learned without triggering page faults.

= Do not focus on attack side-effects (faults, frequent enclave preemptions)

=- Address root causes of information leakage:

@ Unprotected page table memory (Sanctum [CLD16])
@ Secret-dependent control flow/data access (Libgcrypt patch)
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Conclusions

Thank you! Questions?

https://github.com/jovanbulck/sgx-pte
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Appendix

IPI Latency Microbenchmarks

Table: IPI latency in terms of the number of instructions executed by the victim after accessing the trigger page.

ACCESSED FLusH+FLUSH
Experiment Mean o Mean o Zero %
nop 431.70 34.11 0.65 17.65 99.84
add register 176.30 14.60 0.15 6.18 99.94

add memory 3245  2.79 0.06 1.92 99.88
nop nocache 0.02 0.39 - - -
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Appendix

Putting it All Together: Inferring Page Access Patterns

Re-usable attack framework: Graphene-SGX [TPV17]

e Explicitly monitor trigger page(s)
o Capture max info in page sets < #PF-sequences

o Offline analysis: extract access patterns

= overcome measurement noise/ latency/ granularity
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