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Controlled-Channel Attacks on Intel SGX
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Single-stepping mitigation is not enough!

AEX-Notify: Thwarting Single-Stepping Attacks

Hardware extension: Interrupt awareness for Intel SGX enclaves
Software mitigation: Prefetch next code page + stack pages
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Performance Evaluation

Average: x2.24 instrumentation + 25% perfetching overhead = x2.80

Constant-Time Working Set Estimation

After each interrupt:

- Select from Page Access Map (PAM)

- Sort Prefetch Working Set (PWS)

- Prefetch PWS into TLB

Idea: Limit temporal resolution


