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Abstract
System Management Mode (SMM) is a highly privileged ex-
ecution mode present in x86 processors since the early 1990s.
With full control over hardware and system memory, SMM
has long been a prime target for powerful attacks and persis-
tent rootkits, including cases linked to nation-state adversaries.
However, despite widespread deployment and unlike other
x86 isolation mechanisms such as Intel SGX and AMD SEV,
SMM has received relatively little academic attention, with
insights primarily scattered across industry disclosures and
hacker community contributions.

We present the first comprehensive systematization of
SMM attack research, covering over two decades of work.
We consolidate architectural details, trace the evolution of
hardware and the firmware ecosystem, and introduce an ex-
tensible taxonomy of attack vectors. Organizing the landscape
into three eras, we highlight a shift from configuration-based
exploits to sophisticated software vulnerabilities and the grow-
ing importance of automated analysis tools. Finally, we iden-
tify knowledge gaps, outline research priorities, and distill
lessons transferable to privileged firmware beyond x86.

1 Introduction

System Management Mode (SMM) is a specialized, highly
privileged x86 operating mode designed to handle low-level
system functions such as power management, thermal con-
trol, and hardware monitoring transparent to the operating
system. SMM was first introduced in the early 1990s and
remains a standard feature in modern Intel and AMD x86
processors [16, 86]. This mode is colloquially referred to
as “ring −2,” operating completely invisibly from the op-
erating system (ring 0) or hypervisor (ring −1). Entry oc-
curs via a dedicated System Management Interrupt (SMI),
triggered by hardware or software events and handled out-
side normal interrupt mechanisms. The SMI-handler code
runs from a protected memory region, System Management
RAM (SMRAM), saving and restoring architectural state to

resume the interrupted context transparently. Underscoring
SMM’s role as a foundational x86 technology, it serves as a
critical security substrate in Unified Extensible Firmware In-
terface (UEFI) implementations, supporting widely deployed
mechanisms such as secure boot [211], suspend to mem-
ory [213], and authenticated variables [214]. Academic de-
signs have further leveraged SMM to provide security ser-
vices to higher layers, including secure I/O [131,221] and live
kernel patching [227], and early Intel research even explored
using SMM as the basis for a trusted execution environment
prior to Intel SGX [47].

Given its broad platform authority and opacity to system
software, SMM has been an attractive target for offensive
research over the past decades. Classified intelligence doc-
uments, leaked as part of the 2013 Snowden revelations,
provide clear evidence that the NSA employed SMM-based
rootkits for stealthy, below-the-OS monitoring as early as
2007 [149, 150]. Independent research from both the hacker
community and academia has further demonstrated invisible,
SMM-resident implants (e.g., rootkits and keyloggers) capa-
ble of monitoring or manipulating execution and influencing
OS-visible state [67, 72, 124, 125, 176]. Researchers have also
shown that persistent compromise can be achieved through
firmware modification, including SPI flash rewriting and sub-
version of boot-time trust mechanisms [51, 120, 121, 204].

Despite over two decades of documented attacks, however,
the literature on offensive SMM research remains highly frag-
mented. A substantial portion of contributions has appeared in
the hacker community and industry (in the form of talks, blog
posts, and proof-of-concept code repositories), with compar-
atively few formal academic publications. Moreover, public
vulnerability disclosures and advisories often provide mini-
mal technical detail, complicating reproduction and thorough
root-cause analysis. As a result, it is challenging to reason sys-
tematically about longitudinal trends, recurring failure modes,
and which defenses meaningfully address the SMM threat
surface. Remarkably, compared to more recent x86 isolation
extensions like Intel SGX/TDX and AMD SEV, SMM has re-
ceived far less attention and scrutiny from academia. This dis-



parity can be attributed, in part, to the largely opaque, closed-
source firmware ecosystem and dispersed documentation of
SMM execution environments across processor generations,
hindering the development of systematic evaluation infras-
tructure and creating a high entry barrier for new researchers.

In this paper, we systematically review two decades of
academic publications, hacker community contributions, and
industry advisories to synthesize a structured and compre-
hensive view of offensive research targeting SMM. As a first
contribution, we demystify SMM by presenting a concise,
security-oriented view of its execution model, isolation prim-
itives, and feature evolution. We further clarify the opaque
firmware ecosystem by overviewing modern hardening mech-
anisms drawn from Intel and AMD documentation and public
engineering practice, while also highlighting real-world de-
ployment and use cases of SMM in contemporary platforms.

As a second contribution, we systematically review 69 at-
tack studies and 57 security advisories, synthesizing an exten-
sible taxonomy of vulnerability root causes and organizing
the offensive research landscape into three distinct eras. The
first era (2006–2014) is dominated by platform initialization
weaknesses, which have since largely been mitigated through
the introduction of automated platform configuration assess-
ment tools [134]. The second era (2014–2020) marks a shift
toward low-level bugs in the SMI handler code, including tra-
ditional memory-safety vulnerabilities as well as more subtle
confused-deputy shielding bugs arising from SMM’s shared
address space design. In the third era (2020–present), we ob-
serve a continued presence of low-level memory-safety and
shielding bugs, alongside the growing adoption of automated
analysis tools such as fuzzers.

Finally, as a third contribution, we generalize insights from
two decades of research to identify knowledge gaps and
highlight research priorities, including hardening and con-
tainment strategies for SMM, reproducible evaluation stacks
with low entry barriers, open-source development frameworks
and firmware datasets, and a call to increased attention for
microarchitectural attack surfaces. We conclude by distilling
transferable lessons for secure design of highly privileged
firmware in the x86 ecosystem and beyond.

Contributions. In summary, our main contributions are:

• We demystify the design and operation of SMM, fo-
cusing on its execution model, isolation properties, and
practical use in modern platforms.

• We systematize two decades of offensive SMM research,
encompassing over 69 studies and 57 advisories, to de-
velop a structured taxonomy of root causes and examine
longitudinal trends across three evolutionary eras.

• We identify gaps and research directions, and we discuss
transferable lessons for privileged firmware design.
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Figure 1: Position of SMM in x86’s privilege hierarchy.

Open Science. To support reproducibility of our work and
to facilitate future research, we open source the code to recre-
ate our advisory and CVE datasets at https://github.com
/antonislouca/SoK-SMM.

Paper Outline. The remainder of the paper is organized as
follows. Section 2 demystifies SMM’s execution model, iso-
lation properties, and practical use in modern firmware stacks.
Section 3 systematizes two decades of offensive SMM re-
search, including an extensible taxonomy. Section 4 analyzes
era-based trends and longitudinal findings. Finally, Section 5
distills gaps and research directions for strengthening the
SMM ecosystem.

2 Demystifying SMM

Inspired by previous demystification analyses [55, 63, 154,
165] for other processor security features, this section aims
to clarify SMM by positioning it within the system software
stack, detailing its isolation model and evolution, and outlin-
ing its role in contemporary platforms.

2.1 SMM Isolation Properties
System Management Mode is a highly privileged x86 exe-
cution mode that operates outside the conventional privilege
hierarchy (Fig. 1). It is invoked via an SMI, independently of
any software-visible transitions: upon SMI delivery, the pro-
cessor suspends the currently executing context (user, kernel,
hypervisor, or guest) and transfers control to firmware-defined
SMM handler code. Because this transition is entirely opaque
to the interrupted software, SMM executes invisibly even to
ring 0 and ring −1 code, resuming the preempted context only
when the handler issues a dedicated RSM instruction.

Table 1 situates this behavior among other x86 hardware-
assisted isolation mechanisms. Unlike software-managed iso-
lation (e.g., the OS kernel) and hardware-enforced trusted

https://github.com/antonislouca/SoK-SMM
https://github.com/antonislouca/SoK-SMM


Table 1: Comparison of SMM versus other x86 memory isolation mechanisms.

Feature

Mechanism x86 privilege levels x86 trusted execution environments

ME/ASP [36, 85] SMM VMM Kernel Intel SGX [63] Intel TDX [98] AMD SEV [84] Intel TXT [99]

Release year ~2008/2013 ~1990 ~2005 1982 2015 2021 2017-2020 2008

Execution context “Ring −3” (co-processor) “Ring −2” Ring −1 Ring 0 Ring 3 (enclave) Ring 0–3 (guest) Ring 0–3 (guest) Early boot

Granularity System System System OS / VM Enclave VM (TD) VM Launch

Memory protection Internal SRAM SMRAM Ext page tables Page tables PRM / EPC PRM + TDX Module Reverse Map Table (TXT heap, launch data)

Memory setup Platform Init Boot Boot OS OS FW + TDX Module FW + ASP + VMM FW + Chipset

Entry MEI/Mailbox protocol SMI VMEXIT SYSCALL / IRQ EENTER SEAMCALL VMRUN SENTER

Exit MEI/Mailbox protocol RSM VMRUN/VMLAUNCH SYSRET/IRET EEXIT SEAMRET VMEXIT SEXIT

Code origin Intel/AMD FW FW VMM OS User App Guest Guest Authenticated SW

Trust Root of Trust CPU SMM SMM + VMM CPU CPU + TDX Module CPU + ASP CPU + Chipset + TPM

execution environments (TEEs) such as Intel Software Guard
Extensions (SGX), Intel Trust Domain Extensions (TDX),
and AMD Secure Encrypted Virtualization (SEV), SMM is
provided with system-wide authority and can preempt any
execution context. SMM is designed to perform privileged
system management functions such as thermal control, power
state transitions, and legacy hardware emulation (e.g., PS/2
devices), underscoring its orthogonal role relative to software-
and virtualization-based isolation models.

2.1.1 Memory Isolation

SMM executes from a dedicated physical memory re-
gion, called SMRAM, which is isolated from all other x86
operating modes. SMRAM protection combines chipset-
enforced controls, imposed by the memory-controller com-
plex, with CPU-enforced isolation primitives (see Section 2.2).
SMRAM contains the SMI handler code and its associ-
ated data, as well as the processor save-state area. Archi-
tectural state is saved on SMI entry and restored on exit
via RSM, enabling transparent context switch. Beyond han-
dler state, firmware may also store system-management meta-
data in SMRAM (e.g., platform configuration variables, S3
bootscript, or OEM-specific data).

SMRAM Initial Configuration. By default, SMRAM is
a 64 KB region located at a physical base address specified
by the processor’s internal SMBASE register. Firmware may
reprogram SMBASE during early initialization (or from within
an SMI handler) to relocate the SMRAM region [84, 86]. A
larger SMRAM area can also be used, if needed, varying from
32 KB to 4 GB. On SMM entry, the processor uses SMBASE
to locate the SMI handler entry point and the save-state area
within SMRAM. SMIs target the current SMBASE location; a
relocated SMBASE resets to its default value on system reset.
Once in SMM, firmware executes with system-wide privi-
lege and can access platform resources beyond the OS and
hypervisor, including main memory and device state.

SMRAM can be placed in different reserved memory re-
gions depending on the platform, commonly the compatible,

high, and top-of-memory segments. Historically, legacy BIOS
implementations favored the compatible segment, whereas
modern UEFI firmware typically allocates SMRAM from the
high or top-of-memory segments to obtain a larger, cacheable
region suitable for more complex SMM drivers. Once ini-
tialized, the firmware locks the allocated SMRAM region
during boot, rendering it inaccessible to all execution contexts
outside SMM.

SMRAM Protection and Configuration. Firmware must
lock the platform memory-map configuration to prevent
remapping attacks that could expose or overlap SMRAM [66,
68, 147, 174]. This includes registers that define usable
DRAM boundaries and remap windows, which should be
programmed early and then locked. Firmware should also
configure and lock DMA-protection settings for the SMRAM
region to prevent peripherals from targeting protected mem-
ory [203, 207]. When SMRAM is allocated from cacheable
regions such as the high or top-of-memory regions, the CPU’s
System Management Range Registers (SMRRs) should be
configured to define and protect the SMRAM range, mitigat-
ing SMRAM cache poisoning attacks [205].

2.1.2 Controlled Entry Points

Entering SMM. Entry into SMM occurs exclusively via
delivery of an SMI, triggered through the SMI# pin or the
Advanced Programmable Interrupt Controller (APIC). SMIs
are non-maskable and operate outside the processor’s nor-
mal interrupt and exception handling. SMM is non-reentrant,
and additional SMIs are disabled while executing in SMM.
Outside of SMM an SMI takes priority over both maskable
interrupts and non-maskable interrupts (NMIs). On SMI de-
livery, the processor waits for in-flight instructions to retire
and pending stores to complete, saves architectural state in
SMRAM, transitions into SMM, and begins executing the
firmware-defined SMI handler.

SMM entry is rooted in legacy x86 execution semantics:
early SMM implementations operated entirely in 16-bit real
mode, leaving the SMI handler responsible for any necessary



mode transitions. Modern Intel platforms address this through
a dedicated SMM Entry Code binary. This trusted code stub,
executed on every SMM entry, is responsible for transitioning
the processor to protected mode, enabling paging, activating
long mode, and configuring Intel-specific runtime defense
mechanisms before handing off to the SMI handler.

Exiting SMM. SMM can be exited only via the RSM in-
struction, which is valid exclusively in SMM; executing RSM
outside of SMM raises an invalid-opcode exception. On ex-
ecution, RSM restores the processor state saved in SMRAM
and resumes the previously interrupted context.

2.2 Evolution of SMM
System Management Mode was introduced by Intel in the
early 1990s, and as x86 platforms grew in complexity and
security relevance, SMM evolved from a minimal compatibil-
ity mechanism into a hardened, hardware-assisted firmware
execution environment. Table 2 summarizes this progression,
highlighting incremental architectural and firmware evolution
of SMM emphasizing security additions and how they may
be related to attack primitives. For UEFI, the SMM services
are initialized during boot, by a driver execution environment
that loads the different SMM services into SMRAM.

2.2.1 SMRAM Access Control

Baseline SMM. Early SMM implementations, first ap-
pearing in Intel i386SL processors, established a firmware-
controlled execution mode entered via an SMI and exited
through RSM. SMM code executed from SMRAM, with the
processor saving and restoring architectural state on entry
and exit to preserve transparency. At this stage, SMM primar-
ily served platform management tasks, without any explicit
isolation primitives or standardization over them.

System Management RAM Control. As SMM became
more widely deployed, early hardening efforts focused on
adding explicit, chipset-mediated controls over SMRAM visi-
bility and placement. Chipsets introduced the System Manage-
ment RAM Control (SMRAMC) register, exposing control bits
allowing firmware to configure when SMRAM is inaccessible
outside SMM from less privileged execution modes. During
platform initialization, firmware temporarily enables access
to initialize SMM state and seals the configuration by mak-
ing the SMRAMC register read-only until system reset. These
controls are mutually exclusive and must be programmed in
a strict order. While these mechanisms reduced accidental
exposure and improved configurability, they are dependent on
correct firmware boot-time initialization.

CPU-Enforced Isolation. The introduction of System Man-
agement Range Registers shifted SMRAM protection from

chipset-level to CPU-enforced isolation. On processors that
support SMRRs, firmware can configure the CPU to treat
the SMRAM address range as inaccessible outside SMM,
independent of normal memory-type settings or remapping
behavior. SMRRs are hardware registers that define the mem-
ory range used by the SMRAM. They are implemented using
two model-specific registers (MSRs) to define and protect
SMRAM, establishing its base address and memory protected
range. The values of the MSRs are configured during early
boot, superseding the configuration of standard MSRs, and
are locked to permit modifications only from within SMM.

SMRRs, once properly configured, prevent even ring-0 or
hypervisor-level code from reading or writing SMRAM. How-
ever, their effectiveness depends on correct early-boot configu-
ration, motivating firmware hardening measures such as early
SMRR programming, pre-boot SMRAM lock-down, initial
configuration locking, and cache-safe initialization to mitigate
remapping and cache-poisoning attacks.

2.2.2 SMM Software Hardening

Static Paging. Modern platforms increasingly harden
SMM by enforcing a static paging configuration that prohibits
runtime page-table modifications. In this model, the SMM
page table is established once during boot and remains fixed
until the next reboot. Page-table pages are marked read-only
to prevent tampering; code pages are read-only and confined
to SMRAM; data pages are non-executable, with read-only
protection applied to pages that require no runtime modifi-
cation. Memory outside SMRAM that is not required by the
SMI handler is left unmapped, reducing SMM’s exposure to
OS-owned memory and limiting the impact of SMI handler
vulnerabilities. Intel reports contributing this Runtime BIOS
Resilience paging approach to open-source UEFI implemen-
tations [62], aiming to raise the baseline for SMM security.

SMM Virtualization and Runtime Containment. A re-
curring challenge in SMM security is that traditional de-
signs implicitly trust SMI handlers despite their history of
exploitable vulnerabilities. Intel’s SMI Transfer Monitor
(STM) [65, 103, 212] introduced an early containment model
motivated by attacks [124, 126, 204] showing that compro-
mised SMM can undermine Intel Trusted Execution Tech-
nology (TXT) and measured-launch guarantees [99]. During
boot, firmware reserves a dedicated memory region within
SMRAM, the Monitor Segment, to host the STM image. Un-
der a Measured Launch Environment, STM establishes a two-
layer setup in which the hypervisor virtualizes the OS while
the STM contains and virtualizes SMI handler execution [65].

While STM saw limited adoption, modern platforms in-
creasingly pursue related runtime restriction mechanisms that
deprivilege SMI handlers and enforce resource-access poli-
cies. On AMD platforms [36, 73], an SMM Supervisor is
loaded during UEFI boot and authenticated by the AMD Plat-



Table 2: Evolution of SMM hardware (HW) and firmware (FW) defense mechanisms.

SMM Change Era Description HW FW

Baseline SMM 1990s (Intel i386SL) SMI/RSM, SMRAM, and state save/restore  #
SMRAMC & SMM locking Mid–late 1990s (i486) Chipset-controlled SMRAM & relocatable SMBASE  #
CPU SMRAM isolation Early–mid 2000s SMRR SMRAM protection (CPU-enforced)  #
Expanded state save map Mid-2000s (x86-64 era) Extended SMRAM save-state formats for 64-bit CPUs  #
SMM-SMEP 2014 (Intel 4th Gen) Mitigations against SMM callouts  #
Intel STM ∼2015 Deprivilege SMI handlers   
SMM paging in EDK II 2016 Static SMM page tables with defensive memory attributes #  
Runtime BIOS Resilience 2018 (Intel 8th Gen) Paging setup, long mode and lockdown #  
System Security Report 2019 (Intel 9th Gen) OS-visible reporting of below-the-OS security properties #  
System Resources Defense 2020 (Intel 10th Gen) Policy-based containment and deprivileging SMI handlers   
AMD SMM Supervisor 2022 Deprivileging and policy mediation for SMI handlers   

form Security Processor, after which SMI delivery transitions
into a small ring-0 core that deprivileges handlers to ring
3. Deprivileged handlers request privileged operations via a
system-call interface, and the supervisor mediates access to
MSRs, I/O ports, and memory regions according to a platform-
defined policy. In contrast, Intel Hardware Shield [61] en-
forces SMM access policies using CPU and firmware mech-
anisms and, on newer systems, supports attestation of SMM
memory configuration via a signed SMM module integrated
with Intel TXT.

2.3 SMM in Practice

SMM was initially designed to support platform-management
tasks that require firmware-controlled and OS-transparent
access to hardware. Typical uses include power and ther-
mal management, low-level hardware control, and additional
OEM-specific management logic. SMM handlers may also
provide firmware information interfaces (e.g., SMBIOS),
legacy device emulation (PS/2 keyboard and mouse), and
mediation of platform I/O events during boot and at runtime,
including handling selected USB events for policy enforce-
ment or compatibility.

Modern x86 platforms employ a layered firmware stack
in which UEFI [191] provides the primary boot and runtime
framework (with TianoCore EDK II [188, 190] as its open-
source reference implementation), alongside vendor-specific
co-processors such as Intel’s Management Engine (ME) [85]
and the AMD Platform Security Processor (ASP) [36]. This
subsection explores how SMM is used and hardened in prac-
tice to support security-critical UEFI services, as well as se-
cure boot and update mechanisms.

2.3.1 SMM Usage in UEFI

SMM Hardening Practices. SMM poses an attractive at-
tack target due to its high privilege and system-wide authority,
and prior work demonstrates that misconfigured or overly per-
missive SMM components can introduce serious vulnerabili-
ties. UEFI firmware stacks such as EDK II, therefore, provide

hardening mechanisms that allow developers to strengthen
SMM beyond baseline architectural guarantees.

EDK II applies SMM memory protections that reduce code-
injection and data-corruption risks, including read-only and
non-executable page attributes, static page tables, and con-
trolled memory layouts. Further measures include a dedicated
SMM communication buffer API [215] to avoid confused-
deputy pointer dereferences, intra-SMM ASLR to increase
the difficulty of control-flow exploitation, and guard pages to
enable detection of stack and heap overflows at runtime [216].
Finally, SMI handler profiling assists developers in auditing
and reducing the set of required handlers, thereby minimizing
the active SMM attack surface.

Authenticated Variables. Authenticated variables protect
security-critical firmware settings through digital signatures,
requiring an execution environment isolated from the OS to
prevent malicious software from bypassing verification or
tampering with variable storage directly. On x86 platforms,
SMM provides this isolation [214], enabling signature verifi-
cation and controlled updates of UEFI authenticated variables.

S3 Save State. In the S3 sleep state (suspend-to-RAM), OS
and firmware context remain resident in DRAM and must
be restored on wake, making the resume path sensitive to
memory tampering. An attacker who can modify the S3 boot
script can compromise firmware execution during resume,
e.g., by restoring incorrect register values or leaving critical
hardware protections unlocked. To mitigate this, UEFI plat-
forms rely on SMM to protect firmware context during S3
resume [213]: in EDK II, SMM provides “LockBox” services
to the S3 bootscript to preserve the integrity of resume-critical
state across suspend and resume, ensuring correct platform
restoration.

Profiling Features. UEFI provides profiling capabilities to
help developers analyze and validate SMM behavior [217].
Memory profiling tracks per-module allocation during boot
to detect memory leaks in UEFI and SMM drivers; perfor-



mance profiling records execution-time metrics used to popu-
late ACPI data structures; and SMM profiling monitors code
and data accesses from SMM to regions outside SMRAM,
enabling detection of isolation violations.

2.3.2 Secure Boot and Firmware Updates

On x86 platforms, establishing firmware authenticity before
OS execution relies on an initial trusted computing base. Intel
Boot Guard [209] uses a processor-validated Authenticated
Code Module to verify early-boot firmware before transfer-
ring control to the UEFI stack, where UEFI Secure Boot [211]
then authenticates the OS loader. To preserve integrity across
these flows, critical verification logic and policy databases are
staged in SMRAM.

UEFI further leverages SMM as an isolated and privileged
environment to perform secure verification and flashing of
standardized Capsule firmware updates applied by third-party
code (e.g., the OS). Intel BIOS Guard [210] further hard-
ens this architecture by employing an SMM-based agent that
authenticates OEM-signed update packages using platform-
provisioned keys and mediates all writes to the SPI Flash,
ensuring that potentially compromised code in the update
path cannot bypass flash protection.

2.4 Summary
In summary, this section positioned SMM within the x86 soft-
ware stack and clarified its core execution semantics, memory
model, and isolation properties. We highlighted how SMM
has evolved from a low-level platform-management mech-
anism into a security-critical firmware component, and ex-
plored how modern systems running in the UEFI ecosystem
both rely on and harden SMM in practice.

3 A 20-Year Retrospective of SMM Security

In this section we provide a systematization outlining the evo-
lution of the SMM attack landscape over the past two to three
decades. Although dedicated security research into SMM was
sparse prior to 2006, early evidence of its impact appeared in
a 2004 Linux kernel report, which documented SMM imple-
mentation bugs responsible for system crashes [164]. De-
classified intelligence documents also demonstrate SMM
as a realistic target, specifically the NSA Advanced Net-
work Technology Catalog and the Tailored Access Opera-
tions projects [37, 149, 150], reveal that sophisticated state
actors had already weaponized the mode for platform subver-
sion. Implants in these documents, demonstrate how the NSA
weaponized SMM between 2004 and 2008 to maintain persis-
tent surveillance on Dell servers, and Juniper network routers.
These examples prove that using SMM as a real-world attack
vector for stealthy monitoring has already existed before it
became a major focus by the security research community.

The remainder of this section reviews the public literature
on SMM attacks over the past two decades, organizes recur-
ring attack surfaces into an extensible taxonomy, and surveys
public CVE records and security advisories.

3.1 Literature Review and Methodology
System Management Mode has been a recurring target in
offensive firmware research, yet the corresponding body
of knowledge remains fragmented and difficult to navigate.
Unlike many systems security topics that are documented
through manuals and peer-reviewed academic venues, a sub-
stantial portion of SMM-related work appears in practitioner
talks, blog posts, and informal media such as recorded presen-
tations, often with uneven levels of detail, varying technical
depth, and inconsistent terminology. The tight coupling be-
tween SMM behavior, platform-specific firmware, and vendor
documentation further steepens the learning curve for repro-
ducing results and comparing techniques across publications.

To systematize the offensive SMM landscape, we consol-
idate the available public record into a structured literature
review and normalized encoding scheme. Table 3 on page 8
presents our systematization, where each entry corresponds
to a distinct offensive contribution (e.g., an attack, vulnerabil-
ity analysis, proof-of-concept, framework, or analysis tool)
and is annotated with a standardized set of labels to support
longitudinal comparison across time, research communities,
vulnerability classes, artifact availability and the degree of
automation used.

Inclusion Criteria. We curated a set of public works from
2006–2026 spanning peer-reviewed papers, hacker confer-
ence presentations (e.g., Black Hat, CanSecWest, REcon),
industry technical reports, and practitioner writeups on SMM
and related firmware attack surfaces. Academic works were
identified via Google Scholar; conference materials and
proof-of-concept artifacts were collected from public reposi-
tories and community-curated resources including DarkMen-
tor [123] and the CasualHacking UEFI compendium [79],
supplemented by their citation networks.

We exclude generic UEFI-only attacks that do not ma-
terially involve SMM, except where SMM is required for
exploitation, persistence, or bypass of platform trust mecha-
nisms. We include works that (i) directly target SMM or lever-
age it to compromise other platform components (e.g., boot–
time misconfiguration of protection bits or runtime SMI-han-
dler flaws); (ii) exploit platform mechanisms whose failure
enables SMM compromise (e.g., SMRAM remapping, S3
boot-script flows, TXT INIT); or (iii) provide proof-of-con-
cept demonstrations of SMM-adversary capabilities.

Labeling Scheme. We encode each work along four di-
mensions: (1) era, (2) vulnerability/attack class, (3) artifact
availability and exploit completeness, and (4) automation.
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Figure 2: SMM attack classification tree used for the systematization in Table 3.

The vulnerability label captures the primary attack surface
using a compact taxonomy derived from a classification tree
(Fig. 2) developed during our literature review. This tree ab-
stracts specific exploitation techniques into underlying failure
modes (e.g., configuration, isolation/shielding, memory safety,
microarchitectural leakage), enabling consistent comparison
across heterogeneous sources, while supporting trend and gap
analysis. Section 3.2 summarizes the resulting top-level cat-
egories, which are designed to be extensible so future work
can be classified within the same framework.

To capture reproducibility and practical maturity, Table 3
includes three additional indicators. The src column denotes
artifact availability ( : open source;G#: partial release;#: not
available; citation: availability in an external repository). The
E2E column indicates whether the work demonstrates an
end-to-end exploit on real hardware (from vulnerability to
successful exploitation). The auto column captures whether
discovery or validation relied on automated tooling analysis
rather than purely manual reverse engineering effort.

Era Boundaries. We partition the literature into three eras
that reflect shifts in dominant vulnerability classes and tool-
ing maturity. Era 1 (2006–2014) is dominated by platform
configuration weaknesses and manual exploitation, culminat-
ing in the introduction of CHIPSEC [134] as a systematic
assessment framework. Era 2 (2014–2020) exhibits a surge in
SMM code vulnerabilities and increased reproducibility, with
code analysis tooling such as efiXplorer [138] emerging as
a community standard. Era 3 (2020–2026) is characterized
by persistent SMM code vulnerability classes, growth in auto-
mated analysis through fuzzing, and the emergence of AMD
platform configuration issues as tooling improves.

3.2 Attack Taxonomy

Table 3 labels each offensive work using a compact taxonomy
that captures where the weakness resides and what exploita-
tion surface it targets. The taxonomy is descriptive where
many works span multiple categories, assigning the primary
classes of vulnerabilities per entry. The taxonomy below sum-
marizes the most important nodes of our classification tree of
Fig. 2 used to label Table 3.

Platform Configuration. This category captures vul-
nerabilities caused by insecure or inconsistent platform
configuration, typically set during boot and enforced by
firmware or hardware. Representative issues include incorrect
SMRAM/SMM access-control and locking (e.g., memory-
controller configuration and lockdown bits) and incomplete
protection during sensitive firmware flows such as S3 boot-
script state restoration. These weaknesses can enable SMM
compromise without a flaw in SMI handler code; instead
they rely on exploiting misconfigured policies and incomplete
lockdown sequences.

SMM Code Vulnerabilities. This category covers vulner-
abilities within SMI handlers and other SMM-resident code.
They range from memory-safety bugs (e.g., buffer overflows
and use-after-free) to unsafe handling of attacker-controlled
inputs and missing shielding checks. Many such flaws mani-
fest as confused-deputy behavior, where unprivileged software
coerces SMM into performing security-sensitive actions on
its behalf. Common sub-patterns include attacker-controlled
pointer dereferences in the shared address space and callouts
from SMM into untrusted memory, resulting in spatial or
temporal memory corruption. These vulnerabilities increas-
ingly dominate as UEFI-era SMM codebases grow and be-
come more modular, motivating stronger engineering prac-
tices, and exploration of memory-safe implementations (e.g.,
Rust-based UEFI components [163]).

Microarchitectural Attacks. This category captures at-
tacks that exploit microarchitectural effects in or across SMM,
such as transient-execution style leakage. While compara-
tively rare in the public literature, these works are important
because they test whether CPU-wide mitigations and isolation
assumptions remain intact during SMM transitions and under
its highly privileged execution context.

3.3 CVE and Vendor Advisory Review

CVE review. Before presenting our era analysis, we pro-
vide a preliminary view using publicly available Common
Vulnerabilities and Exposures (CVE) data. We download the



Table 3: Systematization of the SMM offensive landscape over the last ~20 years, split into 3 distinct eras. Columns list year and
publication venue (including contributions from academia, industry, and the hacker community); vulnerability classification
according to the taxonomy in Fig. 2; whether public exploit code is fully ( ) or partially (G#) available in the original or a
subsequent publication; whether a full ( ) or partial (G#) end-to-end exploit was demonstrated; and whether automated tools
were used to discover this vulnerability.

Name Year Venue Vulnerability Src E2E Auto

E
ra

1

SMM OS Security Bypass [67] 2006 CanSecWest Plat-config→FW→Memory-Controller G# # #
SMM Rootkits [72] 2008 SecureComm Plat-config→FW→Memory-Controller #  #
SMM hacks [48] 2008 Phrack Plat-config→FW→Memory-Controller   #
Xen Hypervisor Subversion [174] 2008 Black Hat Plat-config→FW→Memory-Controller G# # #
SMRAM Access Techniques [136] 2009 CanSecWest Plat-config→FW→Memory-Controller # # #
BIOS SMI Rootkit [57] 2009 Phrack Concept  G# #
Attacking Intel TXT [204] 2009 Black Hat Plat-config→FW→Memory-Controller #  #
Attacking Intel BIOS [202] 2009 Black Hat SMM-code→Shielding→CD # # #
SMM CPU Cache Poisoning [205] 2009 White Paper Plat-config→FW→Memory-Controller #  #
Attacking SMM using SINIT [206] 2011 White Paper Plat-config→FW→TXT SINIT #  #
Flea-reflash hopping [51] 2013 ACM CCS Concept #  #
Insyde SMM Vulnerabilities [77] 2013 NCC Blog SMM-code→[ Shielding→CD | MS→Spatial ] # # #
Sandman [125] 2014 Mitre Plat-config→FW→Memory-Controller # G# #
Chipsec [134] 2014 CanSecWest [Plat-config | SMM-code]  #  

E
ra

2

SMM Rootkits Revisited [176] 2014 ARES Concept # # #
Defeating Secure Boot [121] 2014 Syscan Plat-config→FW→Memory-Controller # G# #
Defeating Signed BIOS [120] 2014 Blog SMM-code→MS→Spatial #  #
The Watcher [122] 2014 Mitre SMM-code→MS→IntOverflow [179]  #
Smite’em MiTM and Copernicus 2 [124] 2014 Mitre [Concept | SMM-code] [80] G#  
UEFI Security Attacks [203] 2014 31C3 [ Plat-config→FW→S3BootScript | SMM-code→[ Shielding→SMMCallout ] ] #  #
Venamis misery [207] 2014 White Paper Plat-config→FW→S3BootScript [156]  #
Excite [43] 2015 WOOT SMM-code→Shielding→SMMCallout # #  
SMM Backdoor [157] 2015 GitHub Concept  # #
Attacking VMM through SMM [76] 2015 Black Hat SMM-code→Shielding→CD # #  
SMM Memory Sinkhole [66] 2015 Black Hat Plat-config→HW→APICRemap G#  #
A Million BIOSes Infected (Lighteater) [60] 2015 HITBSecConf SMM-code→[ Shielding→SMMCallout | MS→Spatial ] # # #
Breaking UEFI Security Using DMA [155] 2015 Blog SMM-code→Shielding→CD #   
SMI Handler Vulnerabilities [41] 2015 CanSecWest SMM-code→Shielding→CD # #  
Aptiocalypsis [158] 2016 Blog SMM-code→Shielding→CD [159]   
EDK2 communication [215] 2016 White Paper SMM-code→Shielding→[CD | SMMCallout] # # #
ThinkPwn/SmmRuntime [161] 2016 Blog SMM-code→Shielding→[CD | SMMCallout] [162]   
Exploiting SMM callout vulnerabilities [160] 2016 Blog SMM-code→Shielding→SMMCallout #   
SMM Data Centers [93] 2017 CanSecWest Plat-config→FW→HotAddFlowDMA #  #
LONGKIT Framework [170] 2017 ICISSP Concept # # #
BARing the System [50] 2017 RECON SMM-code→Shielding→CD→BAR #   
BIOS holes. Don’t Come Inside [70] 2017 Black Hat SMM-code→Shielding→SMMCallout [71]   
Digging Into the Core of Boot [49] 2017 RECON [ Plat-config→FW→Memory-Controller | SMM-code→Shielding→CD ] # #  
Exploring Your System Deeper [42] 2017 CanSecWest [ Plat-config→[ FW→Memory-Controller | S3BootScript] | SMM-code→[ Shielding→CD ] ]  #  
UEFI firmware rootkits [137] 2017 Black Hat SMM-code→Shielding→CD #  #
SMM Spectre v1 [69] 2018 Blog SMM-code→Uarch→Spectre    
Code Check(mate) [167] 2018 Blog SMM-code→Shielding→SMMCallout G# G#  
efiXplorer [138] 2020 Black Hat SMM-code→[ Shielding→[CD | SMMCallout] | MS→[Temporal | Spatial] ] [44] #  

E
ra

3

Attacking the golden ring [151] 2020 Blog SMM-code→Shielding→CD   #
Firmware Fuzzing using Simics [208] 2020 DAC SMM-code→[ Shielding→[CD] | MS→Spatial ] # #  
SMRAM Callout Vulnerability [168] 2020 Blog SMM-code→Shielding→SMMCallout G# G#  
SPENDER [219] 2022 IEEE S&P SMM-code→Shielding→CD # #  
SPI Write Protections [38] 2022 Blog [ Plat-config→[ FW→Memory-Controller ] ] # #  
HP Repeatable Failures [185] 2022 Blog SMM-code→[ Shielding→[CD | SMMCallout] | MS→Spatial ]    
AMI Repeatable Failures [184] 2022 Blog SMM-code→Shielding→[SMMCallout | CD] #  #
23 High-Impact Vulnerabilities [183] 2022 Blog SMM-code→[ Shielding→[CD | SMMCallout] | MS→Spatial ]  #  
UDK-Based SMM Rootkits [81] 2022 Blog Concept [82] G# #
SMM Supervisor Security [193] 2022 Hardwear.io SMM-code→[ Shielding→[CD | SMMCallout] | MS→Spatial ] # G# #
AMD platform Security [144] 2022 IOActive Blog Plat-config→FW→Memory-Controller    
BIOS Past, Present,Future [45] 2022 Black Hat SMM-code→[ Shielding→[CD | SMMCallout] | MS→Spatial ]    
Breaking firmware trust [139] 2022 Black Hat SMM-code→[ Shielding→[CD | SMMCallout] | MS→Spatial ] #   
Lenovo High-impact Vulnerabilities [173] 2022 ESET Blog SMM-code→[ Shielding→CD ] G#   
Simple SMM Rootkit [181] 2022 icWCSN Concept  # #
The art of SMM bug hunting [53] 2022 Blog SMM-code→[ Shielding→[CD | SMMCallout] | MS→Spatial ] # #  
Ringhopper [220] 2023 DEF CON [ SMM-code→[ Shielding→CD ] ] #  #
RSFuzzer [218] 2023 IEEE S&P SMM-code→[ MS→[Spatial | Temporal] | Shielding→[CD | SMMCallout] ] # #  
Ice Lake TOCTOU [78] 2023 NCC Blog SMM-code→[ MS→Spatial | Shielding→CD ] # # #
Back to the Future [146] 2023 IOActive Blog Plat-config→FW→Memory-Controller [119] #  
Platform Security Disclosure [145] 2023 IOActive Blog SMM-code→[ Shielding→CD ] [119]   
Stase [180] 2024 ASE SMM-code  #  
AMD Sinkclose [147] 2024 DEF CON SMM-code→Shielding→CD [119]   
AMD Platform Secure Boot [152] 2024 IOActive Blog Plat-config→FW→PSBStatus [119]   
FuzzUEr [75] 2025 NDSS SMM-code→[ MS→[Spatial | Temporal] | Shielding→CD ]  #  
Memory corruption in SMM [199] 2025 Black Hat SMM-code→[ MS→[Spatial | Temporal] | Shielding→[CD | SMMCallout] ] # #  
SmuFuzz [201] 2026 IEEE S&P SMM-code→[ MS→[Spatial | Temporal] | Shielding→[SMMCallout] ] G# #  
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Figure 3: Historical analysis of SMM-related CVEs over time.

full CVE corpus and automatically filter entries with SMM re-
lated keywords in their description using regular expressions,
yielding 319 CVEs. We then aggregate SMM-related CVEs
by publication year and plot the result in Fig. 3, revealing a
marked increase in reported SMM-related vulnerabilities over
the past decade. Note, however, that because CVE publication
dates are shaped by disclosure coordination and batch report-
ing, these counts are best interpreted as a proxy for reporting
and analysis capacity rather than as a reliable indicator for
underlying vulnerability prevalence or impact [177].

Vendor Advisory Review. To complement the rest of our
analysis we create a CPU vendor-facing perspective, by re-
viewing the available Intel advisory and AMD bulletin lists.
We crawl Intel Security Advisories and AMD Security Bul-
letins and filter for entries mentioning SMM keywords in
the advisory or linked software guidance text. This process
yielded 57 relevant advisories/bulletins. We then manually
classified each entry using the classification tree in Fig. 2 to
normalize vendor-specific wording into comparable attack
classes. We summarize the resulting advisory set in Table 4
in Appendix A. While advisories vary in technical depth and
disclosure practice, they provide an independent lens that is
broadly consistent with the trends identified in the rest of our
literature review and era analysis detailed in the next section.

4 Trends Across SMM Eras

Using the taxonomy introduced in Section 3.2, we analyze
longitudinal trends in offensive SMM research across three
eras. Our era boundaries align with shifts in dominant vul-
nerability classes and tooling maturity. We use Table 3 to
characterize each era in terms of dominant attack surfaces,
reproducibility, and the extent of automation. We also provide
information where each work was published, demonstrating
academic, industry, or practitioner efforts.

4.1 Era 1: Exploiting Platform Configuration
The first era is dominated by platform configuration weak-
nesses, where compromise is enabled primarily by miscon-
figured or insufficiently locked platform state rather than
bugs in SMI handler code. We observe that early works
of this era demonstrate how improper SMRAM access
control, remapping, and cache-policy configuration can ex-
pose SMM with system-wide impact, enable end-to-end at-
tacks [48, 67, 72, 125, 136, 174, 204–206] and early SMM-
resident rootkit concepts [51, 57]. In this era we notice a
recurring pattern of exploitation that hinges on boot-time pol-
icy errors (e.g., leaving SMRAM accessible or failing to lock
configuration registers), which an attacker can later leverage
to gain execution, modify SMRAM contents, or weaken its
protections.

Methodologically, this era is characterized by manual re-
verse engineering and platform-specific validation, with lim-
ited open-source releases but several end-to-end demonstra-
tions on real hardware as seen in Table 3. Discoveries of this
era illustrate the consequences of weak platform lockdown in
the presence of a highly privileged firmware execution mode.

A key inflection point is the introduction of
CHIPSEC [134], which automates platform security
assessment by providing reusable primitives for inspecting
chipset configuration and firmware-controlled security
settings. We observe that although not SMM-specific,
CHIPSEC becomes the dominant tool for auditing and testing
the misconfiguration classes of this and later eras (particularly
on Intel platforms) and is subsequently used extensively for
evaluation and exploit validation in Era 2.

� Take-Away #1: Boot-time platform configurations play a
critical role as misconfigurations persist into run-time and
enable compromise, even without SMM code vulnerabilities.

4.2 Era 2: Breaking SMM Code Apart
In Era 2 (2014–2020), we record a transition from sporadic
platform misconfiguration issues to predominantly SMM
code vulnerabilities and offensive malicious functionality con-
cepts, which become the dominant theme of this period.

Compared to Era 1, this period provides more reproducible
artifacts and demonstrations. A larger fraction of works in-
clude end-to-end exploitation examples and partial or full
proof-of-concept releases, enabling independent reproduc-
tion and follow-up research. At the same time, automation
becomes more visible, as CHIPSEC is used extensively for
configuration auditing and exploit validation.

Tooling development remains relatively sparse but begins
to solidify around a small set of widely used building blocks.
Alongside CHIPSEC, Intel’s Excite [43] project represents
an early attempt to apply symbolic execution analysis tech-
niques to firmware and SMM codebases. By the end of Era 2,



Binarly’s efiXplorer [138] emerges as a practical static analy-
sis workflow integrated into mainstream reverse-engineering
environments (e.g., IDA), lowering the barrier for systematic
inspection of SMM-heavy firmware images and helping drive
the subsequent surge of SMM code vulnerability discovery
in Era 3.

� Take-Away #2: Automated tooling, open-source writeups
and artifacts demonstrate a shift from boot-time configuration
to run-time SMM code issues.

4.3 Era 3: Towards Automated Validation
In Era 3 (2020–2026), we observe that SMM code vulner-
abilities dominate the public offensive record, driving in-
creased emphasis on program analysis. Works in this period
repeatedly report memory-safety and isolation/shielding flaws
in SMI handlers, and we see many reoccuring vulnerability
classes over multiple years with limited variation. This per-
sistence suggests that portions of SMM code remain insuffi-
ciently tested and that well-understood bug patterns continue
to reappear in production firmware.

We also observe a growing role of automation in vulnerabil-
ity discovery. Beyond static analysis, multiple efforts mostly
academic [75, 180, 199, 201, 208, 218, 219] apply fuzzing and
symbolic execution to firmware and SMM components, re-
flecting broader shifts toward scalable analysis. In parallel,
CVE evidence (cf. Fig. 3) indicates a marked increase in
reported SMM-related vulnerabilities from 2018–2026 with
recurring categories. The same trend in recurring vulnerabili-
ties is also present in our advisory analysis (cf. Table 4). We
interpret this surge conservatively as a natural result due to
improved analytical capability and tool availability.

Finally, we highlight cross-vendor asymmetry in assess-
ment maturity. We find that AMD platform misconfiguration
vulnerabilities become prominent roughly 15 years after anal-
ogous issues were widely explored on Intel platforms, where
they remain visible to this day (cf. Table 4), suggesting de-
layed discovery driven in part by limited tooling and ecosys-
tem attention. The emergence of cross-platform assessment
tooling [119] enables more systematic evaluation and surfaces
misconfiguration classes reminiscent of earlier Intel-era find-
ings. Together, these trends motivate continued investment in
open, scalable analysis tooling and evaluation methodologies
for SMM across vendors.

� Take-Away #3: Recurring SMM code bug classes, and plat-
form misconfiguration issues seen in Table 3 and Table 4
underscore the need for scalable testing and evaluation.

5 Gaps and Research Directions

Our era analysis indicates that offensive SMM progress is
strongly shaped by analysis tooling and the visibility it en-

ables. At the same time, deployed hardening remains diffi-
cult to scrutinize externally, and some threat models receive
limited attention. We therefore distill gaps and research direc-
tions along six axes: (1) SMM hardening and isolation, (2)
open evaluation tooling and reproducibility, (3) community
coordination, (4) SMM as a defensive substrate, (5) microar-
chitectural security, and (6) cross-architecture transferability.

5.1 SMM Hardening and Isolation
Across our era analysis and advisory-driven evidence, we
find that offensive SMM compromises are dominated by two
broad vulnerability categories. First, platform-configuration
failures that are prominent in earlier eras but become less
common in the latest era as platforms adopt stricter initial-
ization disciplines. Second, SMM code vulnerabilities, es-
pecially memory-safety and shielding vulnerabilities which
remain prevalent and recur across years and vendors. This
persistence suggests that SMM code vulnerabilities pose a
long-term risk for the SMM ecosystem, and that there is a
tooling adoption gap [134, 138] by firmware vendors.

SMM Hardening. From a hardening perspective, these ob-
servations point to two complementary directions. The first
is reducing the prevalence and exploitability of memory cor-
ruption through memory-safe firmware implementations (e.g.,
Rust-based UEFI efforts [163]), addressing common vulner-
abilities such as buffer overflows. Memory-safe languages
alone, however, do not address confused-deputy and shielding
vulnerabilities [35,192]; the second direction is, therefore, the
containment of SMM through deprivileged SMI handlers.

SMM Containment. In practice, both Intel and AMD pur-
sue containment-style designs that enforce policy over SMI
handler behavior, shifting from static primitives (e.g., register
locking) toward runtime control over what SMM code may
access and execute. Intel’s “below-the-OS” security initia-
tives [61] frame this as a combination of paging-based protec-
tions and register locks, coupled with trust and measurement
mechanisms that provide verifiable platform state.

On Intel platforms, practitioner analysis describes Intel
System Resource Defense as an SMM isolation design that
deprivileges SMI handlers by running most SMM code in a
user-mode-like context, while a small trusted entry component
mediates privileged operations [182]. This closely matches
a “supervisor” model in which a minimal privileged core
enforces policy and brokers MSR, I/O, and memory accesses
for deprivileged handlers. Intel’s public materials [62, 73]
further emphasize reporting and attestation channels (e.g.,
Intel System Security Report) that provide OS- or loader-
visible evidence of below-the-OS configuration. Because non-
SMM software cannot read SMRAM or directly inspect active
SMM configuration policies, SMM must expose its security-
relevant state through an interface that is both trusted and



tamper-resistant. Intel addresses this gap with the Platform
Properties Assessment Module (PPAM), intended to provide
OS-visible evidence of SMM configuration; however, prior
work shows PPAM itself can be subverted (e.g., disabled via
a single-byte write [172]).

On AMD platforms, the SMM Supervisor [36] similarly
introduces privilege separation by executing third-party han-
dlers in a least-privileged context and mediating privileged
actions through a narrow system-call interface enforced by
a small trusted component, similar to Intel’s initial STM ap-
proach [65].

Other modern firmware implementations also follow these
architectural shifts and provide further defenses for SMM.
Samsung Knox for x86 devices [175] hardens the SMM envi-
ronment via SMI Guard, which dynamically intercepts and
sanitizes inputs passed to SMI handlers. Knox further lever-
ages Intel’s Runtime BIOS Resilience to enforce read-only
code sections and mark critical SMM data structures as non-
executable.

Open-Source Concerns. Notably, the deployed implemen-
tations of the aforementioned containment mechanisms are
primarily delivered as vendor firmware and are not fully
open to independent inspection; while some reference com-
ponents exist in open ecosystems [188, 193, 212], external
evaluation on commercial platforms often requires substan-
tial reverse engineering effort. Consistent with this concern,
public work has reported vulnerabilities affecting SMM con-
tainment logic, illustrating that isolation layers require the
same level of scrutiny as the SMI handlers they aim to pro-
tect [9, 148, 172, 193].

� Take-Away #4: Persistent memory-safety and shielding
code vulnerabilities motivate hardening and containment ap-
proaches for SMM.

5.2 Open Evaluation Tooling
Our era analysis yields the insight that vulnerability discov-
ery scales with tooling availability and reuse, yet much of
the firmware ecosystem remains closed and difficult to evalu-
ate systematically. A practical obstacle is that representative
firmware/SMM corpora are hard to obtain and normalize,
since images are vendor-specific and updates are commonly
distributed as capsules that must be installed to extract the re-
sulting firmware state. These images often require non-trivial
extraction and reverse engineering before analysis is possible.
As a result, the community frequently stands on the shoulders
of giants, reusing practitioner-developed parsing and inspec-
tion workflows to make analysis feasible [44, 119, 133, 134].

Open Firmware Ecosystems. Open firmware ecosystems
lower the research barrier by making parts of the firmware

stack inspectable and testable. EDK II [188], coreboot [59],
and Microsoft Project Mu [141, 193] provide open UEFI
and platform firmware components, including SMI/SMM-
related services and supervisor-style hardening features.
These ecosystems can serve as practical testbeds for reproduc-
ing SMM experiments and integrating configuration checks
and SMI-handler analysis into continuous workflows.

Firmware Parsing and Modification. A first class of tool-
ing supports firmware parsing and modification, which is a
prerequisite for most evaluation pipelines. Examples include
UEFITool [133] for parsing and extraction, FMMT [189] for
modifying EDK II-based images, Fiano [1] for cross-platform
manipulation, and scriptable parsers [186]. While these tools
do not directly harden SMM, they reduce friction in dataset
construction and improve reproducibility. In practice, many
higher-level analyses depend on these utilities to locate and
extract SMI-handler code for inspection and testing.

Platform Configuration Assessment. This second class
comprises tools that automate security-relevant platform in-
spection and configuration checks. These tools validate lock-
down assumptions and are repeatedly used to support exploit
development and reproduction across eras [119,134]. In Era 3,
cross-platform assessment efforts reduce vendor asymmetry
and make configuration testing more feasible beyond Intel-
centric workflows [119].

SMM Code Analysis and Vulnerability Discovery. Era 3
introduces a broader set of automated approaches for SMI-
handler analysis, including fuzzing [75, 200, 201, 208, 218]
and symbolic execution [43, 97, 180] tools, which reduce re-
liance on manual reverse engineering and demonstrate the
ability to automatically uncover SMM code vulnerabilities
(e.g., memory-safety, confused deputy, SMM callouts etc.).

Complementing these approaches, Intel’s INT31 research
team introduced the BIOS Binary Instrumentation Framework
(Intel.BIN) [166], a dynamic instrumentation tool analogous
to Intel PIN, but operating withing the BIOS runtime. Though
not yet publicly available, it currently focuses on the platform
initialization stage of BIOS and plans to extend support to the
SMM runtime prior to public release.

Taken together, the primary gap is not the absence of point
solutions, but the lack of a reproducible corpora for SMM. We
therefore encourage continued development of open analysis
tooling for firmware and SMM, alongside public and represen-
tative datasets of SMM modules and configurations. We also
see value in environments and frameworks for reproducing
SMM experiments and in integrating configuration checks,
static and dynamic code analysis into CI/CD-style workflows
for both vendors and researchers. This infrastructure aims
to lower the entry barrier and improve the comparability of
platform security evaluation.



5.3 Aligning Industry, Academia, and Practice

Two decades of offensive SMM work, demonstrate that the
hacker community has driven much of the vulnerability dis-
covery, exploit validation, and disclosure effort, while CPU
vendors have contributed a smaller set of foundational initia-
tives for platform hardening and analysis. Despite these ef-
forts, recurring classes of SMM vulnerabilities persist across
years, underscoring the importance of systematic testing
across the UEFI firmware supply chain.

In parallel, we find that academia has often approached
SMM from a different angle by leveraging its privileged po-
sition to build defensive capabilities and security services
for other platform components. Only more recently, partic-
ularly in the latest era, has academic work engaged more
directly with the need for a secure SMM mode by contribut-
ing program-analysis approaches for SMI-handler evaluation.
In addition, some work explores hardening mechanisms such
as SmmPack [140], which investigates encrypting SMM mod-
ules with keys protected by the Trusted Platform Module.
However, during our analysis we notice that tools and datasets
are not always released in reusable open-source form, limiting
cumulative progress and reproducibility. We therefore encour-
age continued academic investment in open infrastructure that
complements hacker community discoveries and vendor de-
ployment. We expect that the experience gained from SMM-
based defensive designs can help strengthen SMM practical
evaluation and hardening.

� Take-Away #5: Closing the gap requires open-source frame-
works for the SMM landscape, providing reusable datasets that
lower the entry barrier and support systematic evaluation.

5.4 SMM as a Defensive Substrate

Representative academic work treats SMM as a defensive
substrate that can provide security services beneath the
OS and hypervisor. Prior systems leverage SMM for trans-
parent monitoring and introspection of higher layers, espe-
cially protecting the integrity of the running system (OS
and hypervisor) [128, 130, 171, 198, 222, 223, 226]. Oth-
ers use SMM to implement security services analogous to
those found in UEFI deployments, including secure kernel
patching, enclave I/O, and protection of trusted system ser-
vices in cloud settings [131, 132, 221, 224, 227]. Additional
work explores isolated-computing designs that reduce OS
or hypervisor trust assumptions by placing critical logic in
SMM [39, 40, 197, 225]. Collectively, these efforts highlight
SMM as a privileged capability for enforcing security proper-
ties when higher layers may be compromised.

Looking forward, we encourage further exploration of
SMM as a defensive component. Since many prior systems
combine SMM with Intel SGX, a natural direction is to re-
visit these ideas in the context of confidential VMs (e.g., Intel

TDX or AMD SEV-SNP), where guests explicitly distrust
the host hypervisor and rely on hardware-enforced isolation.
An additional emerging direction is accelerator-centric confi-
dential computing: as confidential GPU deployments mature
and integrate with confidential VMs, it is important to under-
stand whether SMM can play a narrowly scoped and auditable
role in device configuration, IOMMU-enforced DMA isola-
tion, and platform attestation evidence, without weakening
the confidential-VM threat model.

� Take-Away #6: Prior work uses SMM as a defensive sub-
strate for monitoring and security services, motivating integra-
tion with confidential VMs and GPU confidential computing.

5.5 Microarchitectural Security of SMM

Over the past decade, microarchitectural side-channel [74]
and transient-execution [52] attacks have evolved into a ma-
jor research domain, partially fueled by the emergence of
isolation mechanisms such as Intel SGX [178]. Given this
broader trend, it is striking that the microarchitectural secu-
rity of SMM remains comparatively underexplored despite
its high privilege level and unique execution semantics.

Among the 69 studies summarized in Table 3, we identified
only a single work that explicitly considers microarchitectural
attack surface, presenting an elementary proof-of-concept for
Spectre v1 in SMM [69]. In contrast, the advisory record from
Intel and AMD indicates that SMM is a relevant and active
concern for microarchitectural hardening: of the 57 SMM-
related advisories we examined, 8 explicitly provide guidance
for protecting critical SMI handlers against microarchitectural
attacks, primarily transient-execution vulnerabilities [95, 109,
111–116] as well as memory-aliasing attacks [26, 64].

While microcode updates commonly flush leaky microar-
chitectural buffers on SMM exit, SMI handlers must addition-
ally coordinate all logical processors during SMM entry and
exit [109, 112]. Whether such non-trivial “rendezvous” mech-
anisms are correctly and consistently implemented across
heterogeneous, real-world firmware remains unclear, and the
practical exploitability of microarchitectural leakage across
SMM transitions is insufficiently understood. Given the ma-
turity of microarchitectural attack and defense methodologies
for other x86 isolation mechanisms, this gap presents a nat-
ural opportunity to transfer established analysis techniques
into the privileged firmware domain. In particular, automated
validation and fuzzing frameworks [142, 153] for assessing
leakage across SMM transitions and the firmware ecosystem
could substantially advance the state of the art.

� Take-Away #7: Offensive research assessing microarchitec-
tural leakage across SMM transitions, as well as automated
analysis of microarchitectural firmware mitigations, remains
notably underexplored.



5.6 Lessons Beyond x86 Firmware
Finally, we discuss how insights learned from offensive SMM
research may generalize to other architectures that rely on
privileged firmware modes.

We have seen that incorrect or incomplete initialization of
low-level x86 configuration registers can collapse the SMM
isolation boundary and enable later compromise; the trans-
ferable lesson is that isolation in privileged firmware modes
critically depends on correct platform configuration. Further-
more, firmware and secure monitor components are predomi-
nantly implemented in C/C++ and therefore remain suscep-
tible to recurring memory-safety vulnerabilities. Communi-
cating with privileged handler code from a less privileged
context is a further universal risk: cross-world interfaces such
as shared-buffer protocols can reproduce confused-deputy and
callout-style patterns when inputs are insufficiently validated,
untrusted pointers are dereferenced, or data is not copied into
trusted memory before use. Similar failure modes have been
observed in TEE ecosystems, motivating dedicated analysis
tooling for enclave interfaces [35, 46, 54, 56, 192].

Arm TrustZone. On Arm Cortex-A, TrustZone [143, 165]
isolation depends on vendor-configured partitioning of mem-
ory and device MMIO, together with the existence of a Secure
Monitor (SM). The SM runs at the highest privilege and con-
trols transitions between secure and non-secure states, estab-
lishing the access rules during early boot. On the other hand,
TrustZone-M for Arm Cortex-M relies on vendor-configured
memory attribution and protection rules, used to partition
memory between secure and non-secure regions. Subtle mis-
configurations on both Cortex-A and Cortex-M devices may
expose secure code or data to software in the non-secure
world. TrustZone firmware has, furthermore, been subject to
a long history of confused-deputy vulnerabilities [54].

RISC-V. On RISC-V, firmware commonly executes in ma-
chine mode, with OpenSBI providing a runtime interface
between the OS and M-mode services [118]. RISC-V pro-
vides Physical Memory Protection (PMP) [58] as an ISA-level
primitive for constraining access to memory regions. TEE
frameworks such as Keystone deploy an M-mode security
monitor that relies on PMP for isolation [129]. Because PMP
configuration defines the isolation boundary for both firmware
and TEEs, misconfiguration or failure to lock PMP entries can
nullify isolation guarantees. Compromise or insufficient sani-
tization of privileged M-mode firmware interfaces [192] can
further allow permissions to be widened at runtime beyond
the intended policy. Lastly, even a correctly configured PMP
may be bypassed via microarchitectural attack surfaces [135].

Security Processors Beyond privileged CPU modes like
x86 SMM, Arm EL3, and RISC-V M-mode, many commod-
ity platforms rely on auxiliary security processors such as

Intel’s Management Engine and the AMD Platform Security
Processor to provide security-critical services and participate
in measured boot and attestation flows [36,85]. These widely-
deployed subsystems run on dedicated co-processors that are
treated as part of the platform root of trust, placing them in an
even more privileged and largely out-of-band position relative
to the host OS. Their security guarantees are often difficult to
validate externally due to closed-source proprietary implemen-
tations and limited visibility. Prior offensive security research
has raised concerns about these ecosystems due to their priv-
ileged position (access to all platform resources) [126] and
has already documented several vulnerabilities affecting these
subsystems [127, 169, 172, 187]. This reinforces a broader
lesson from the SMM landscape: platform trust increasingly
depends on privileged firmware components whose behavior
is hard to audit without dedicated evaluation tooling and, in
many cases, significant reverse engineering effort to under-
stand how they operate under the hood.

SMM Beyond Intel/AMD x86. Although almost all SMM
security work focuses on Intel and AMD, SMM is a standard
x86 feature that also appears in other vendor ecosystems. For
example, VIA documentation describes SMI-driven SMM
entry, SMRAM-backed execution, and state save and restore
semantics [194, 195]. This behavior is not only described in
VIA chipset manuals exposing the corresponding configu-
ration surface [196], but also in other legacy x86 manuals
as well [83]. However, publicly accessible documentation
is less uniform across these vendors, complicating compara-
tive analysis and leaving SMM hardening and vulnerability
transferability beyond Intel/AMD underexplored.

6 Conclusion

This paper consolidates two decades of offensive SMM re-
search into a structured corpus, taxonomy, and era-based anal-
ysis connecting vulnerability classes, tooling, and platform
evolution. Our findings show how the attack surface has
shifted from configuration-driven weaknesses toward recur-
ring SMI handler vulnerabilities, and how tooling maturity
shapes what becomes visible, reproducible, and tested. By
systematically organizing the landscape and its trends, we pro-
vide researchers, practitioners, and vendors with a common
reference point that aims to lowers the barrier to entry and to
orient both offensive and defensive SMM research toward the
knowledge gaps and priorities we have identified.
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A Appendix: SMM Security Advisories

Table 4 shows all 57 SMM-related vulnerabilities automat-
ically parsed from Intel and AMD advisories and manually
classified according to the taxonomy in Fig. 2.
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Table 4: SMM-related vulnerabilities found in Intel and AMD advisories, classified according to the taxonomy in Fig. 2.

Name Year Advisory Vulnerability

Mobile boards privilege escalation [87] 2008 Intel Plat-config→FW→Memory-Controller
Server boards privilege escalation [88] 2009 Intel Plat-config→FW→Memory-Controller
Desktop boards privilege escalation [89] 2010 Intel Plat-config→FW→Memory-Controller
SINIT Buffer Overflow [90] 2011 Intel SMM-code→MS→Spatial
SINIT ACM priviledge escalation [91] 2013 Intel SMM-code→Shielding→CD
Local APIC privilege elevation [92] 2015 Intel Plat-config→HW→APICRemap
Memory corruption [104] 2016 Intel SMM-code→Shielding→CD
SmmRuntime privilege escalation [105] 2016 Intel SMM-code→Shielding→SMMCallout
NUC SMM callout [106] 2017 Intel SMM-code→Shielding→SMMCallout
Intel NUC BIOS security updates [94] 2017 Intel SMM-code→Shielding→CD
Foreshadow [95] 2018 Intel SMM-code→Uarch→MDS
NUC SW SMI Callout [108] 2018 Intel SMM-code→Shielding→SMMCallout
EDK2 SMM page protection [107] 2018 Intel Plat-config→FW→Memory-Controller
MDS [112] 2019 Intel SMM-code→Uarch→MDS
Intel graphics advisory [110] 2019 Intel Plat-config→FW→Memory-Controller
Intel processor security [96] 2019 Intel Plat-config→FW→Memory-Controller
Trust asynchronous abort [111] 2019 Intel SMM-code→Uarch→MDS
AMD race-condition in ASP [2] 2021 AMD SMM-code→Shielding→Race-condition
Spectre V1/V2 [113] 2021 Intel SMM-code→Uarch→Spectre
MMIO stale data [115] 2022 Intel SMM-code→Uarch→MDS
AMD client CPUs vulnerabilities May [3] 2022 AMD SMM-code→Shielding→CD
Branch history injection [114] 2022 Intel SMM-code→Uarch→Spectre
Snoop assisted L1DS [116] 2022 Intel SMM-code→Uarch→MDS
AMD supervisor [9] 2023 AMD SMM-code→Shielding→SMMCallout
AMD memory corruption [11] 2023 AMD SMM-code→Shielding→SMMCallout
SMU input corrupts SMRAM [7] 2023 AMD SMM-code→Shielding→CD
AMD client CPUs vulnerabilities Jan [4] 2023 AMD SMM-code→Shielding→CD
AMD client CPUs vulnerabilities Nov [5] 2023 AMD SMM-code→Shielding→CD
AMD server CPUs vulnerabilities Jan [6] 2023 AMD SMM-code→Shielding→CD
AMD server CPUs vulnerabilities Nov [8] 2023 AMD SMM-code→Shielding→CD
Insufficient input validation in ASP [10] 2023 AMD SMM-code→Shielding→CD
SPI lock bypass [19] 2024 AMD Plat-config→FW→Memory-Controller
AMD SMM lock bypass [18] 2024 AMD Plat-config→FW→Memory-Controller
STM priviledge escalation [117] 2024 Intel Plat-config→HW→ucode
AMD server CPUs — SMM TOCTOU [15] 2024 AMD SMM-code→Shielding→CD
AMD client CPUs — SMM TOCTOU [17] 2024 AMD SMM-code→Shielding→CD
AMD embedded CPUs — SMM TOCTOU [12] 2024 AMD SMM-code→Shielding→CD
AMD Embedded CPUs vulenrabilites Feb [13] 2024 AMD [ Plat-config→FW→Memory-Controller | SMM-code→Shielding→CD ]
SMM heap-overflow and access-control [14] 2024 AMD [ Plat-config→FW→Memory-Controller | SMM-code→MS→Spatial ]
AMD SMM callout [27] 2025 AMD SMM-code→Shielding→SMMCallout
SMM MCE on SMI entry [29] 2025 AMD SMM-code→Shielding→Race-condition
SPD input validation [26] 2025 AMD SMM-code→Uarch→BadRAM
AMD SMM vulnerabilities [28] 2025 AMD SMM-code→Shielding→SMMCallout
Intel slim bootloader [100] 2025 Intel Plat-config→FW→Memory-Controller
AMD client CPUs — input validation [20] 2025 AMD SMM-code→Shielding→CD
AMD client CPUs vulnerabilites Aug [21] 2025 AMD SMM-code→Shielding→CD
AMD embedded CPUs — input validation [23] 2025 AMD SMM-code→Shielding→CD
AMD embedded CPUs — input validation [24] 2025 AMD SMM-code→Shielding→CD
AMD microcode signature verification [22] 2025 AMD Plat-config→HW→ucode
AMD server CPUs — input validation [25] 2025 AMD SMM-code→Shielding→CD
AMD Ryzen & Athlon [30] 2026 AMD SMM-code→Shielding→CD
Intel firmware advisory [102] 2026 Intel SMM-code→Shielding→CD
AMD embedded CPUs — input validation [31] 2026 AMD SMM-code→[ MS→[Spatial] | Shielding→[CD | SMMCallout] ]
AMD embedded CPUs vulnerabilities May [33] 2026 AMD SMM-code→[ MS→[Spatial] | Shielding→[CD | SMMCallout] ]
AMD EPYC CPUs — input validation [32] 2026 AMD SMM-code→Shielding→CD
Incorrect user of LocateProtocol [34] 2026 AMD SMM-code→Shielding→CD
UEFI Reference Firmware Advisory [101] 2026 Intel SMM-code→Shielding→CD
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